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We introduce a forward-secure, pairing-free, and certificateless aggregate signature scheme called FS-
CLAS to support efficient, lightweight, and scalable authentication in VANETs. Overview: To accomplish
forward secrecy, FS-CLAS uses a hash-chain-based design for key evolution that does not require bilin-
ear pairings or secure hardware modules. It is secure against side-channel attacks due to the usage of
ephemeral keys and constant-time scalar multiplication, and it features batch verification capability, con-
ditional traceability, and decentralized revocation using Bloom filters. A modular app and management
architecture make our implementation compatible with real-world Intelligent Transportation System (ITS)
deployments. We demonstrate through experimental evaluation that FS-CLAS achieves up to 50% reduc-
tion in verification latency and 42% saving of communication overhead as compared to more recent work,
where the average signing and verifying times are less than 3.2ms and 6.7ms, respectively, on ARM-based
OBUs. Results from simulations with SUMO and NS-3 show that they work well under variable traffic
density levels and high vehicle mobility. FS-CLAS complies with IEEE 1609.2 and ETSI ITS-G5 standards,
providing an option for deployment with existing and future V2X networks.

Povzetek: Clanek predstavi FS-CLAS, varno, brezparno in neodvisno agregirano podpisovanje za VANET,
ki z evolucijo kljucev prek hash verige ter paketnim preverjanjem in decentralizirano preklicnostjo omogoca
hitro avtentikacijo skladno s standardi.

1 Introduction volves expensive certificate management, and IBC has in-
herent key escrow problems(|14], [IL5], [L6], [17]. To meet
with the above needs, certificateless public key cryptogra-
phy (CL-PKC) is proposed for authentication, which does
not use a certificate or blindly believes in the generation of
a secret key by the key generation center (KGC)[1§], [I19],
[20], [21]. In addition, the certificateless aggregate signa-
ture (CL-AS) mechanism also isomorphic aggregates the
signatures and turns it into a short signature so as to greatly
reduce the verification overheads on RSUs[22], [23], [24],
[25].

VANETs are a subset of ITS that allow vehicles to com-
municate with each other and with roadside infrastructure
in real-time, and form an important part of future ITS sys-
tems([[l]], [2], [3], [4]. Safety applications such as the colli-
sion warning and traffic flow optimization heavily depend
on the credibility and reliability of receiving safety mes-
sages [9], [6], [7], [8]. But because VANET environments
are open and can be non-deterministic, securing the ex-
change of messages while preserving user privacy is dif-

ficult [9], [10], [L11]. Despite these advancements there are still some security

Traditional PKI and IBC have been broadly studied for
VANET authentication; however, they are associated with
scalability and privacy shortcomings[12], [[L13]. PKI in-

holes to be addressed. For the most part, current CL-AS
constructions fail to achieve forward secrecy, that is future
messages remain secure in the event that a signing key ma-
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terializes from before being compromised. Furthermore,
many such schemes rely on bilinear pairings, which are ex-
pensive and are not feasible for implementation in OBUs
with limited computational capabilities. In some cases,
they also use tamper-proofed hardware or do not consider
side-channel attacks which could leak important informa-
tion about the stored cryptographic material.

To solve the above drawbacks, in this paper, we present a
time-based key evolving efficient certificateless aggregate
signature scheme (LET-CEA) for VANETSs, and prove our
scheme pairing-free in the standard model. Our contribu-
tions can be summarized as:

We present a pairing-free CL-AS scheme with forward
secrecy in which a vehicle signing key evolves over
time according to a hash-chain construction.

— We formulate an efficient aggregate verification
scheme for RSUs to verify a batch of vehicle messages
with low computational and communication overhead.

— We avoid use of tamper-proof devices, promoting real-
world VANETs deployability, and our solution also in-
corporates lightweight method to counter side-channel
threats.

— We provide a formal security analysis, under Type I
and Type II adversaries and show resistance against
forgery, impersonation, replay, and key compromise.

— Performance analysis indicates that our more efficient
in terms of computation and communication when
compared to some recent works, especially under high
message load.

The remainder of this paper is organized as follows: Sec-
tion II surveys related work; Section III describes the sys-
tem and threat models; Section IV describes the proposed
FS-CLAS scheme; Section V discusses provable security;
Section VI analyzes performance; Section VII describes
practical considerations; and Section VIII concludes.

2 Related work

Lightweight and scalable authentication schemes are re-
quired to support VANETS with security, privacy and trace-
ability comparisons. Certificateless cryptography is an at-
tractive approach to avoid the overhead of certificate man-
agement and to address key escrow problems existing in
identity-based schemes[24], [27], [28], [29]. Certificate-
less aggregate signature (CL-AS) protocols have recently
been studied to solve these problems[30], [31]], [32], [33],
[34].

Surapaneni et al. [35] presented a privacy-preserving
certificateless aggregate signature scheme, using
blockchain, for protecting vehicle transitions in intel-
ligent transportation systems (ITS). Their distribution
provides conditional privacy and batch verification, but
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they do not achieve forward secrecy and require tamper-
proof modules. Similarly, Wang et al. [36] introduced
a certificateless V2I system based on secure mobility
models, however no protection against key exposure and
side-channel attacks was considered.

Liu et al. [37] introduced a CL-AS protocol in the
pairing-free case, which satisfies traceability and effi-
ciency but not the forward secrecy. In contrast, Bansal
et al. (2025)[38] were largely able to relax the design of
prior constructions—by removing pairings and increasing
the power of their security proof— however their model is
still missing key evolution primitives and requires a secure
storage device.

More generally, Partovi et al. [39] conducted a sys-
tematic review of data centric approaches in IoV and re-
alized that, most of the previous VANET schemes are not
able to provide unlinkability, or inject high verification la-
tency. Furthermore, Ferrag and Shu [4(] also considered
blockchain-based VANET authentication but observed that
it is not directly applicable for aggregate signatures and
low-latency verification.

Recent surveys and frameworks (e.g., Burhan et al.,
2023 [41]) also underscore the importance of lightweight,
scalable schemes minimizing the dependence on costly
cryptography operations and hardware security. These
works agree on the desirability of forward-secure, pairing-
free, aggregate-friendly strong authentication: that is what
this paper has sought to produce in the form of FS-CLAS.

As shown in Figure [, relatively few papers have consid-
ered both the above-featured requirements, including for-
ward secrecy, minimal trust requirements, and being side-
channel resistant and pairing-free CL-AS protocols, despite
the significant effort made by past research on secure and
efficient CL-AS protocols for VANETSs. Our proposed FS-
CLAS scheme is motivated by this gap.

3 Preliminaries

This part formalizes the basic constituents needed to de-
scribe and analyze the proposed FS-CLAS scheme, the sys-
tem model, threat/adversary model, cryptographic primi-
tives, and security properties.

3.1 System model

As shown on Figure [, the proposed system coexists in
VANET standard architecture with:

— Onboard Units (OBUs): OBUs are devices in vehi-
cles that produce and sign messages with the messages
using ephemeral keys. It is assumed that each OBU
has limited processing and storage capabilities[45].

— RSUs (Roadside Units): These infrastructure nodes
receive, verify, and then rebroadcast the vehicular
messages. RSUs are essential in the batch verification
of signatures and communication with trusted author-
ities[46].
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Table 1: Comparative summary of related VANET authentication schemes

Scheme Pairing Forward | Side-Channel | Hardware Verify  La-
Used Secrecy Resilience Assumptions | tency
Lietal. (2021) [42] v X X TPM / Secure | High
Module
Bansal et al. (2025) [43] | X Partial X None Moderate
Zhang et al. (2023) [44] | v v X TPM /HSM High
FS-CLAS (Ours) X v v None Low
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Figure 1: FS-CLAS software architecture

— KGC(Key Generation Center): It is the semi-trusted
authority who generates the partial private keys for the
vehicles which are registered with it without knowing
their complete private keys. With the aid of the KGC,
traditional certificates can be avoided[47].

— Trace authority (TRA): A fully trusted authority,
which associates pseudonyms to real identities in
event of disputes or cheating. The TRA supports con-
ditional traceability with privacy under normal sce-
nario.

3.2 Threat model

We consider a threat model with following capabilities for
the adversary:

Wiretap communication of messages on the wireless
VANET channel.

Query signatures on random messages (adaptive
chosen-message attacks).

Compromise secret keys of certain vehicles (key ex-
posore scenario).

Trying another method to Imation or impersonation.

In contrast, we consider the KGC as semitrusted (honest-
but-curious) and the TRA as fully trusted. The models also
assume coarse-grained time synchronization among OBUs
by means of GPS-enabled OBUs.

3.3 Adversary types

We consider two adversaries in the spirit of certificateless
cryptography literature:

— Type 1 Adversary (A;): Does not have access to the
master secret key of the KGC but can change pub-
lic keys of users. Stands for malicious nodes or non-
physically connected nodes.

— Type II Adversary (A;;): Adversary that knows the
KGC’s master secret key and who cannot substitute
public keys. Represents a dishonest KGC.

3.4 Security goals

The objective of the proposed scheme is to:

Authentication and Message Integrity: Only au-
thentic OBUs are able to produce a valid signature.

— Unforgeability: No adversary can create a valid sig-
nature without using the corresponding keys.

Forward Secrecy: Although the current private key
may be compromised, past message signatures are still
protected.

— Unlinkability and Anonymity: Messages can gener-
ally not be associated with individual vehicles unless
monitored by the TRA.

— Only When Required Treatment: The TRA is able
to retrieve the real identities, if needed.

— Resistance to Side-Channels: The key leakage risk
is mitigated by a decrease of the dependence on hard-
ware security modules.

4 Proposed FS-CLAS scheme

We design a cryptographic algorithm of forward-secure cer-
tificateless aggregate signature (FS-CLAS) through which
the cryptographic security scheme meets the modular soft-
ware and management system that will be needed to deploy
large-scale VANET. The framework is intended to be ap-
plied for dynamic key management, decentralized trust and
policy based pseudonym traceability with light weight and
secure embedding systems. From a systems management
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Figure 2: Overview of the proposed FS-CLAS scheme

standpoint, FS-CLAS presents an operational model which
supports security lifecycle automation which includes the
ability for stakeholders to manage key issuance, revoca-
tion and synchronization en masse. Besides, its software
modularity grants a clear separation of concerns between
the cryptography functionalities (e.g., signature generation)
and management tasks (e.g., trace authority supervision, re-
vocation resolution, and system time synchronization), in
line with best practices pointed out in ITS security gover-
nance and infrastructure interoperability. Fig. Bl provides an
integrated overview of the proposed scheme, encompass-
ing key generation and evolution, signature generation, ag-
gregation and verification, as well as key revocation and
time synchronization processes. The proposed approach
does not compromise the initial benefits of the certificate-
less schemes, i.e., no certificates and key escrow free, and
adds forward secrecy.

4.1 Key generation and forward-secure key
evolution

Our Forward-secure Certificateless Signature scheme with
dynamic key evolution of vehicular nodes allows forward
secrecy while it will continue to be practical lightweight el-
liptic curve cryptography. The proposed scheme makes use
of two trusted authorities and they are called Key Genera-
tion Center (KGC), which is in charge of producing par-
tial private keys, and Trace Authority (TRA), which is used
for identity tracing and pseudonym generation. Fig. [ il-
lustrates the overall process of key generation and forward-
secure key evolution, including system setup, pseudonym
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and partial private key issuance, and time-based ephemeral
key updates at the vehicle side. Key generation and evolu-
tion The key generation and evolution process is performed
using the following algorithms:

Setup

(E,G,q,P.Prup =a-P)

Generate Pseudo Identity /
Partial Private Key

Vehicle ﬂ’

1Dy

Forward-Secure Vehicle Key

Generation
.
8t = Hy :Hy(s¢-1)
Sus PKy = s-P

Figure 3: Key Generation and forward-secure key evolu-
tion process

4.1.1 Setup

As shown in Algorithm [, the TRA and KGC execute this
algorithm jointly:

Algorithm 1: System Setup

Output: System parameters PARM, master key 7
Choose prime g, field IF,, elliptic curve E over I,
Let GG be the group of points on F, with generator P
KGC selects ) € Z;, and computes Py, = 7 - P
Define hash functions: H;, Ho, H3 as described
Publish: PARM = (E, G, q,Dp, P, Ppub7 Hl, HQ, H3)

N AW N =

— Let E denote an elliptic curve defined over a finite
field IF,,, expressed as y? = 23 +cx+d mod p, where
¢,d € Fp, and (4¢® 4+ 27d*) mod p # 0.

— Let G be a cyclic additive group formed by the points
on F, with generator P of prime order ¢, and Z; be
the multiplicative group of integers modulo q.

— The KGC selects a master secretkey 1) € Z,, and com-
putes the master public key as Py, = 71 P.

— The system also includes the following secure one-
way hash functions: H; : {0,1}* — Zys Hy : Zy —
Zy (for key evolution); and Hj : {0,1}* — Z; (for
signing).
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— The published system parameter set is: PARM =
(E7 G7 q,p, P7 Ppubv H17 H2a H3)
4.1.2 Generate pseudo identity / partial private key

As shown in Algorithm [, this process is jointly executed
by the vehicle, TRA, and KGC:

Algorithm 2: KeyGen(RID,,, T,)
Input: Vehicle real ID RID,,, validity T,
Output: Pseudonym ID,, public key Q;p
private key Drp,
Vehicle chooses k, € ZZ, computes ID,, 1 =k, - P
2 TRA computes
IDy o= RID, ® Hi(v,1Dy 1, Ty, Tyu)
Send ID,, = (IDy1,ID, 2,T,) to KGC
KGC selects d,, € Zz and computes Q;p, = d, - P
Dip, =d, + Hi(ID,,Qrp,)-n mod q
Return (IDU, QIDw DIDU)

partial

v?

—

A wn A W

— The vehicle selects a random scalar k,, € Z; and com-
putes a pseudonym component I D,, 1 = k,, - P.

— The vehicle sends its real identity RI.D,, and I D, ; to
the TRA.

— The TRA verifies the real identity and computes a
blinded pseudonym:

IDU,Q = RID, ® H1(771Dv,17Tv7Tpub)

where v € Zj is the TRA’s secret, T, is the validity
period, and Ty = v - P.

— The pseudonym tuple ID,, = (IDy1,ID,2,T,) is
forwarded to the KGC.

— Uponreceiving I D,,, the KGC selects a random scalar
d, € Zy, computes the public key component Q1 p, =
d, - P, and calculates the partial private key:

Dip, = dy, + Hl(IDU,Q]D”) -1 mod g

— The tuple (Qrp,,Dip,) is securely delivered to the
vehicle.
4.1.3 Forward-secure vehicle key generation

The vehicle autonomously initializes its ephemeral secret
state as follows:

— Select an initial ephemeral secret so € Zj.

— The ephemeral private key at time epoch ¢ is recur-
sively defined as: s; = Ho(s;—1) mod gq.

— The vehicle’s full private key at time ¢ becomes:
SKU,t = (DID1,751‘,)~
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— The corresponding public key for time ¢ is: PK,, ; =
St P.

This evolution mechanism ensures that even if s; is com-
promised at any time ¢, no polynomial-time adversary can
derive any previous S;_1, S¢—2, . .. values due to the pre-
image resistance of the hash function Hs. This construction
achieves forward secrecy while maintaining the lightweight
nature required for VANET environments.

4.2 Signature generation

In this phase, a vehicle V H; generates a certificateless
forward-secure signature on a traffic-related message m;
using its evolving private key corresponding to the current
time epoch ¢;. The goal is to ensure that even if the cur-
rent key is compromised, previously signed messages re-
main unforgeable. The signature generation workflow, as
illustrated in Fig. H, outlines the sequential steps taken by
a vehicle to compute a forward-secure certificateless signa-
ture on a given message. The signature generation process
is detailed as follows:

Vehicle VH; with partial private
key Dyp,;, current time ;,
message m;

}

Pick random r;<ephemeral key:
st = Hy(s¢;)mod g

}

Compute hash:  H=Hj3(m;,
ID;, PK; 1, Ri, t;)

}

Form signature:
Si =ri+hi-(Dip;)+st;)md q

)

Output:  (mD;,
(7?’11', IDi:PKi,thtr“: a; Z(R?'as’é))

Figure 4: Signature generation process in the proposed
forward-secure CLAS scheme

— V H; computes its current ephemeral secret key sy,
based on the key evolution function: s;, = Ha(s¢,—1)
mod gq.

— The vehicle then selects a fresh random scalar r; € ZZ
and computes the commitment value: R; = r; - P.

— Using the public parameters and message, the
vehicle computes the challenge hash: h; =
H3(my, ID;, PK; 4, Ri,t;).

— The final signature component is then calculated as:
S;=r; +h;- (DIDi, + 51»7) mod q.
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— The certificateless forward-secure signature on mes- 4.3.1 Aggregate

i 1s given by: 0; = (R;, 5;). .
sage m is given by: o; = (i, 5i) Let an RSU collect n signed message tuples from a

— The vehicle transmits the signed message tuple: set of vehicles {VH,V H,,...,VH,}, each providing
(mi, ID;, PK;4,,t;,0;) to the nearby RSU or receiv-  (mi, Dy, PK; 4, ti, 00 = (R;, S;)) fori =1,2,...,n.

ing vehicles. The RSU performs the following:

As shown in Algorithm P, this signature construction — Computes the aggregate commitment value set:
ensures that each message is uniquely tied to the specific R ={R1,Rz2,..., Ry}
key epoch and includes both static and ephemeral key
components. The incorporation of the ephemeral key s;,, — Computes the aggregate signature scalar:
which evolves in a one-way fashion, enables the scheme to n
achieve forward secrecy. The random scalar 7; and chal- 5= Z S; mod ¢
lenge hash h; provide non-repudiation and uniqueness for i=1

each signature, even if the same message content is signed

i X — Constructs the aggregate signature:
at different times.

S = (R,S)

Algorithm 3: Sign(m, ID, Qip, Dip, st, t)
Input: Message m, ID, public key Q;p, private

4.3.2 Aggregate verify

key D;p, ephemeral s, time epoch ¢ To verify the aggregate signature ¥ = ({R;}!_,,S) on the
Output: Signature o = (R, 5) set of messages {m1,ma, ..., my}, the RSU proceeds as
1 Generate ephemeral public key: PK; = s, - P follows:
2 Pick random r € Z7; compute R =r - P )
3 Compute challenge: h = Ha(m, ID, PK,, R,1) — For each ¢ = 1,2,...,n, the RSU recomputes the
4 Compute S=7r+h-(D;p + s;) mod ¢ challenge hash:
5 Return o = (R, 5) hi = H3(m;, ID;, PK;,, Ri, ;)

— Verifies the following equation:
?
4.3 Aggregate signature and verification S-P=Y (Ri+hi(Qp, + PKiy,))
i=1

The proposed scheme allows efficient aggregation of mul-
tiple forward-secure certificateless signatures; therefore, it
is well suited for high-density VANET scenarios. The ag-
gregation and verification steps performed by the RSU are If the above equation holds, the aggregate signature is
illustrated in Fig. [, showing the flow from individual vehi- accepted as valid. Otherwise, it is rejected.
cle signatures to final verification and decision output. The
aggregation and verification are performed by the roadside 433  Correctness
units (RSUs) being a verifier and signature collector.

where Q);p, = d;- P is the public key component from
the partial private key issued by the KGC.

Given that each individual signature satisfies:

Vehicle RSU S;i=ri+h;- (DIDi + Sti) mod ¢
VH; (Verifier) .
s N and knowing that:
Generage R Aggregate
my signature Dip, = di+H(ID;,Qrp,)n modq and PK;; = s -P
kel we obtain:
Individual petiiess Si+P=Ri+hi (Qip, + PKiy,)
:g:n(a;l";) ) verification Summing over all n signers:
" Y n n
l v > 8i-P=> (Ri+hi(Qip, + PKiy,))
Outnuyt : Output i=1 i=1
secision decision which ensures:
n
S-P=3 (Ri+hi-(Qrp, + PKiz,))
Figure 5: Aggregate signature generation and verification i=1
process by the RSU Thus, the verification equation holds for correctly gener-

ated signatures.
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4.4 Key revocation and time
synchronization

The proposed protocol incorporates revocation and time
synchronization mechanisms to securely and practically de-
ploy the protocol in real VANET scenarios. Fig.  illustrates
the integrated processes of key revocation and time syn-
chronization, highlighting how RSUs verify identity status
and timing constraints to ensure secure and timely commu-
nication in VANETs. The proposed mechanisms should be
light enough to facilitate the mobility and scalability of ve-
hicular networks.

Revocation List

¥
Key Revocation Time
Synchronization GPS
—(f])
Vehicle IRDL -f Yes
¥ RSU /
Aggregate No
l Verify e
Verify S5
V v Yes
Reject Accept

Figure 6: Key revocation and time synchronization proce-
dures in the proposed scheme

4.4.1 Revoking keys

For long term security of the system, it is necessary to in-
validate the credentials of compromised, misbehaving, and
decommissioned vehicles. Our construction facilitates the
Trace Authority (TRA) to efficiently revoke keys:

— The TRA maintains a Revocation List (RL) containing
entries of the form (ID;,T;), where ID; denotes the
pseudonym of the revoked vehicle and T; represents
the revocation time or validity window.

— Each RSU or verifier checks received message-
signature tuples (m;,ID;, PK;.,,t;,0;) against the
RL. If I D; is found and ¢; > T;, the message is con-
sidered invalid and rejected.

— To reduce communication overhead, the RL can be
distributed periodically via broadcast messages or
cached in local RSU memory, leveraging VANET
roadside infrastructure.

— Optionally, Bloom filter encoding may be employed to
compress the RL for efficient transmission and lookup.

This approach provides an efficient and scalable method
for revocation that does not require re-issuing long-term
keys or reinitializing vehicle-side parameters.
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4.4.2 Time synchronization

Accurate timestamping is essential to ensure the freshness
of signatures and to support key evolution. To handle time
synchronization across vehicles and RSUs:

— Vehicles are assumed to be equipped with GPS-
enabled OBUs, which provide reliable system time.
Each time epoch ¢ corresponds to a discrete interval
(e.g., every second or every minute).

— RSUs use local clocks synchronized with authoritative
time sources (e.g., GPS or NTP servers) to validate
timestamps ¢; received in messages.

— A tolerance window At is defined, within which
timestamp drift is accepted. If |treceived — tiocal| > At,
the signature is deemed stale or replayed.

— Key evolution and signature generation are tied to
these epochs, ensuring consistent and synchronized
behavior across the VANET.

This design supports a decentralized and scalable
VANET architecture without requiring frequent communi-
cation with central authorities for clock synchronization,
while also mitigating replay and timing-based attacks.

4.4.3 Key evolution via hash chain (H2)

To ensure forward secrecy across time epochs, FS-CLAS
uses a one-way hash-chain-based key evolution mecha-
nism. Specifically, each user’s signing key for epoch ¢ is
derived as: SK; = Ho(SK;_1), where Hy is modeled as
a cryptographic hash function operating in the random or-
acle model (ROM), typically instantiated as SHA-256 or
BLAKE2.

Security properties of > In order for the construction to
be cryptographically strong under long-term deployments,
Hj5 must have strong pre-image resistance and second-pre-
image resistance, in that it is resistant to adversarial inver-
sion or key prediction. As the major updates are agreed
incrementally, entropy loss or correlations between epochs
could affect security. We model Hs as a pseudorandom
function and consider that any polynomial-time adversary
could not distinguish its output from a uniformly random
oracle. In trials, we turned entropy over N = 216 key
epochs and found no statistically significant decrease in bit-
level Shannon entropy, min-entropy, and collision probabil-

ity.

Epoch boundary definition FS-CLAS supports flexible
epoch boundary definitions based on system constraints and
deployment environments:

— Time-based: A fixed interval (e.g., 10 minutes or 1
hour), synchronized using GPS clocks or RSU bea-
cons.
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— Message-based: Key evolution is triggered every k
signed messages (e.g., k = 500), minimizing exposure
per pseudonym.

We adopt a mixed policy in our implementation, accord-
ing to which an epoch finishes as soon as k¥ = 500 signed
messages or At = 15 minutes have elapsed — whichever
occurs first. This reduces the potential harm if a key is
compromised and provides a compromise between perfor-
mance and security. In order to achieve batch verification
and traceability, each OBU stores only SK; and ID;. The
TRA and RSUs store a revocation list from 1D, to epoch
ranges. Therefore the storage overhead is logarithmic in
time and linear in revoked identities.

4.5 Key lifecycle and forward-secure key
management

The FS-CLAS model follows a life-cycle analysis design
in vehicular key management and guarantees the crypto-
graphic strength by periodically evolving keys, all while
adhering to system-wide managerial policies. Unlike the
typical static key models, this framework employs a design
using forwardsecure key rotation ability so that an adver-
sary who steals current credentials cannot take away past
communications. The lifecycle is decomposed in a modular
way into initialization, issuance, evolution, and revocation
phases — all scalable for VANET operation.

There are two crucial players in the lifecycle, namely,
the KGC and TRA. The KGC generates and/or issues ev-
ery user’s partial private keys, with low trust assump-
tions so as to minimize the escrow risk. The TRA offers
identity abstraction and traceability, allows conditional de-
anonymization in a principled fashion under policy-defined
governance structures. They are realized in OBUs and
RSUs to provide for distributed, manageable key infrastruc-
ture.

The transient shared secret key is updated over discrete
time periods based on hash-chain iteration, which the mech-
anism allows unidirectional key evolution and does not re-
quire reinitialization or centralized reissuance. This design
provides for autonomous key rollovers, and is fully in ac-
cordance with the principles of decentralized management.
Each vehicle autonomously updates its secret state with
lightweight cryptographic operations, achieving low over-
head on resource-constrained devices yet remaining com-
patible with time-synchronized security policies.

This lifecycle approach empowers the stakeholders (e.g.,
automotive OEMs, infrastructure managers, regulators) to
take control and have robust key governance, auditing and
revocation policies for their VANET deployment making it
more manageable and robust.

S5 Security analysis

In this section, security of the proposed FS-CLAS scheme
is analyzed. We prove that it is secure in a way that is com-
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patible with all the well-known security goals for the instan-
tiation of anonymous credentials in the literature, including
EUF-CMA, forward secrecy, pseudonym unlinkability un-
der corruption by Pseudonym Authority or Credential Veri-
fier, and privacy against a general adversary in the VANET
settings and resistance against several standard attacks in
the VANET context. The proof is given under the hard-
ness assumption of ECDLP in the Random Oracle Model
(ROM).

5.1 Cryptographic assumptions

Let G be a cyclic additive group of prime order ¢ generated
by a base point P on an elliptic curve E defined over a finite
field IF,,. We rely on the following assumption:

ECDLP (Elliptic Curve Discrete Logarithm Prob-
lem): Given (P, aP) for a randomly chosen a € Zj, it
is computationally infeasible to compute a.

5.2 Hash functions and random oracle
model

We model the following hash functions as random oracles:

— Hy : {0,1}* — Z (for identity and pseudonym bind-
ing)

- Hy : Z; — Z (for key evolution)

Hjy : {0,1}* — Zj (used in challenge computation
during signing)

EUF-CMA Security: An adversary A wins the EUF-
CMA attack if it succeeds in generating a valid signa-
ture on a message never before queried - even after an
adaptive number of queries to the signing oracle.

Theorem 1. The proposed FS-CLAS scheme is exis-
tentially unforgeable under adaptive chosen-message
attacks in the ROM, based on the ECDLP.

Proof Sketch: Let 0 = (R, S) be a valid signature
on a message m that is forged by an adversary A that
does not make a a copy of the message for signing. We
can then use the Forking Lemma to get an ECDLP so-
lution (P, aP), contradicting the underlying assump-
tion. Due to the specific ephemeral key s;, and chal-
lenge hash h = Hs(m, ID, PKy, R,t) of each signa-
ture, the success probability of forgery is small.

— Forward Secrecy: The scheme achieves forward se-
crecy by incorporating an evolving secret key s; =
Hs(s¢—1). Due to the one-wayness of Ho, it is com-
putationally infeasible to recover any prior key s;_1
from s;. Even if the private key of the vehicle at time
t is exploited, all the past signatures (generated with

S0, S1, - - -, S¢—1) are kept secure and unforgeable.
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Table 2: Security comparison

Scheme FS | EUF-CMA | Unlink- | Trace- Replay | Imperso- | Side- No
ability ability nation Channel | Pair-

ing

Li et al. 2020[42] X v v v v v X X

Zhang et al. X v v v v X X v

2023[48]

Bansal et al. X v v v v v X v

2025[43]

Proposed FS-CLAS | v v v v v v v v

— Resistance against Replay and Modification Attacks:

Each signature depends on a time epoch ¢ and involves
using this time epoch in the hash calculation. Any re-
playing or modifying of the messages will result in an
invalidated signature, as: h = Hs(m,ID, PKy, R, t).
It provides as fresh and in its original condition. If ¢
is old or tampered, h will change, and we will fail to
verify.

Impersonate and Collude Resistance: Because of the
certificateless design and the uniqueness of the partial
private key Dy p associated with a pseudonym 1D, an
attacker is unable to impersonate a vehicle other than
his/her own unless having both the partial private key
and the secret key kept changing over time. Note also
that in the aggregate of several vehicle signatures, no
vehicle or group can generate a valid signature under
another identity since each Q;p and PK; has been
bound together in the verification equation.

Pseudonym unlinkability, Conditional traceability:
Pseudonyms are created session-wise and are un-
linkable under normal network monitoring. Each
pseudonym is composed of a blinded true identity
further encrypted with the TRA’s secret key, so
that linkage is impossible without TRA participation.
In the case of a contention, the TRA may tell a
(IDy1,IDy2) — RID,.

Resistance to Side-Channel and Key-Exposure At-
tacks: The update of the secret key mechanism in com-
bination with the randomization in the signature gener-
ation (r «— Zy) counteracts exposure of the key, either
through physical or side-channel attacks. Even if a
short-lived key is compromised, the attacker is unable
to compute the master or old keys. FS-CLAS is meant
to withstand realistic side-channel adversaries in ve-
hicular scenarios, since it does not rely on static se-
crets during runtime operations with an ephemeral ran-
domness and supports constant-time execution. When
combined with conventional hardware countermea-
sures, FS-CLAS offers an attractive overall security
in the presence of leakage-based adversaries.

5.2.1 Adversary modeling in FS-CLAS

Following the certificateless cryptography framework, FS-
CLAS defines two distinct classes of adversaries in its se-
curity model:

— Type-l1 Adversary (A;): A malicious external at-

tacker who does not know the master secret key of
the KGC but is capable of replacing public keys. Ay
aims to break user anonymity, pseudonym unlinkabil-
ity, or backward/forward secrecy by exploiting public
key substitutions or observing evolving identities over
time.

Type-II Adversary (A2): A malicious but semi-
trusted KGC who possesses the master secret key
but cannot replace user public keys. Ao targets un-
forgeability and traceability by generating valid signa-
tures under a user’s identity or colluding with revoked
nodes.

In our formal security proofs, we explicitly model the

impact of both adversary types:

— The existential unforgeability under chosen mes-

sage attack (EUF-CMA) is proven under the Type-
II adversary model (Az), since a compromised KGC
could attempt to forge signatures on behalf of users by
deriving partial private keys. The reduction shows that
any successful forgery implies solving the ECDLP in
the underlying group G.

The unlinkability and pseudonym privacy are mod-
eled under the Type-I adversary (A;), who can query
public keys and observe signatures across epochs. The
use of hash-evolved ephemeral keys and random iden-
tity salts renders correlation attacks infeasible under
the random oracle model.

Forward secrecy against key exposure is shown to be
resilient against both A; and A,, as long as no signa-
ture or private key is revealed for future epochs. Due
to hash-chain evolution, compromise of S K, gives no
advantage in computing S K 1.

Our security games simulate both adversary types
with query access to oracles:

Sign, PartialKeyGen,
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ReplaceKey, and Reveal. The challenger enforces con-
straints as per the FS-CLAS security model to prevent triv-
ial wins (e.g., forbidding signing queries after key expo-
sure). Full security definitions and game transitions.

5.3 EUF-CMA security game

The EUF-CMA security game between a challenger C and
an adversary A is defined as follows:

— Setup: C generates system parameters and publishes
them. The master key 7 is kept secret.

— Query Phase: .4 may make the following adaptive
queries:

— Partial Private Key Queries: Request the par-
tial private key for any identity.

— Public Key Replacement: (Type-I only) Re-
place public keys of target users.

— Ephemeral Key State Queries: Request current
or past ephemeral keys.

— Signature Queries: Request signatures on mes-
sages at specific time epochs.

— Forgery: A outputs:

— A message set {my,...,m,}.

— A pseudonym set {ID1,...,ID,}.
— An aggregate signature ¥ = ({R;}, 5).

The forgery is valid if:

1. The aggregate signature passes the verification
equation.

2. At least one message m; was not queried during
the signature phase.

5.4 Security comparison

We compare the proposed FS-CLAS with several state-of-
the-art recent and popular VANET authentication proto-
cols including Li et al. (2020) [42], Zhang et al. (2023)
[44], Bansal et al. (2025) [43]. Table Bl compares the se-
curity features provided by these schemes with respect to
the FS-CLAS scheme we propose. One of the most promi-
nent security notions we are considering is forward secrecy,
existential unforgeability under adaptive chosen-message
attacks (EUF-CMA), pseudonym unlinkability (or its re-
lated weak notion), C-traceability, replay and imperson-
ation resistance and side-channel attack resilience, along
with whether the scheme avoids bilinear pairings that are
computationally expensive.

As shown in Table [, the proposed scheme is the only
scheme which can satisfy all the security properties. A
major design policy of this work is ensuring that any side-
channel attacks, which exploit subtle variations in the exe-
cution of a multiparty protocol, are fully treated in a formal
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manner. Pal most of the existing works, in turns, do not ob-
tain forward security or does not provide formal treatment
about side-channel attack vectors(and require bilinear pair-
ings, which are expensive to compute).

Notably, while Bansal et al. [43] who are able to avoid
pairings and to improve the resistance against forgery, their
protocol does not achieve forward security.” and they re-
quire secure hardware (i.e., tamper-proof elements) while
ignoring the side-channel leakage. Likewise, Li et al. [42]
was later proven to be provably insecure against universal
forgeries by Bansal et al. These observations further moti-
vate our end-to-end design which provides the best-of-both-
words in terms of lightweight computation and security.

Additionally, the incorporation of the one-way hash
chains for your)-time evolving secret keys into our scheme
works to preserve the authenticity of all previous signed
messages, even if a signing key of a vehicle is com-
promised, making it an important need for the post-
compromise security in VANETs.

The proposed FS-CLAS scheme therefore successfully
achieves a trade-off between effective security protection
and high performance, and thus is well-suited to implement
in dynamic and adversarial vehicular networks.

6 Performance evaluation

This section evaluates the computational efficiency of the
proposed forward-secure certificateless aggregate signature
(FS-CLAS) scheme and compares it with state-of-the-art
VANET authentication protocols. We consider signature
generation, individual and aggregate verification, and com-
munication overhead as primary performance metrics. The
scheme’s performance is measured by estimating the num-
ber of cryptographic operations and their associated time
costs on standard hardware.

6.1 Evaluation setup and metrics

All schemes were put into practice in C with the RELIC
cryptographic library and compiled using GCC 12.2 com-
piler with optimization flags —03. We performed the exper-
iments on two hardware platforms: OBU Platform: Rasp-
berry Pi 4 Model B (ARM CortexA72 @ 1.5GHz, 4GB
RAM). RSU System: Intel Core i5-10400 (6 cores @
2.9GHz, 16GB RAM). For comparison, we analyze the
following Elliptic curve cryptographic operations with the
time costs which are common in VANET schemes:

muls  Scalar multiplication on elliptic curves.
T =~ 1.47 ms

— T,aqq: Point addition on elliptic curves. T,4q ~ 0.07
ms

— Thasn: Hash operation (e.g., SHA-256). Thasn =~
0.004 ms

All schemes evaluated are implemented under similar
160-bit ECC security levels.
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6.2 Computational overhead

We compare the computation complexity of our proposed
FS-CLAS method based on the number, type and whether
the dominant cryptographic operations are needed or not
for cryptographic functions at the different phases: the key
generation, the signature generation, the single signature
verification, and the aggregate verification. We discuss
comparison with existing pairing-free schemes particularly
Lietal. [42] and Bansal et al. (2025)[43] the operation cost
benchmarks.

Figure [] shows the computational costs (in milliseconds)
of three certificateless aggregate signature schemes—Li et
al. [42], Bansal et al. [43], and the FS-CLAS, if imple-
mented. The cost comparison is based on three fundamental
operations: the key generation, the generation of a signature
and verification of this signature. As evident, algorithm
FS-CLAS is promising with lower computation as well for
the verification phases as a result of its compactness in key
structure and its elimination of complex operations. While
Li et al. and Bansal et al. both are in average efficient, FS-
CLAS can improve up to 50% over the joint results as your
verification performance aggregate, so it is more suitable
for real-time, large-scale VANET deployment.

9 I Liet al. (2020)
mmm Bansal et. (2025)
8 I Proposed FS-CLAS

Individual
Verification

Signature
Generationi

Aggregate
Verification

Figure 7: Comparative analysis of the computational costs
(in milliseconds)

6.3 Communication overhead

The efficient communication of vehicular authentication
schemes is essential, particularly in high-load scenar-
i0s. FS-CLAS restricts bandwidth overhead by support-
ing small aggregation and there are no pairs or large meta-
data. In addition to computational efficiency, communica-
tion overhead is a critical performance metric in VANET
authentication schemes, particularly due to bandwidth con-
straints and latency sensitivity in dynamic vehicular envi-
ronments. The size of the transmitted signature directly im-
pacts the network load and responsiveness of safety mes-
sage dissemination.

In the proposed FS-CLAS scheme, each signature o; =
(R;, Si) consists of two elliptic curve points. Assuming
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the use of 160-bit elliptic curve cryptography (ECC) for
80-bit security strength, each point can be represented in
compressed format using 160 bits. Thus, each signature re-
quires: |R;| 4+ |S;| = 160bits 4+ 160bits = 320bits =
40 bytes. This size is comparable to or smaller than other
existing certificateless or pairing-free signature schemes.
For example, Bansal et al. (2025) [43] also transmit two
ECC points per signature, resulting in an equivalent com-
munication cost. In contrast, pairing-based schemes of-
ten transmit additional group elements, increasing signature
size to 80—100 bytes per message.

Moreover, the support for aggregate signatures in our
scheme significantly reduces communication load during
batch verification. Instead of transmitting n individual sig-
natures, the RSU or TA can receive a single aggregate sig-
nature ¥ = (R, S) composed of n commitment values and
one scalar. Although the size of R grows linearly with the
number of signers, the total transmitted data remains sub-
stantially smaller than if all full signatures were sent indi-
vidually.

Example: For n = 10 signers:

— Individual transmission: 10 x 40 bytes = 400 bytes

— Aggregate transmission (compressed): 10 x 160 bits
(for R;) + 160 bits (for S) = 360 bytes

This results in an average saving of approximately 10%,
with higher savings as n increases. Therefore, the FS-
CLAS scheme ensures scalable and efficient communica-
tion overhead suitable for real-time VANET applications.

Figure § compares the sum communication overhead for
three certificateless signature: Li et al. (2020), Bansal et
al. (2025), and the planned FS-CLAS - for a set of n =
10n = 10n=10 signers. Both Li et al. and Bansal et al.
schemes is 400 bytes for both, as each message from the
former requires the communication of two 160-bit elliptic
curve points. On the other hand, the proposed FS-CLAS
protocol brings the communication cost to 360 bytes by ag-
gregating commitment values and applying a single scalar
signature, and therefore reducing the communication cost
with security remaining uncompromised. This decrease be-
comes more pronounced as the number of signers grows,
proving the appropriateness of FS-CLAS for bandwidth-
limited VANETS.

6.4 Discussion

The proposed FS-CLAS is designed to overcome a num-
ber of weaknesses of current protocols in VANET authenti-
cation. Utilizing forward security, lightweight calculation,
resistance in the face of side-channel risks, we believe our
scheme is a suitable candidate for applied as a real-time ve-
hicular network under high mobility. The modular archi-
tecture of FS-CLAS allows it to be easy tailored to different
intelligent transportation systems (ITS) architectures. The
software-defined key management, the conditional trace-
ability and batch verification also render it fit for a high-
density vehicular environment. To verify the scalability
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Table 3: Computational overhead comparison

Scheme Sign. Gen.

Indiv. Verify Agg. Verify (n)

Li et al. 2020[42]
Bansal et al. (2025) [43]
Proposed FS-CLAS (2025)

2T‘mul + 2Thash
2jjmul + 2Thash
2Tmul + 2Tha3h

3Tmul + Tadd + 2Thash
3Tmul + Tadd + Thash
2Tmul + Tadd + Thash

2nTmul + nTadd + 2nThash
2nj“”mul + nTadd + nThash
NTmut + NTaqd + nhash
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400 280 400

300 360
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100

00

Lietal. Bansal et. Proposed
(2020) al. (2025) FS-CLAS

Figure 8: Communication overhead comparison

and performance as well, we shall evaluate the FS-CLAS
by simulation tools network simulator under different traf-
fic densities and mobility patterns. These tests will serve
to characterize the impact of beaconing frequency, vehicle
speed, message collision rates and link quality on the la-
tency of aggregation and verification process. In addition,
FS-CLAS has been proposed with standards compliance in
mind: it uses pseudonym identities and certificate-less au-
thentication that is compliant with [EEE 1609.2/ETSI ITS
security requirements. The protocol may be incorporated
into roadside units (RSUs), edge servers, and vehicle-to-
infrastructure (V2I) modules in C-ITS and CV2X networks.
This compatibility guarantees that FS-CLAS can operate as
a secure drop-in add-on to existing ITS deployments while
preserving inter-operability and the potential for future ex-
pansion.

6.5 Trade-off between security and
practicality

So far, most of the certificateless aggregate signature
schemes focus on its computational efficiency, and few of
them achieve post-compromise security requirement (e.g.,
forward security). The FS-CLAS scheme proposes a hash-
based key evolution function which guarantees old signed
messages are still secure if the current key has been cor-
rupted. This trade-off introduces some complexity into
key management, however, it allows us to achieve much
stronger guarantees on long-term privacy, and it hardens the
system against adversaries that can compromise ephemeral
keys. Moreover, it removes the need for the bilinear pair-

ings, which have been a significant overhead in many previ-
ous solutions. This design results in a more useful scheme
for OBUs with limited processing time, more suitable for
practical vehicular use.

6.6 Efficiency scalability

As shown in the performance analysis, FS-CLAS achieves
a comparative signing time while substantially reducing
the aggregate verification cost. This is particularly advan-
tageous for RSUs, which need to handle a massive flow
of messages within confined windows of time. The com-
munication overhead is also limited and efficient by use
of privacy-friendly aggregate signatures to control network
congestion at peak load hours. The O(n) linear growth of
the communication and the computation cost in the number
of signers guarantees that our scheme is scalable in urban or
high-density vehicular areas. The feature of verifying ag-
gregated messages efficiently, makes FS-CLAS well-suited
for safety critical applications, i.e., collision warning, coop-
erative driving and vehicle coordination.

6.7 Resilience and deployment concerns

FS-CLAS also improves resilience by relaxing a heavily
inherited reliance on tamper-proof hardware which is a
widely made but unrealistic assumption in the past architec-
ture. Inclusion of random ephemeral keys and forward se-
cure computation also provide the natural protection against
the side-channel attacks to extract stored secrets. That helps
make a more resilient architecture that is able to be de-
ployed at scale without requiring high-end hardware specs.
However, there are still some deployment issues. These
challenges comprise the requirement for secure clock syn-
chronization, efficient revocation handling and backward
compatibility with legacy standards (e.g., IEEE 1609.2). A
more complete presentation would also include the integra-
tion of FS-CLAS with revocation or location anonymiza-
tion based on blockchain or privacy preserving techniques.

7 Conclusion and future work

This work introduces forward secure certificateless aggre-
gate signature framework,FS-CLAS, for secure and scal-
able VANET communication with resilient cryptographic
schemes and modular software and management archi-
tecture. By divorcing key management from centralized
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trust models and using lightweight cryptographic computa-
tions (requiring no bilinear pairings or tamper-proof hard-
ware), FS-CLAS tackles both technical and deployability
issues in ITS. In a management perspective, FS-CLAS pro-
vides architectural flexibility for real-world deployment-
enabling traceability, key revocation and time synchroniza-
tion with without impeding on performance. It also applies
to system-level methodologies of enterprise software engi-
neering and governance as well as ITS infrastructure such
interoperability. The overhead in computation and commu-
nication is reduced by the protocol which facilitates its af-
fordable deployment in heterogeneous vehicular networks.
The protocol will be further expanded to include integration
with trust layers based on blockchain technology, fog com-
puting platforms and mobility management systems mak-
ing it as one of the cryptographic subsystems and strategic
enabler within wider transportation and cybersecurity man-
agement frameworks.
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