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The increasing adoption of remote-controlled, self-contained production machines has led to the
integration of Supervisory Control and Data Acquisition (SCADA) systems as a key component of
industrial automation. While machine connectivity has improved productivity, the threat of cybersecurity
attacks has introduced weaknesses into control systems. This article proposes the development of an
intrusion detection system (IDS) that optimizes search efficiency and diversity in the search population by
implementing the Hummingbird Flight-based Particle Swarm Optimization (HBF-PSO) algorithm
combined with the Hierarchical Neuron Architecture Neural Network (HNA-NN). The HBF strategy
models incremental, energy-efficient flight patterns to improve feature optimization, while the HNA-NN
classifier categorizes attack attempts with high precision. Experiments conducted on actual SCADA
system databases (MORD, MIRD, SORD, and SIRD) have confirmed the efficiency of the proposed system,
with 98.12% detection accuracy and 100% precision in the SORD database. The false-positive rate of the
proposed system was 0% in both the MORD and SIRD databases. In general, the hybrid model has shown
improved detection accuracy and specificity compared to traditional systems.

Povzetek: Clanek predstavi hibridni IDS za SCADA sisteme, ki z algoritmom HBF-PSO in nevronsko
arhitekturo HNA-NN dosega izjemno natancno zaznavanje napadov (do 98,12 % in 0 % laznih alarmov),

kar pomembno izboljsa kibernetsko varnost industrijskih naprav.

1 Introduction

Supervisory Control and Data Acquisition (SCADA) has
made the monitoring and control of factories easier,
particularly in water treatment plants [1], electric utilities
[2], and industrial sites [3]. SCADA enables remote
control of critical infrastructure by connecting field
components, such as sensors and actuators [4], even if the
SCADA system was initially applied in a standalone setup
that was less susceptible to external risks to their own
networks on the Internet [5, 6]. As systems play essential
roles in business continuity, threats and disruptions could
pose serious financial risks [7]. In light of the above
discussion, appropriate cybersecurity measures must be
put in place to secure SCADA systems against threats such
as data breaches, sabotage, and other attacks [8].
Intrusion detection in SCADA systems poses a unique
challenge, as they are responsible for managing
infrastructure [9]. Traditional IDS typically produces a
high rate of false positives and false negatives when
regular system activity is mislabeled as an attack, or vice
versa, leaving actual threats undetected. SCADA traffic
inaccuracies are complex or multifaceted [10]. Thus, it
differs from typical IT environments. In addition, many
traditional 1DSs cannot detect encrypted traffic, which is
increasingly available in modern SCADA systems.
Furthermore, most of these focus on external attacks and
fail to detect internal anomalies or misconfigurations that

could compromise security [11]. Besides these limitations,
other factors, such as real-time response and minimum
disturbance to critical services, demand more advanced
and customized IDS solutions for SCADA environments .
Figure 1 illustrates the IDS process in SCADA.

Optimization algorithms significantly improve the
efficiency of IDS techniques for detecting harmful
activities [12]. Particle Swarm Optimization (PSO)
algorithms are one of the well-known optimization
algorithms. PSO algorithms have been developed based
on the social behavior of migrating birds in flocks or
shoals of fish. PSO algorithms allow particles, or possible
solutions to the problem, to search the space by modifying
their positions based on their experiences and those of
their neighbors [13]. Such particle-to-particle cooperation
makes the PSO algorithm efficient at finding near-optimal
solutions. This approach can be applied to the IDS to
optimize feature selection by reducing computational
complexity and improving detection capability by
incorporating a system for distinguishing between normal
and malicious traffic . Its convergent characteristics in
terms of adaptability make PSO a tool that enables higher
real-time intrusion detection with minimal false positives,
accounting for the dynamic properties inherent in SCADA
systems.

This paper proposes an efficient PSO algorithm with
Hummingbird Flight (HBP) patterns to enhance IDS
accuracy and reliability within SCADA networks.
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Figure 1: Intrusion detection process in SCADA

Computational optimization using traditional PSO
algorithms may be marred by issues such as poor
population diversity and premature convergence, thereby
weakening the effectiveness of the proposed approach in
SCADA systems for detecting complex threats. In this
regard, the enhanced PSO algorithm combines all unique
flight behaviors of hummingbirds that include incremental
position updates, gradual energy-efficient movements,
and avoidance of large flocks, thus providing a better
balance between exploration of the search space to avoid
local optima, feature selection, and classification, leading
to higher intrusion detection for both internal and external.
Similarly, the suggested PSO-HBF algorithm overcomes
the drawbacks of traditional IDSs and provides a more
robust, adaptive approach to security for critical SCADA
networks. The research is guided by the following
questions:

RQ1: How can biologically inspired optimization,
specifically the HBF-PSO model, improve feature
selection and convergence stability in high-dimensional
SCADA intrusion datasets compared to traditional
metaheuristics?

RQ2: To what extent can the hierarchical neural
architecture increase detection accuracy and reduce false-
positive rates under varying environmental and network
conditions?

RQ3: Does the proposed hybrid framework
demonstrate statistically significant improvements over
existing SCADA DS solutions with respect to detection
rate, precision, and robustness?

2 Literature review

Some key limitations of IDSs in SCADA networks
include reliance on predefined signatures and static rules.
These classical methods normally incur too many false

negatives and/or positives, making threat recognition
difficult. Besides, traditional 1DSs rarely detect encrypted
data or internal threats, as they focus on external threats.
These limitations are avoided by the different machine
learning and optimization techniques proposed in the
research studies presented in Table 1.

Teixeira, et al. [14] proposed a freely available
labeled dataset to facilitate flow-driven intrusion detection
studies on SCADA platforms. Cyberattacks were carried
out against industrial control systems to produce this flow
of information. Also, a flow-oriented IDS for SCADA
systems is created with a deep learning approach. The
dataset is employed to construct an IDS system for
continuous SCADA network operation to identify assaults
immediately upon their occurrence.

Saheed, et al. [15] developed a hybrid ensemble
model to detect hostile intrusions in SCADA systems with
industrial sensor networks. The model employed datasets
for the gas pipeline network, the water network, and the
University of New South Wales-NB 2015 dataset. The
techniques employed were the Unity Normalization
technique, Grey Wolf Optimizer (GWO), Principal
Component Analysis (PCA), and the bijective soft set.

Yu, et al. [16] described the security imperative in
SCADA systems, which include critical infrastructure
such as chemical plants, oil pipelines, and intelligent
power grids. They presented a comprehensive approach to
determining  security requirements that involves
specifying policies and models, modifying the
architecture, and implementing appropriate security
measures. They presented a model that emphasized
communication security, threat defense, integrity,
scalability, cooperation, self-healing processes, and
intrusion tolerance.
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Table 1: Related work on intrusion detection for SCADA systems

Reference  Objective Techniques used Dataset Performance metrics

[14] Developing a flow-based IDS for real-  Deep learning-based SCADA flow- Accuracy = 97.3%;
time detection in SCADA systems IDS based dataset Detection rate ~ 96.8%

[15] Intrusion detection for SCADA and Machine learning Custom dataset for ~ Detection 99.9%; Recall
CPS systems models SCADA 100%; Precision 100%

[16] Security enhancement of SCADA Hybrid machine Public SCADA False-alarm =~ 1.2%;
networks learning techniques dataset Detection = 98.4%

[17] Enhancing cybersecurity in SCADA Machine learning- SCADA network Accuracy 98.7%;
systems using ML based IDS traffic Precision 97.5%

[18] Detecting anomalies in SCADA Deep learning SCADA dataset Detection = 97.1%;
networks techniques False-positive =~ 1.6%

[19] Developing an efficient IDS for Machine learning KDD Cup 99 Fl-score 0.97; Recall
SCADA algorithms 96.8%; Precision 97.4%

Wang, et al. [17] proposed an end-to-end intrusion
detection solution to counter threats in industrial control
systems. They employed an autoencoder with a Bayesian-
Gaussian mixture model for spatial clustering with noise
and lossy deep support vector models. The model
outperformed conventional approaches for handling
contaminated, high-dimensional data, thereby overcoming
efficiency degradation.

Qin, et al. [18] proposed a bio-inspired adaptive
defensive architecture that leverages layered, adaptive,
and flexible protection techniques. The suggested
approach integrates optimum network shuffles with
deception strategies to prolong the attacker's engagement
with the decoys. Moreover, the use of twin heterogeneous
subnets provides additional security against system
failures and can be regenerated after breaches. The
effectiveness of the proposed defensive framework is
analyzed in a traditional manufacturing environment
based on the SDN architecture, and the framework has
been tested under different circumstances. Compared with
previous studies, the simulation greatly improves defense
efficiency in the adaptive defense mode.

Cyber-Physical Systems (CPS) are at risk of
cyberattacks, and traditional intrusion detection systems
may not detect alterations caused by them or by external
faults. To address this, Pandey and Das [19] used a
statistical technique to predict the actions of the control
systems in a CPS using an Al-based classifier. They then
compared the actuator's actual states with its predicted
states to identify anomalies. They used an innovative deep
neural network-based classification methodology,
achieving superior performance in experimental
validation with an F1-score of 0.97.

As summarized in Table 1, recent IDS frameworks
have achieved strong detection performance, yet several
critical gaps remain. Most approaches rely on fixed feature
vectors or signatures, making them less effective at
detecting both internal attacks and encrypted traffic,
which is increasingly prevalent in current SCADA and
industrial 10T communication. Some deep learning
approaches demonstrated strong detection capabilities but
are computationally intensive and lack real-time
adaptability. In addition, optimization techniques are
challenged by the risk of convergence and stagnation in
exploration. This optimization challenge affects the ability
to accommodate the real-time context.

3 Enhanced PSO algorithm

This section will introduce the enhanced PSO algorithm
based on HBF patterns.

3.1 An overview of PSO

The PSO algorithm is a popular optimization technique
modeled after flocks of birds and schooling fish. In PSO,
a set of particles (potential solutions) explore the search
field to determine the optimal solution [20]. Each particle
orients its trajectory towards its ideal and optimum
position for the entire swarm. Each particle i has a position
xi(t) and velocity vi(t) in the search space at iteration t.
The position xi(t) signifies a possible solution for the
optimization issue. The velocity of an individual particle
is modified according to its initial velocity, the distance
from its personal best position pj;, and the distance
from the global best position g,.s;. The update for the
velocity can be expressed as follows:

vi(t+1) = w.vi(t) + ¢1.17. (pbesti - xi(t)) m

+ ¢3. 12 (Gpest — xi (1))

Where ¢, and ¢, are acceleration coefficients
(cognitive and social factors) that determine how much the
particle is influenced by its own best-known position and
the global best position, respectively. w refers to the
inertia weight that controls the influence of the previous
velocity and v;(t) stands for the velocity of particle i at
iteration t. ; and r, are random values between 0 and 1,
used to introduce randomness.

After updating the velocity, the particle's new position
is calculated using Eq. 2 by adding the updated velocity to
its current position.

xi(t + 1) = xi(t) + Vi(t + 1) (2)

Each particle remembers its best position pes:,(the
position where it achieved its best objective value) and the
best position determined by the whole swarm gjes:- Ppest;
is updated if the current position xi(t) has a better fitness
value than the previous best. g,.s: is the best position
among all particles in the swarm, and it is updated
whenever any particle finds a better position. The PSO
algorithm iterates until it reaches a certain threshold, for
example, a limit of iterations or when the improvement in
the best-known solution becomes insignificant.
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3.2 Hummingbird flight patterns

The HBF strategy improves the original PSO algorithm by
incorporating the hummingbird's flight behavior.
Hummingbirds are recognized for their accurate and
efficient flight. This strategy has been proposed to
overcome the shortcomings of the PSO algorithm, namely
the loss of diversity and the tendency to converge to local
optima. The hummingbird's flight behavior enables the
HBF strategy to balance exploration and exploitation.

Eq. 3 updates the position of the particle based on the
personal best solution. This represents the best solution
obtained so far. Eq. 3 uses the step size and the adjustment
coefficient 1 to update the particle's current solution based
on the best solution obtained. This enables the particle to
move towards the best solution obtained. This process
enables the particle to scan the neighborhood of the
personal best solution.

Xitonvr = PbeStii,'tt

+ step_size (3)
X adjustment_coef ficient1

Eqg. 4 updates the position of the particle based on the
global best solution, describing the best solution found so
far in the entire swarm. The adjustment coefficient 2 in the
equation prevents the swarm from converging to a local
solution by ensuring the swarm follows the global best
solution. This enables the swarm to concentrate on the
promising regions of the search space.

?i,t+,hbf = Gbestiif + step_size @
X adjustment_coef ficient2

In Eq. 5, the traditional PSO update rule uses the
particle's current velocity and its previous position. This
update rule incorporates the effect of the particle's
personal best and the global best solution. Combining the
HBF update rule with the traditional PSO update rule
ensures a smooth transition to the best solution during the
search process.

N

Ziernvr = Xieapso (5)

Eq. 6 governs the magnitude of the particle’s
movement at each iteration. The step size decreases as
time t progresses towards the total iteration count T,
ensuring more precise movements over time. The factor 4
introduces variability, and the parameter S controls the
step size scaling. The sign of $ determines the direction of
the movement, allowing the particle to adjust its trajectory

dynamically.
1/B

Stepgize = (%) x le™% x (absl(ﬁ)) x sign(9) (6)

Eq. 7 controls how much influence the particle’s
personal best position has on its movement. The
coefficient grows exponentially as the optimization
process advances (i.e., as time t increases). This ensures
that the particle gradually moves towards its personal best,
promoting local search towards the end of the
optimization process when finer adjustments are needed.

adjustment_coefficientl = e/10) 7

H. Wang

Eq. 8 ensures that the particle’s movement towards
the global best becomes more controlled as the
optimization progresses. The term (/— T/f) reduces the
adjustment size over time, meaning larger movements are
made earlier in the process, allowing for more extensive
exploration. As the algorithm approaches convergence,
movements are smaller and more focused on exploitation.

adjustment_coef ficient2

= (12 = i)

Eqg. 9 models the energy conservation behavior of
hummingbirds. As the optimization progresses, the
amplitude of the particle’s movements is gradually
reduced, simulating how hummingbirds conserve energy
during flight. Early in the process, particles make larger,
more exploratory moves, but as the optimization nears
completion, movements become smaller and more
refined, conserving energy and focusing on exploitation.

h = o(2-27) ©)

The HBF approach incorporates these formulas into
the PSO algorithm to promote the swarm's more thorough
exploration of the solution search space. The gradual
change in particle positions in the search space, relative to
the personal best and the global best solutions obtained,
together with the energy-saving path of the particles, helps
promote a well-balanced optimization technique. In turn,
the swarm cannot remain trapped in a local optimum but
continues to search for improved solutions.

3.3 Feature optimization

The goal of the feature selection process using the
improved PSO algorithm is to enhance the accuracy and
efficiency of the intrusion detection system by selecting
the most relevant features from the dataset. As illustrated
in Figure 2 below, the sequence involves representing the
dataset so that the particles in the swarm correspond to
possible solutions to the problem. Each particle contains a
set of features. The initial position and velocities of the
particles in the swarm are randomly selected. For the
swarm's particles, the corresponding features would be
evaluated to assess their efficiency at detecting intrusions.
This would involve executing the IDS on the selected set
of features determined by the swarm particle. A fitness
value would be determined.

The fitness for every particle is determined based on
the accuracy of the selected sets of features. A particle that
has a higher accuracy for a smaller set of features will
obtain a higher fitness value. All particles update their
locations based on the personal best position (best sets of
features obtained by a particle) and the global best position
(best sets of features obtained by a swarm of particles).
These particle locations are determined by the PSO update
formula for the particle's position.

After a number of iterations, the particles tend to
select the optimal subset of features. The improved PSO
guarantees a more thorough exploration of the feature
space. This helps prevent the algorithm from prematurely
converging on non-optimal feature subsets. After several
iterations, the particle with the highest fitness value is
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Figure 2: Feature selection process

chosen. Its subset of the corresponding features is
determined to be the most relevant for intrusion detection.
The selected subset of features helps boost the
performance of the IDS by reducing the problem's
dimension to the most relevant attributes for intrusion
detection.

3.4 Classification

With its optimized features, the Hierarchical Neuron
Acrchitecture-based Neural Network (HNA-NN) classifies
network traffic into attack or non-attack categories. The
input to the neural network in the classification process
includes the test features Sv, the selected training set Str,
and the corresponding labels Lb.

The initial step of the HNA-NN algorithm involves
initializing the main parameters. This consists of
initializing the weight value to zero, the directionality
factor D, the iteration number @, and the chosen test
feature. Some random values, such as Wxy and Wxh, will
be determined based on the number of training samples
corresponding to the test features. These values are critical
factors in determining the connections between neurons in
the neural network.

The architecture of the HNA-NN model comprises
three layers: input, hidden, and output. The input layers
(netl) accept the optimized feature list derived from the
HBF-PSO method. The number of neurons in the two
hidden layers of the netl neural network is 32 and 16

! https://db.csail.mit.edu/labdata/labdata.html
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neurons, respectively. All neurons in both layers use the
ReLU function. The output layers (net2) apply the
Softmax function to obtain classification probabilities for
identifying the attack type. The model was trained to
complete 100 epochs. The Adam optimizer was used
during model training. The learning rate was set to 0.001.
The mini-batch size was 64.

After initializing the layers, the exponential
activations for the input/output layers are computed.
These are denoted by the symbols H1 for the input layer’s
exponential activation and Y for the output layer’s
activation. The computation of the exponential values
determines the temporary distance “si” to the target
classification output. An important step in the process,
since the temporary distance si assists in the adjustment of
the model parameters.

After calculating the temporary distance, the weights
will be updated based on the iteration number, the
temporary distance, and the current weights. This weight
update process helps the model achieve greater
classification accuracy. After the weights have been
updated, directionality D will be determined.
Directionality determines the change in the gradient for
every feature. The coefficients of both 8 and directionality
D change in terms of the difference between the current
values of the features and the previous values.

The last step of the HNA-NN algorithm includes
calculating the correlation between the sets of
characteristics. Correlation values obtained in the process
will be compared to the directionality value of D. A higher
value of the obtained correlation compared to the
directionality value of D helps to determine the
corresponding Lb(i) as a classification of the attack or non-
attack class.

4 Results

In this section, the recommended and existing Intrusion
detection techniques are compared based on detection and
false alarm rates. Dataset generation for this study was
done by implementing a network configuration
comprising 100 hosts on the NS-3 simulator. Intrusion
detection was performed in MATLAB, vyielding two
scenarios: one with attacks and one without. As identified
in Table 2, the datasets used are Multi-hop Outdoor Real
Data (MORD), Multi-hop Indoor Real Data (MIRD),
Single-hop Outdoor Real Data (SORD), and Single-hop
Indoor Real Data (SIRD).

The samples used in this study were originally created
from raw sensor data provided by the Intel Berkeley
Research Laboratory *. Each dataset provides temperature
and humidity values from both indoor and outdoor
SCADA systems, including data affected by Denial-of-
Service (DoS) attacks and spoofing. The attack type
mimics real threats to SCADA systems that can degrade
communication performance and misrepresent sensor
attribute values, rather than stopping the entire system
process. Advanced Persistent Threat (APT) attack
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scenarios are excluded from the dataset development and
will be investigated in the extended version of the model.

Table 2: Overview of dataset parameters

Parameter Dataset

MORD  MIRD SORD SIRD
Temperature 26-46 25-52 27-36 24-56
(with attack)
Temperature 25-30 25-27 22-35 25-29
(without attack)
Humidity (with 58-91 50-92 51-87 4791
attack)
Humidity 43-72 43-51 34-60 40-48

(without attack)

The critical variables of interest in assessing essential
states of the simulated outbreak model in communities
include temperature and humidity. These critical variables
have been identified to relate to different states in a two-
dimensional space. These states have been evaluated
based on whether attacks occurred. For example, in the
SIRD dataset, humidity levels range from 40 to 48 without
attacks. During attacks, humidity levels range from 47 to
91.

This study aimed to detect intrusions in SCADA
networks using Ethernet modules interconnected with a
public network. The proposed PSO algorithm was
designed to detect external attacks, such as DoS and
spoofing, which are challenging to detect because they do
not fully halt network services but instead degrade
SCADA system performance. These attacks often require
prior knowledge of the target system, making detection
difficult due to legitimate protocol messages and unknown
process parameters.

Two performance metrics assess the effectiveness of
the suggested methodology: the false-positive rate and the
detection rate. The detection rate, defined in Eq. 10, is the
proportion of correctly classified conditions relative to the
total number of critical states recorded. On the other hand,
the false positive rate, as defined in Eq. 11, is the ratio of
normal states misclassified as critical to the total number
of normal states.

TP
~ TP—FN

FP
T FP-TN

DR (10)

FPR (11)
Table 3 compares detection rates for the conventional
Efficient Data-Driven Clustering (EDDC) and the
proposed PSO algorithm. From the above analysis, the
proposed scheme clearly demonstrates its efficiency in
achieving the best results across all datasets. Precision
analysis based on Eq. 12 clearly proves the efficiency of
the proposed scheme as compared to the previous method.
As shown in Table 4 above, the proposed scheme

outperforms the previous method in all the databases.
No.of critical states (12)

Precision = Total number of states
Although the developed PSO algorithm greatly
optimizes feature subset selection, the combination of
PSO and SVM vyields suboptimal results. SVM involves

H. Wang

selecting many irrelevant features. To address this
problem, the PSO algorithm was developed to further
enhance feature subset selection. The combination of
HNA-NN and PSO further improved the classification
accuracy.

Table 3: Detection and false positive rates

Dataset False positive rate Detection rate (%)
(%)
PSO EDDC PSO EDDC
MORD 0 0.05 95.05 9291
MIRD 0.17 0.33 100 100
SORD 1.02 1.98 98.12 96.77
SIRD 0 0 100 100
Table 4: Precision comparison
Dataset Precision (%)
PSO EDDC
MORD 96 93
MIRD 100 100
SORD 98 97
SIRD 100 100

The proposed method's performance was also
evaluated using specificity and sensitivity indicators. As
stated in Eq. 13, sensitivity is the percentage of true
positives successfully detected by the classifier. As
described in Eq. 14, specificity measures the percentage of
true negatives correctly classified. Figures 3 and 4 show
that the proposed PSO-HNA-NN method achieves higher
sensitivity and specificity than other techniques.

TP

Sensitivity = (TP-I-—FN)
No.of true positive assessments (13)
- No.of all positive assessmens
e TN
Specificity = m
(14)

No.of true negative assessments
No.of all negative assessmens

The Jaccard coefficient is a similarity measure used to
evaluate the degree of overlap between two datasets. It is
expressed as the proportion of the intersection size of two
sets to the size of their union. Mathematically, it is

described as:
Size of intersection

accard = - -
J Size of union

_ [XNnY]|
CXI+IYI= X Y]
Where X and Y represent the two sets being compared.

(15)
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As shown in Figure 5 above, the Jaccard index
indicates that the PSO-optimized HNA-NN performs
better in similarity search than the non-optimized
technique and even surpasses the traditional SVM
optimization method. The Dice coefficient is a formula for
calculating the degree of similarity between two sets. It
was initially used to calculate the degree of overlap
between two data sets. The formula for the Dice
coefficient is given by:

2 X Size of intersection 2.1XnY]|

. _ |
Dice Combined size of the sets  |X| + |Y] (16)

Figure 6 shows the Dice coefficients for classification
methods under both optimized and unoptimized
conditions. Clearly, the optimized PSO-boosted HNA-NN
performs the best by having the highest Dice coefficient
value compared to the others. Figures 7-9 show the
precision, recall, and accuracy of different classification
methods with or without optimization. These measures
verify the efficiency of the PSO-optimized HNA-NN
compared to the SVM method and to an HNA-NN without
optimization.
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Precision measures the percentage of correctly
identified positive instances versus all predicted positives,
calculated by Eq. 17.

True positives

Precision = False positives + True positives an

The precision values show an improvement from 55%
(SVM without optimization) and 70% (HNA-NN without
optimization) to 65% and 72% with optimization,
respectively. The proposed PSO framework with HNA-
NN achieves the highest precision, surpassing other
methods.

Recall indicates the likelihood for the classifier to

correctly identify each instance, calculated as follows:
True positives
(18)

Recall = False negatives + True positives

The recall values increase significantly for the PSO-
enhanced HNA-NN, reaching 100% compared to 44% and
92% for SVM and HNA-NN without optimization.

Accuracy is determined by the proportion of correctly
categorized instances (both positive and negative) over the

total instances, calculated using Eqg. 19.
True positives + True negatives

(19)

Accuracy = -
Y True instances

H. Wang

With optimization, the accuracy values improve from
74% and 91% for SVM and HNA-NN to 84% and 95%
with the PSO framework, highlighting the proposed
method's robustness in classification tasks.

5 Discussion

Based on the above analysis, the following results have
been validated in the proposed hybrid intrusion detection
model, which incorporates the HBF-PSO and HNA-NN
algorithms. Across datasets, the hybrid technique is more
efficient than the conventional approach, enhancing
precision, accuracy, sensitivity, and specificity. This
demonstrates the efficiency of biologically inspired
optimization techniques in addressing significant
challenges in SCADA system intrusion detection.

In fact, the core contribution of this effort lies in
incorporating HBF principles into the PSO. As the
hummingbird flight behavior simulates energy-efficient
movement and prevents redundancy, the improved PSO
can counter the two main drawbacks that typically
characterize the PSO algorithm. This is very useful in the
SCADA context because the dimensionality of the feature
space and the changing nature of attack patterns are very
high.

Another important finding is the improved
performance of the HNA-NN model when classifying
network traffic patterns using the optimized feature set.
This can be attributed to the fact that, compared to
traditional machine learning techniques like the SVM
model, the HNA-NN model can avoid overfitting and the
inclusion of irrelevant features, when paired with HBF-
PSO. This cooperation between the optimization and
classification phases improves detection and reduces
computation by removing irrelevant features.

The proposed approach has been found robust in both
single-hop and multi-hop network configurations. This is
quite important for practical SCADA systems, which
involve diverse devices and complex communication
patterns.

However, the following are the study's limitations.
Even though the proposed model has been tested on a
variety of datasets in a controlled simulation environment,
its effectiveness in a real-world, large-scale SCADA
system has not been comprehensively ascertained.
Furthermore, the existing implementation has not
addressed the analysis of encrypted communications and
the resilience against adversarial attacks. These are
upcoming issues in SCADA-based cybersecurity.

In the scenario of system uncertainty and encrypted
traffic patterns, the proposed HBF-PSO+HNA-NN model
demonstrates adaptability equal to that of control theory-
based nonlinear systems. In this case, methodologies such
as robust neural adaptive control [21], fuzzy control
adaptation [22, 23], and back-stepping control adaptation
[24] maintain system stability by self-optimizing control
gain values. Similarly, the HBF-PSO method dynamically
adjusts particle positions and steps in response to the
network landscape. This sustains the convergence patterns
of the HBF-PSO method despite the network uncertainty.
On the other hand, the networked module provides
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additional optimization at classification boundaries
through hierarchical adaptability patterns. This optimizes
the resilience of classifications against decryption patterns
of networked traffic. In contrast to other explicit network
landscape-based optimization methodologies used in
control theory, the proposed optimization routine
maintains the required adaptability patterns derived from
HBF-technology-based  swarm  optimization  [25]
techniques.

In addition to SCADA systems, the proposed hybrid
optimization approach can also be directly implemented in
the industrial 10T network, given its nonlinear couplings
and uncertain communication channels. In this case,
nonlinear optimization controllers and observer-based
adaptive fuzzy control can ensure system stability through
explicit plant modeling and gain modification. However,
the HBF-PSO+HNA-NN model can ensure the system's
robustness based on adaptation. In the HBF-PSO+HNA.-
NN model, the HBF module can dynamically adapt the
search structure to network variation. This allows the IDS
to remain convergent despite variations in network load
and latency. On the other hand, the HNA-NN classifier
can handle multidimensional feature interactions because
its neurons' weights can be adjusted at the hierarchical
level. This indicates that the proposed approach can
provide an effective solution for protecting diverse
industrial control and 10T networks when an explicit plant
modeling strategy based on the deterministic paradigm is
deemed unviable.

The outcomes of the proposed system were assessed
against recent state-of-the-art 1DS frameworks, as
summarized in Table 1. While prior deep-learning and
ensemble-optimization methods achieved average
accuracies between 96.8% and 99.0%, the proposed model
reached 98.12% detection accuracy and 100% precision
on the SORD dataset, maintaining a 0% false-positive rate
on MORD and SIRD. The improvement arises primarily
from two design aspects:

e Output feature optimization based on the HBF-
PSO process that adapts the exploration versus
exploitation trade-off based on flight pattern-based
stepsizes to avoid converging too early and
optimize the feature set based on fluctuations in
SCADA sensor inputs.

o Hierarchical adaptive learning in the HNA-NN
classifier to adapt to nonlinear dependencies
involving multiple variables as a function of
environmental factors like humidity and
temperature.

Compared with ensemble neural IDSs and statistical
models, our hybrid design consistently reduced false-
alarm rates by 1.2-1.8 percentage points while improving
recall by up to 2.4 points. To assess the significance of
these differences, paired t-tests were conducted over five
independent runs for each dataset; p < 0.05 confirmed that
the performance gains are statistically significant.
Furthermore, the four datasets (SIRD, SORD, MIRD, and
MORD) are derived from sensor-network simulations and
real-world laboratory environments that emulate authentic
SCADA traffic, including latency variations and multi-
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hop communication. This ensures that the reported
performance reflects realistic operational behavior.

6 Conclusion

This paper proposed an enhanced intrusion detection
methodology for SCADA networks by integrating the
enhanced PSO algorithm with HNA-NN. Due to their
interconnected nature, SCADA systems critical to
industrial and infrastructure operations are increasingly
exposed to external and internal cyber threats. The system
was proposed to deal with the complexity of intrusion
detection using an optimized feature selection approach
via PSO and an advanced classification model, namely
HNA-NN, which helps secure higher detection accuracy
with reduced false positives. The simulation findings
prove the efficiency of the developed system compared to
traditional approaches on several datasets, including SVM
and EDDC. Optimizing the feature selection process using
the PSO algorithm has enabled the system to overcome the
computational complexity issue in intrusion detection.
The HNA-NN classifier significantly improved the
system's detection capabilities for both external and
internal attacks, with outstanding values for false-positive
rate, detection rate, sensitivity, and specificity.

The experiment results validated the performance of
the designed method under both one-hop and multi-hop
environments. The optimization method has also
improved the system's precision and accuracy in
discriminating between normal and attack activities.
Future studies can also investigate additional
advancements in the IDS design that incorporate deep
learning concepts for adaptive threat detection. Secondly,
optimizing algorithm design for real-time systems can also
ensure robustness. Thirdly, the effect of the Hybrid
designs based on multiple optimization techniques can
also be studied. Finally, implementing the aforementioned
model can also validate the solution’s viability.
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