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With the widespread use of Virtual Private Networks (VPNs), the identification of Secure Sockets Layer 

(SSL) VPN encrypted traffic has become an important issue. This paper first introduces SSL VPN 

encrypted traffic and analyzes the flow of its handshake protocol. Then, an improved fingerprint 

recognition algorithm is designed to identify SSL streams. Capsule Neural Network (CapsNet), an 

optimized convolutional neural network, was used to recognize SSL VPN. An experimental analysis was 

carried out on the ISCXVPN2016 dataset. It was found that the recognition accuracy of the proposed 

method reached up to 99.98% for SSL streams, and the convergence speed was high; the recognition 

precision reached 98.16%, and the recall rate reached 99.98% for SSL VPNs, both of which were better 

than the algorithms such as random forest (RF) and C4.5. The experimental results verify the effectiveness 

of the optimized recognition algorithm for SSL VPN recognition and make some contributions to its 

application in practice. 

Povzetek: Predstavljen je algoritem za prepoznavanje prometa v privatnih omrežjih, preizkušen na 

podatkovni bazi SCXVPN2016. 

 

1 Introduction 
With the development of economy and society, people’s 

living standard has been improving, and the use of the 

network has become more and more popular[1]. While 

people use various resources and services of network, 

problems such as network viruses [2], malicious codes [3], 

and hacker attacks [4] frequently appear, which bring 

great threats to network security. Network traffic refers to 

the amount of data transmitted on the network. Encrypted 

traffic refers to the network traffic generated by the 

encryption algorithm. Secure sockets layer virtual private 

network (SSL VPN), a new secure transmission 

technology, effectively ensures data security by 

transmitting data in the form of a password, which has 

been applied in more and more enterprises and 

organizations. At the same time, there are some illegal 

applications hidden in the SSL VPN encrypted traffic; 

therefore, how to achieve the identification of SSL VPN 

encrypted traffic is gradually becoming an important issue 

in network security. But most of the current research 

focuses on the recognition of SSL traffic but pays little 

attention to recognizing VPN traffic. Niu et al. [5] 

designed a heuristic statistical test (HST) method that 

combined statistics with machine learning. The 

experiments found that the method had better performance 

and higher recognition accuracy for traffic than traditional 

coding-based and entropy-based methods. Muhammad et 

al. [6] designed a system to analyze the communication 

between users and servers, divided the traffic into VPN 

traffic and standard traffic, and analyzed and classified 

network traffic by Domain Name System (DNS) packets 

and Hypertext Transfer Protocol Secure (HTTPS)-based 

traffic. They found that 329 out of 729 connections 

established by different users were classified as legitimate 

activities, and the remaining 400 connections were 

marked as VPN-based connections, indicating that the 

method was able to detect VPN traffic effectively. Yoon 

et al. [7] proposed a system for analyzing encrypted traffic 

and found through experiments that the method could 

effectively detect malicious behavior in enterprise 

networks. This paper studied the recognition of SSL VPN 

traffic using an improved fingerprint recognition 

algorithm and the Capsule Neural Network (CapsNet) 

algorithm. Experiments were carried out on the 

ISCXVPN2016 dataset to demonstrate the reliability of 

the method. This work provides some theoretical bases for 

better recognition of encrypted traffic. 

2 SSL VPN protocol 
VPN is a kind of private network that connects different 

networks by encryption, etc. [8]. It combines access 

control, encryption audit, etc. [9] and can encapsulate and 

encrypt data transmission to avoid data leakage. Most of 

the current VPNs have a dual network card structure. First, 

the external network card is connected to the Internet. 

After the public network finds the internet protocol (IP) 

address of the intranet, the packet is sent through the 

tunnel, the VPN gateway receives the packet and verifies 

it. After confirmation, it is encrypted and encapsulated, 

and a new packet is returned to the extranet gateway and 
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sent to the Internet first and then the intranet gateway 

through the route. After confirmation, the packet is 

decrypted, and the intranet gateway sends the data to the 

intranet. 

SSL protocol connection is authenticated by password. 

Data are encrypted by encryption algorithms to guarantee 

the validity of the data. SSL VPN is a VPN technology 

implemented based on SSL protocol. SSL VPN uses a 

browser/server (B/S) architecture and has a variety of 

flexible authentication methods. It can control resources, 

has a host detection function, and is convenient to use. 

SSL VPN has a functional module called virtual gateway, 

providing SSL VPN access service to users. After users 

log in to the virtual gateway, they request to establish an 

SSL connection, and then the virtual gateway sends 

certificates to users for authentication. After passing the 

authentication, users can connect to SSL successfully. At 

the same time, the virtual gateway will query user rights 

and classify users with the same rights into the same group 

to facilitate access to related resources. 

The core of SSL VPN is the SSL protocol, and the 

handshake protocol is the most important part of the SSL 

protocol [10]. The flow of the handshake protocol is 

shown in Figure 1. 

According to Figure 1, the handshake protocol can be 

divided into four phases. 

(1) Both parties exchange Hello messages to negotiate 

the follow-up password suite. 

(2) The server sends a certificate, key exchange, and 

ServerHelloDone. 

(3) Upon receiving a certificate request, the client 

sends its certificate and sends a message of key exchange. 

(4) The cipher suite is changed, and the handshake 

protocol ends. 

3 Optimized recognition algorithm 

3.1 SSL traffic recognition 

In the recognition of SSL VPN encrypted traffic, the SSL 

traffic needs to be recognized first. In a complete 

handshake protocol, there must be several types of 

messages, such as ClientHello, ServerHello, 

ServerHelloDone, ClientKeyExchange, and 

ChangeCipherSpec. The traditional method of identifying 

SSL traffic is to test the above types of messages in 

sequence. If not all type information is detected, the traffic 

will be judged as a non-SSL stream, but this may be due 

to unsuccessful handshake protocol establishment or 

missed packets when capturing packets; therefore, it may 

miss the recognition of SSL stream. Thus, this paper 

adopts an improved fingerprint recognition method to 

identify SSL streams. 

The format of the first five bytes in the SSL stream is 

fixed, as shown in Table 1, which can be treated as a 5-

tuple. The content type and version correspondence 

information is shown in Tables 2 and 3. The improved 

fingerprint recognition method determines whether the 

current packet is SSL encrypted traffic by identifying this 

5-tuple. 

The process of recognizing SSL by the improved 

fingerprint method is as follows. 

(1) Whether the selected packet is the first 20 packets 

of the stream is determined. If not, whether the major 

version is smaller than three. If it is smaller than three, the 

current stream is not an SSL stream; if it isn’t, the current 

stream is an SSL stream. 

(2) For the first 20 packets of the stream, whether the 

value of the first byte of TCP data is 21, 22, 23, or 24 is 

determined. If it isn’t, return to the first step; if it is, go to 

the next step. 

(3) Whether the value of the second byte of TCP data 

is three is determined. If it isn’t, return to the first step; if 

it is, go to the next step. 

(4) Whether the value of the second byte of TCP data 

is zero, one, two, or three is determined. If it isn’t, return 

to the first step; if it is, go to the next step. 

(5) Whether the length of the SSL data is smaller than 

that of the TCP data is determined. If it isn’t, return to the 

first step; if it is, the next stream is determined in the same 

way. 

3.2 Capsule neural network recognition 

algorithm 

CapsNet is based on a convolutional neural network. It 

replaces the sampling layer with two new layers. The first 

layer of its network is the convolutional layer, the second 

layer is the basic capsule layer, and the third layer is the 
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Figure 1The flow of SSL handshake protocol. 

Content-type Version Length 

Byte 1 Major Minor Byte 4 Byte5 

Table 1Format of the first five bytes of the SSL stream. 

Hex Dec Type 

0×14 20 ChangeCipherSpec 

0×15 21 Alert 

0×16 22 Handshake 

Table 2Content type correspondence information. 

Major 

version 

Minor version Version type 

3 0 SSLv3 

3 1 TLS 1.0 

3 2 TLS 1.1 

3 3 TLS 1.2 

Table 3Version correspondence information. 
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digital capsule layer. The basic unit is capsule, which 

contains multiple neurons. The activation function of the 

network is the squashing function, and its formula is: 

𝑉𝑗 =
‖𝑆𝑗‖

2

1+‖𝑆𝑗‖
2

𝑆𝑗

‖𝑆𝑗‖
, 

where Vj  refers to the total output of j  capsules and Sj 

refers to the total input of j capsules. Its training process 

is: 

𝑆𝑗 = ∑ 𝐶𝑖𝑗�̂�𝑗|𝑖𝑖 , 

�̂�𝑗|𝑖 = 𝑊𝑖𝑗𝑢𝑖, 

where 𝐶𝑖𝑗 refers to the weight between the low-layer and 

high-layer capsules, 𝐶𝑖𝑗 =
𝑒𝑥𝑝(𝑏𝑖𝑗)

∑ 𝑒𝑥𝑝(𝑏𝑖𝑘)𝑘
 , b refers to the prior 

probability that the capsules are coupled to each other, 𝑢𝑖 

refers to the i-th capsule of the l-th layer, ûj|i is the overall 

information prediction result of the j-th capsule of the l +
1-th layer under the i-th capsule of the l-th layer, and Wij 

is the weight matrix. 

The loss function of CapsNet is: 

𝐿𝑘 = 𝑇𝑘𝑚𝑎𝑥(0, 𝑚+ − ‖𝑣𝑘‖)2 + 𝛾(1 −
𝑇𝑘)𝑚𝑎𝑥(0, ‖𝑣𝑘‖ − 𝑚−)2, 

where 𝑇𝑘 refers to the classification indicator function ( it 

is 1 if class k exists and 0 if it does not exist), 𝑣𝑘 refers to 

the output of the network, 𝑚+ and 𝑚− are the upper and 

lower bounds, respectively (they take the empirical values 

in this paper, 𝑚+ = 0.9 , and 𝑚− = 0.1), γ refers to the 

scale factor (it takes the initial value in default, γ = 0.5). 

4 Experimental analysis 
The experiments were conducted in a Linux system with 

a computer processor of AMD Ryzen 7-1700, a graphics 

card of GTX 1080TITAN, and 16GB RAM, and CapsNet 

used the open source Keras module to conduct 

experiments on the identification of SSL streams first, and 

then SSL VPN encrypted traffic, published in Lashkari et 

al. [11] on the VPN-nonVPN dataset (ISCXVPN2016), in 

which there are 28G data containing eight categories, the 

contents of which are shown in Table 4. 

The stream features used for recognition are derived 

from the 23 features proposed by Lashkari et al. [11], 

which are: 

(1) duration: the duration of the flow; 

(2) FLAT: forward inter-arrival time, including mean, 

maximum, minimum, and variance, four in total; 

(3) BLAT: backward inter-arrival time, including 

mean, maximum, minimum, and variance, four in total; 

(4) Flow-IAT: flow inter-arrival time, including mean, 

maximum, minimum and variance, four in total; 

(5) active: the time to change from active stream to 

silent stream, including mean, maximum, minimum, and 

variance, four in total; 

(6) Idle: the time to change from a silent flow to an 

active flow, including mean, maximum, minimum, and 

variance, four in total; 

(7) FB-psec: the number of bytes per second 

transferred by the flow; 

(8) FP-psec: the number of packets per second 

transmitted by the flow. 

First, the performance of the improved SSL stream 

recognition method designed in this paper was analyzed. 

The recognition results of the traditional method were 

compared with the improved method, as shown in Figure 

2. 

It was seen from Figure 2 that the improved method 

was significantly better than the traditional method in 

recognizing SSL streams. Taking AIM as an example, the 

recognition accuracy of the improved method was 98.67%, 

which was 12.19% higher than the traditional method; the 

accuracy of the improved method was always above 95%, 

with a maximum of 99.98%, while the highest and lowest 

accuracy of the traditional method was only 93.61% and 

82.56%. In comparison, the performance of the improved 

method was better in SSL stream recognition. 

The results of CapsNet’s recognition of SSL VPN 

encrypted traffic were represented by a confusion matrix, 

as shown in Table 5. 

In Table 5, TP means that traffic that belongs to class 

i is recognized as belonging to class i; FN means that 

traffic that belongs to class i is recognized as belonging to 

non-class i; FP means that traffic that does not belong to 

class i is recognized as belonging to class i; TN means that 

traffic that does not belong to class i is recognized as 

belonging to non-class i. 

The evaluation indicators used in this paper are: 

Precision =
𝑇𝑃

𝑇𝑃+𝐹𝑃
,  

Recall =
TP

TP+FN
. 

First, the convergence rate of CapsNet was analyzed. 

The training period was set as 1000. The variation of the 

loss rate is shown in Figure 3. 

It was seen from Figure 3 that the loss rate of the 

algorithm dropped rapidly in the early training period; 

when training times reached 200, the loss rate of the 

algorithm has dropped to below 0.1, and the loss rate also 

continued to drop afterward and finally stabilized. Figure 

3 shows that the CapsNet optimized recognition algorithm 

had a high convergence speed. 

Category Content 

Traffic Content 

Web Browsing Firefox and Chrome 

Email SMPTS, POP3S and IMAPS 

Chat ICQ, AIM, Skype, Facebook 

and Hangouts 

Streaming Vimeo and Youtube 

File Transfer Skype, FTPS and SFTP using 

Filezilla and an external 

service 

VoIP Facebook, Skype and 

Hangouts voice calls (1h 

duration) 

P2P uTorrent and Transmission 

(BitTorrent) 

Table 4ISCXVPN2016 dataset. 
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The CapsNet optimized recognition algorithm was 

compared with other algorithms, including Random Forest 

(RF) [12], C4.5 [13], Support Vector Machine (SVM) [14], 

and Convolutional Neural Network (CNN) [15], and the 

results are shown in Figure 4. 

It was seen from Figure 4 that the CapsNet optimized 

recognition algorithm showed the best performance. First, 

the precision of the five methods was 96.41%, 97.84%, 

94.59%, 93.27%, and 98.16%, respectively, and the 

precision of the CapsNet optimized recognition algorithm 

was the highest, which was 4.89% higher than CNN. 

Secondly, the recall rates of the five methods were 94.22%, 

86.72%, 85.16%, 86.16%, and 99.98%, respectively; the 

recall rate of the CapsNet optimized recognition algorithm 

was the highest, which was 14.82% higher than SVM. The 

results verified that the CapsNet optimized recognition 

algorithm was effective in recognizing SSL VPN 

encrypted traffic, which can be further promoted and 

applied in practice. 

5 Conclusion 
This paper mainly analyzed the recognition of SSL VPN 

encrypted traffic and designed an improved fingerprint 

recognition method to identify SSL streams. The 

recognition algorithm was optimized by CapsNet to 

achieve the recognition of SSL VPN encrypted traffic. An 

experimental analysis was carried out on the 

ISCXVPN2016 dataset. The results showed that the 

improved method had good recognition performance for 

SSL streams, with the highest accuracy (99.98%); it also 

had a good recognition performance for SSL VPN 

encrypted traffic, with a precision of 98.16% and a recall 

rate of 99.98 %, which were superior to the other 

algorithms. The CapsNet optimized recognition algorithm 

can be well applied in the recognition of practical network 

encrypted traffic. 
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Actually P TP FN 

Actually N FP TN 

Table 5Confusion matrix.  
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