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Cloud computing has emerged as a cornerstone for digital transformation, offering a cost-efficient, scal-
able, and geolocation-neutral infrastructure for managing client data. This paradigm enables clients to
offload computational and storage demands to third-party service providers, incurring charges solely for
the consumed services. It provides on-the-fly network connectivity to a tailored array of scalable computa-
tional assets. Such assets can be provisioned and decommissioned swiftly, necessitating minimal manage-
rial oversight and maximizing operational efficacy. A salient feature of cloud technology is the ability to
outsource computations. This shifts the computational burden from clients’ resource-restricted devices to
the vast computational expanse of the cloud. By embracing outsourcing, clients not only achieve significant
temporal and financial efficiencies but also tap into boundless computational prowess on a usage-based
billing model, all while sidestepping software and hardware upkeep and operational burdens. Nonetheless,
privacy remains a daunting challenge. Conventional encryption techniques ensure data confidentiality,
but simultaneously curtail data utility, undercutting the potential economic gains from leveraging public
cloud offerings. Operating on encrypted data has long been a cryptanalytic conundrum. To navigate this
challenge, our research introduces a secure architecture and an oracle for query vector outsourcing, un-
derpinned by privacy-preserving homomorphic encryption. We delve into a thorough empirical evaluation
of our proposed model, scrutinizing its computational and security dimensions. This paper also delineates
the outcomes of our empirical investigations and delves into their broader ramifications.

Povzetek: Raziskava uvaja metodo oz. arhitekturo za ohranjanje zasebnosti s homomorfnim šifriranjem
pri porabo oblaka.

1 Introduction

The industry has recently undergone immeasurable change
as a result of the development of cloud security. Customers
are utilising this increased flexibility that cloud-based
solutions provide because of the numerous advantages they
provide for all parties. Even while most individuals recog-
nise the need of a safe IT environment, they frequently
overlook important security issues. Organizations may
access infrastructure, platforms, and software offerings
via efficient pay-as-you-go methods. Through the use of
cloud computing, businesses are releasing capital, stream-
lining centric IT maintenance, modernising and scaling
the business-driven approaches, incorporating security
along with the flexibility into certain services as well as
solutions, assisting clients in novel ways, and expanding
their operations in an ever-evolving segment. There are
several advantages to cloud security: it eliminates the
need to purchase separate hardware [22]-[29]. There
exist mainly three cloud computing deployment models
i.e., Private centric cloud, Public centric cloud, Hybrid
centric cloud. In the domain of Abstract computational
algebra, primarily Homomorphism depicted as a mapping

between the certain domain as well as periodic range
of an constructive algebraic-oriented set that maintains
all algebraic structures. A map is a certain function (an
specific operation) that accepts input from a collection
of the domains and returns an specific element with-in
a certain range (i.e. addition as well as multiplication).
Homomorphism is a sort of encryption that is used in
cryptography. Traditionally, encryption has been seen
as a critical tool for safeguarding the privacy of any
sensitive data. Conventional encryption techniques, on
the other hand, cannot function on encrypted data without
first decrypting it. As a result, clients must give up their
privacy in order to access cloud-based services such as file
sharing, storage, and collaboration. Clients’ main privacy
issue, though, is this. The general privacy homomorphism
scenario is shown as Figure-1. In fact, all the HE schemes
then can be neatly categorized into specifically three types:
- Partially (Moderate) Homomorphic driven Encryption
(PHE). permits only single variety of operation (either ad-
ditive or multiplicative) but infinite amount of system calls.

- Somewhat (Tolerable) Homomorphic Encryption (SHE).
permits few type of computational operations possessing
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certain (limited) amount of times.

- Fully (Totally) Homomorphic oriented Encryption (FHE).
permits infinite number of computational operations pos-
sessing infinitely many cardinal of system calls.
For conceiving a cryptosystem that mainly allows certain
homomorphic driven evaluation of the arbitrary natured
functions, it is adequate for allowing only the addition as
well as multiplication oriented operations. Remarkably,
any certain boolean circuitry can be then represented ex-
ploiting only the XOR (addition) as well as AND (multipli-
cation) oriented gates. Different implementations so far,
has proved that fully homomorphic encryption still need to
be ameliorate to becomemore practical across all platforms.

Figure 1: Privacy homomorphism scenario for cloud data
security

The challenge of constructing a fully homomorphic en-
cryption (FHE) system remained unresolved for over three
decades. Various classifications of homomorphic encryp-
tion exist, including partially homomorphic encryption
(PHE), somewhat homomorphic encryption (SHE), lev-
elled fully homomorphic encryption (LFHE), and fully
homomorphic encryption (FHE). Computations are typi-
cally represented using either Boolean or arithmetic cir-
cuits. PHE allows evaluation of circuits containing only
one type of gate—either addition or multiplication, but not
both. SHE, on the other hand, supports computations on
circuits with both types of gates but is limited to a specific
subset of these circuits. LFHE facilitates the computation
of arbitrary circuits but only up to a predefined depth. In
contrast, FHE supports the evaluation of arbitrary circuits
regardless of their depth, making it the most powerful and
versatile form of homomorphic encryption.

1.1 Contribution highlights
The following are the highlights of this paper’s
contributions:-

– This paper presents a novel approach to address the
crucial issue of privacy preservationwhile outsourcing

sensitive information to the cloud for scientific com-
putations. The proposed method employs a secure or-
acle based on privacy homomorphism to protect the
confidentiality of query vectors.

– The paper introduces a robust and efficient secure
oracle that enables the outsourcing of query vectors
while maintaining data privacy. By leveraging pri-
vacy homomorphism, the proposed oracle ensures that
the cloud can perform computations on encrypted data
without compromising sensitive information.

– The paper includes a comprehensive empirical analy-
sis of the proposed prototype, covering critical aspects
such as computational complexity, security, and cor-
rectness. The evaluation demonstrates the effective-
ness and practicality of the proposed solution.

– The adopted prototype allows specified types of com-
putations to be performed directly on encrypted ci-
phertext. This capability ensures that the cloud can
process data without requiring access to plaintext, en-
hancing data security.

– The experimental results confirm that the encrypted
outcomes achieved from the proposed computations
can be accurately decoded to match the results of
equivalent plaintext operations. This verification en-
sures the correctness and reliability of the privacy-
preserving computations.

– The paper highlights the real-world applicability of
the proposed solution, showcasing its potential to pro-
tect sensitive information during cloud-based scien-
tific computations without sacrificing performance or
security. It discusses potential avenues for further re-
search and extension of the proposed approach. These
include exploring more advanced privacy-preserving
techniques, scalability to larger datasets, and integra-
tion with emerging cryptographic protocols.

Justifying the expansion on potential applications, espe-
cially in real-world cloud computing scenarios, is essential
for a comprehensive understanding and applicability of the
method. By delving deeper into practical applications, this
research not only demonstrates the versatility and relevance
of the method but also showcases its tangible benefits. Ex-
isting cloud services operate in diverse environments with
varying data privacy needs.

1.2 Organization order of the paper
Remaining portions of this research paper are structured
as - Section 2 overview previous works done. Section 3
presents some significant definitions and technical prelim-
inaries. Our adopted technological framework along with
the stepwise algorithmic methodological procedure is pro-
vided in the Section 4. Section 5 discusses the empirical-
centric analysis of this proposed system. Experiments re-
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sults and discussion is provided in the section 6. Section 7
provides the conclusive summary.

2 Related work

This section summarizes the significant developments in
this domain happened over past years. Peeter Laud et al.
[12], in their work, discuss about some flaws in the exist-
ing security definitions which are shown in recent attacks
and further talked about the methods for securely imple-
menting scientific problem solving algorithms. Lifei Wei
et al. [13] proposed SecCloud which provides secure stor-
age as well as secure computation auditing together inside
the cloud. SecCloud achieves the batch verification, prob-
abilistic sampling methods as well as privacy cheating dis-
couragement by designated the verifier signature. Xiaofeng
In a two untrusted programme scenario, Chen et al. [14]
suggested a novel safe outsourcing approach for exponen-
tiation modulo a prime. Frederik A. et al. [15], in their
work, address three fundamental questions - One is about
the fully homomorphic encryption (the theoretical termi-
nology, originally proposed in 1978 by Rivest et al. [1],
and later a major breakthrough in terms of its practicality
by Craig G. [8], in 2009), next is - for what purpose this
phenomenon can be used and lastly, authors thrown light
on the state of art on FHE today.
Jannatul F. et al. [16] given a new protocol which is
contracting out a large-scope Linear natured Fractional-
oriented Programming (LFP) task to a less secure cloud
is secure, traceable, and economical. Jianfeng Wang
and X. Chen [17] focussed on the methods of verifiable,
economical data storage along with the secure data de-
duplication. Kristian G. et al. [18] discussed that the fully
homomorphic-oriented schemes are not possible for some
algebraic structures. Dario F. et al. [19] attempted for se-
cure and more flexible Group Password-Based Authenti-
catedKey Exchange (GPAKE). Aayush Jain et al. [20] have
discussed the prime construction of threshold fully (totally)
homomorphic encryption for any variety of access struc-
ture which is persuaded by a monotone oriented boolean
formula. Chen T. et al. [21] have given a new new key
establishment protocol for Internet of Things (IoT). This
scheme utilizes Kronecker product phenomenon. Bo Zhang
et al. [24] focuses on sorting and classifying reviewing
the status of existing techniques for ensuring the probity
of SQL query oriented evaluation results in the particular
DaaS paradigm. Yanguo P. et al. [25] proposed the secure
the near approximate k-Nearest Neighbour query-module
over the encoded format high-dimensional natured data.
Ahmed El-Yahyaoui et al. [26] given an scheme, applicable
towards scientific problem outsourcing to cloud in a secure
manner, based on the new mathematical structure (Quater-
nionique matrices) that is certainly noise free. Multi-party
computing and homomorphic encryption were presented by
L.Wang et al. [27]. The multi-cloud architecture solves the
problem of permanent failure as well as vendor level lock-

in. This strategy has shown to be extremely accessible and
cost-effective. V. F. Ramesh et al. provided a cloud-casted
digital picture oriented locker utility with enough secure
client’s identification along with a unique image oriented
cryptologic for maintaining the concealment of client pho-
tos in their work [28]. Homomorphic satisfiable properties
of some significantly well-notorious HE schemes is com-
piled in Table-1.

Schemes Operations
RSA (1978) [1] MULT
GM (1982) [2] ADD

El-Gamal (1985) [3] MULT
Benaloh (1994) [4] ADD
NS (1998) [5] ADD
OU (1998) [6] ADD

Paillier (1999) [7] ADD
DJ (2001) [9] ADD

Galbraith (2002) [10] ADD
KTX (2007) [11] ADD

Table 1: Homomorphic satisfiable well-notorious
properties HE schemes

3 Background, preliminaries and
definitions

Some significant technical preliminaries and definitions are
as follows:

3.1 Homomorphic encryption
Homomorphic Encryption is today’s most extensively used
cryptographic method. Homomorphic centric Encryption
technology is a variety of encryption method that facili-
tates calculations to be done on certain ciphertext, resulting
in an encrypted output that certainly matches along with
the result of operations accomplished on the certain plain-
text when decoded. Homomorphic Encryption is catego-
rized into two general types - Partially homomorphic en-
cryption as well as Fully (totally) homomorphic encryption.
Fully Homomorphic centric encryption has the dominant
position as both the Multiplicative along with the Addi-
tive homomorphic constraints are being satisfies here. First
FHE oriented cryptosystem [1] proposed by C. Gentry in
the year 2010 was a great breakthrough. Homomorphic
computation scenario on Data, in general is depicted as
Fig-2. This figure illustrates a cryptographic scheme in-
volving operations on encrypted data. The process begins
with two distinct data values, a and b. Each of these val-
ues undergoes an encryption process, resulting in their re-
spective encrypted forms, denoted as Enck(a) and Enck(b).
Interestingly, while still in their encrypted states, these val-
ues can be subjected to a specific operation, represented by
the symbol o. This operation yields an encrypted result,
Enck(a o b), which encapsulates the outcome of performing
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the operation on the original unencrypted values. Upon de-
cryption, the process showcases its true strength. When the
encrypted versions of a and b are decrypted using the key
k, the original values a and b are faithfully retrieved. More
impressively, decrypting the outcome of the operation on
the encrypted values—specifically, Deck(Enck(a o b))—
yields the same result as if the operation o had been applied
directly to the original, unencrypted values, producing a o b.
The described scheme is a representation of homomorphic
encryption. This type of encryption allows for computa-
tions to be performed on ciphertexts, and when the results
are decrypted, they match the expected outcome of the op-
erations as if they were conducted on the plaintext.

Figure 2: Homomorphic centric computation scenario on
data

3.1.1 Ring homomorphism

Let, α as well as β are the rings. A particular fun_def
f : α → β necessarily be satisfying ring oriented homo-
morphism,

if∀z1, z2 ∈ α. (1)

f(z1 + z2) = f(z1) + f(z2) (2)

f(z1 ∗ z2) = f(z1) ∗ f(z2) (3)

f(1α) = 1β (4)

The given equations i.e, 1, 2, 3, 4 present specific proper-
ties of a function f :. Collectively, these properties are typ-
ically associated with homomorphisms in algebraic struc-
tures, such as groups or rings. A function f upholding
these properties preserves the structure between two alge-
braic systems, mapping one to the other while retaining the
inherent operations like addition and multiplication.

3.1.2 RSA cryptosystem: multiplicative oriented
homomorphic encryption

RSA cryptosystem satisfies multiplicative homomorphic
property, thus it is a use-case of partial oriented homomor-
phic encryption conduction mechanism. Suppose,CT1 and
CT2 are two certain ciphertexts. P1 and P2 are the plain-
texts.
CT1 = Pe

1 mod n
CT2 = Pe

2 mod n
where, variable e: is the public key specific exponent; vari-
able n = p.q: is calculated product for the two massive
sized prime natured numbers p along with q.

CT1 . CT2 = Pe
1 . Pe

2 mod n
So, the multiplicative oriented HE property is: (P1.P2)

e

mod n.
So, if in case, the usual encryption of an specific message
P is provided by - E(P) = Pe mod n
Homomorphic centric computational effect is then -
E(P1) . E(P2) = Pe

1 . Pe
2 mod n = (P1.P2)

e mod n =
E(P1.P2)

3.1.3 Goldwasser-Micali cryptosystem: additive
homomorphic encryption

The GM oriented cryptosystem particularly is dependent
onto the difficulty of the quadratic complex residuosity
problem [Kaliski 2005]. If there is an specific signed
integer x correspondingly x2 ≡ a(mod n), the count a is
depicted quadratic partial residue modulo n. The quadratic
oriented residuosity issue is used to determine whether or
not a particular integer q is considered as quadratic modulo
with n. The following is particularly an interpretation of
the GM cryptosystem:

ci = E(mi) = y2i x
mi(mod n)

∀mi = 0, 1

where, variable m = m0m1...mr , variable c = c0c1...cr
as well as r is considered as the certain block size exploited
for the certain message space as well as x is chosen from
computational space i.e., Zn∗ at random manner for
each and every chunk of encryption, where the Zn∗ is
considered as the specific multiplicative oriented subgroup
of the integers with modulo within n that comprehends all
the specific numbers which are smaller as compare to r as
well as co-prime to r.

The GM cryptosystem’s homo-structured characteristic
demonstrates that the encryption about the summation
E(m1 ⊕ m2) can correctly be determined precisely from
individually encrypted form of bits E(m1) along with
E(m2). The procedure is the samewith exclusive-OR since
the plain formmessage and encoded format are members of
the certain set (0, 1), hence, GM is definitely homomorphic
upon only the addition for associated binary numbers. GM
cryptosystem is not multiplicative homomorphic.

3.2 Computational verifiability
Lemma 1: If integer factorization on a large scale is
impossible, factorising the N in certain polynomial time is
impossible.
Proof: Consider that x is a competitor who can factorise a
provided number N into definite primes i.e., p as well as q
with the same structured bit length space in a polynomial
specific time. Assume that the associated probability of
this operation is p′. A number N might have minimum
two prime order factors for each element facti. As a
result, the attacker’s chance of factorising it is pr”, which
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is virtually as low as p′. Therefore, the resultant standard
probability by which an intruder/ attacker can certainly
do factorization N is

∏m
i=1 p

′′
r ≤ (p′)m. Now, if the p′

is approximately negligible, then the overall estimated
probability will also approximately imperceptible.

Definition 1: An specific matrix M ∈ Rn,n that can
be thought of as an orthogonal if this is properly satiat-
ing one out of the computationally similar constraints - (i)
M.MT = MT .M = In (ii) VariableM is certainly in-
vertible as well asM−1 =MT .

Figure 3: Circuit computation

3.2.1 Compute circuitry

The correctness of N an specific input over the computa-
tional domain (0, 1)w circuitry can usually evaluated uti-
lizing multi-key as well as levelled FHE in conjunction
with the NAND gate computational logic. The exploita-
tion of NAND gate in computational circuitry is as follows:
NAND and NOR logic gates are also known universal gates
since they can be integrated to produce any of the other
logic gates e.g., OR, AND, and NOT gates. However, in
Complementary metal-oxide–semiconductor (CMOS) cir-
cuit, NAND gate is both smaller, area-wise, and faster than
a NOR gate. Therefore, adaptation of NAND is overall
computationally and economically cheaper. One computa-
tion oriented synopsis is depicted as Fig-3. Here, its clearly
observable that specific NAND circuitry based logic being
functionally feasible and complete, computation can be car-
ried out to any circuit depth. The client then can check the
result by using decryption multiplicative as well as addi-
tive circuits after receiving the result. As a result, the plain-
text retrieved is confirmed. Few example scenarios are pro-
vided in section 6.2.1 and 6.2.2.

3.3 Applications
The mostly observed natural examples of privacy homo-
morphism are existing in the scenarios of two-party setting.
Making encrypted requests to search engines is a basic ex-
ample. Party A creates a publicly defined key pk for the
completely homomorphic oriented encryption technologi-
cal scheme along with cipherdata i.e. ψ1, · · · , ψt that usu-
ally encode the query π1, · · · , ψt under the pk to execute
an encrypted search.
Searching over encrypted data is another natural use. In
this case,A saves his data on a server (for example, the In-
ternet) so that he may access them without having to use
his own entity computer. However, he encrypts his files
due to the reason that the malevolent server may otherwise

see or disclose his personal information. Let π1, · · · , πt
be the bits that depict the files that are usually encrypted
to generate ciphertexts i.e. ψ1, · · · , ψt. Assume that at
the some point in the future, A wishes to retrieve all of
his encoded files which fulfil a query - for example, any
files possessing the term X within the 5 words of ’Y’ but
not specifically the word ’Z’. He submits his inquiry to
the trusted server, that converts it into a C circuit. Then
the server delivers these ciphertexts to A by setting ψ∗

i

← Evaluate_fun(pk, Ci, ψ1, · · · , ψt). C(pi1, · · · , pit), the
bits of the files that meet his query, are decrypted using A.
(Amust indicate an upper limit on the amount of certain bits
the answer should contain in this specific application, as in
the variety of encoded search pertinence, and the particular
server’s encoded feedback will be specifically truncated to
that loftier bound.)

3.4 Definitions on computational aspects
Definition 1. (Correctness of the Homomorphic-oriented
Encryption): We generally consider that a particular homo-
morphic centric encryption protocol ε is absolutely appro-
priate for specific circuits i.e., in the Cε if, for the any vari-
ety of key-pair (sk, pk) specific outcome by KeyGen ε(λ),
any variety of circuit C ∈ Cε, any variety of plaintexts
i.e. π1, · · · , πt, as well as any variety of ciphertexts i.e.,
ψ = ψ1, · · · , ψt with the ψ ← Encrε(pk, πi), it is most
genuine case that -

if ψ ← Evaluate_funε(pk, C, ψ) , therefore
Decrypt_funε(sk, ψ)→ C(π1, · · · , πt)

except with the negligible amount of probability instead
arbitrary natured coins in the Evaluate_funε function.
By the itself, mere complete correctness generally aborts
to suspend the trivial protocols. In more confined way,
consider we now define function Evaluate the ε(pk, C, ψ)
to specifically just confine output as (C,ψ) without
”computing” the computational circuit or the cipherdata at
all, and then carry out Decrypt_funε operation to decode
the modular component cipherdata and then apply C to
the results. This protocol is absolutely correct, but not
much interesting. We can certainly address this variety
of shortcoming specifically by the higher-limiting the
absolute length of cipherdata outcome by the function of:
Evaluate ε. One certain manner to carry-out this is by
adopting an out bound upon the particular magnitude of
the decoded circuit Dε particularly for the method ε that
reckon on mainly only onto the trust factor and security
specific parameter, as depicted in the below definition.

Definition 2. (Compact oriented Homomorphic-
constrained Encoding): Any such homomorphic encoding
system ε is considered as compact if there exist any poly-
nomial depicted f so that the decryption centric algorithm
of ε can then be described as a computational circuitDε of
arbitrary size at most f(λ) for each and every argument of
the security-constraint parameter λ.
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Definition 3. (Compactly Computes): If ε is compact as
well as also accurate for special kind of circuits in Cε, we
claim that a particular homomorphic oriented encryption
methodology ε ”compactly then evaluates” the circuits
in Cε. Because homomorphic encoding techniques in
which the specific ciphertext size substantially grows in
sub-linearly fashion along-with the total size of the com-
putational circuit are certainly still attractive for abundant
of applications, we can investigate alternative relaxations
of compactness. For example, we may allow the secret
natured key and ciphertext sizes to expand polynomially
associated with the circuit depth. We’ll refer to such
systems as ”quasi-compact” informally.

Definition 4. (Fully Homomorphic Encryption): If a
homomorphic encryption system ε compactly assesses all
circuits, it is said to be completely homomorphic. This
definition may appear overly broad, because, as previously
stated, quasi-compactness might suffice; nevertheless, we
omit exploiting quasi-compactness in our core definition
as it is difficult to codify and we scarcely exploit the
concept anyway. Another prime reason it’s too strict
is that it eliminates levelling methodologies, that only
assess circuits with a depth of d and a public oriented key
dependant length of poly(d); consequently, the underneath
bound relaxation.

Definition 5. (Leveled-constrained Fully Homomorphic
Encryption): We consider that a set of homomorphic
encryption-oriented protocols ε(d) : d ∈ Z+ is generally
leveled-oriented fully homomorphic in case, for every
d ∈ Z+, they atmost all exploit the similar decryption
circuit, ε(d) that compactly computes all the homomorphic
circuits of the depth mostly d (that utilize some certain
set of computational gates), and then the amortized
computational-oriented complexity depicted as ε(d)′s
procedures is of polynomial nature in λ, d, as well as
(in the particular case of Evaluate function ε) the overall
structure of the computational circuit C.

Definition 6. (Circuit-constrained Private Homo-
morphic Encryption): We consider that a particular
homomorphic-oriented encryption protocol ε is more
specifically circuit-partial private for the circuits in the Cε

if, for such certain key-pair i.e., (sk, pk) outcome by the
KeyGen ε(λ), any computational circuit C ∈ Cε, as well
as any kind of fixed natured ciphertexts, represented as -
ψ = ψ1, · · · , ψt that certainly are existing in the firmware
image of function Encrypt ε for the plaindata π1, · · · , πt,
the under-mentioned distributions (over the certain arbi-
trary coins in the Encrypt_fun ε, Evaluate_fun ε) are (par-
ticularly statistically) indiscernible:

Encryptε(pk, C(π1, · · · , πt)) ≈ Evaluateε(pk, C, ψ)

The certain obvious exactitude constraints must still stated
good.

Definition 7. (Leveled-constrained Circuit Private
Homomorphic Encryption): Similarly to circuit private-
constrained homomorphic encryption, except that each
level can have a different variety of distribution, and the
certain distributions only have to be equal if they are specif-
ically associated with the same unique level (inside the
circuit). Unlike the circuit oriented privacy, levelled cir-
cuit privacy has not guarantee compactness in and of itself.
That is, the ciphertext magnitude can expand exponentially
along with the number of threshold levels in a levelled cir-
cuit private homomorphic encryption technique.

4 Proposed procedure
The adopted methodological framework in addition to the
detailed algorithmic natured procedure steps are provided
in this section. The various components in this framework
are described as follows: The first procedure (Key genera-
tion module) is stepwise described in Algorithm 1. Encryp-
tion of client’s private and confidential data is carried out
in Algorithm 2. Computation on encrypted data on homo-
morphic circuitry at cloud end is performed in Algorithm 3.
The decryption using private key and verification of inher-
ent homomorphic property is discussed in Algorithm 4.

Algorithm 1: Key Generation Module
1. Randomly choose two massive sized and equal
length prime numbers α and β such that their
gcd(α.β, (α− 1).(β − 1)) = 1

2. Compute n← α.β

3. Compute λ← least common multiple
(α− 1, β − 1)

4. Choose a random integer θ where, θ ∈ Z∗
n2

5. Make sure that specific n divides mainly the
associated order of θ by probing the core existence
of below modular oriented multiplicative-centric
inverse,
δ = (L(θλ mod n2))−1 mod n
where, L natured function is generally elucidated as,
L(i) = i−1

n

6. The public as well as private key pairs for
particular encryption as well as decryption are
now: (n, θ) & (λ, δ) respectively.

return()

5 Empirical analysis
This section discusses about the empirical analysis of the
developed method in terms of computational complexity,
security and correctness analysis.
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Algorithm 2: Encryption of Client’s Private Data
1. ConsiderM as plain message from client where,
0 ≤M < n

2. Select the random integer x where, 0 ≤ x < n

3. Compute particular ciphertext
C ← θM.xn mod n2

return()

Algorithm 3: Computation on Encrypted Data on
Homomorphic Circuitry at Cloud End
1. Perform homomorphic computation at cloud side
≺⟳ (⊞, ⊡) � on encrypted client’s private data
upto optimal circuit depth.

2. The calculated result is returned to the client.

return()

Algorithm 4: Secure Decryption of Computed Re-
sult by Client
1. Consider C is ciphertext result (encrypted format)
which needs to be decrypted where, C ∈ Z∗

n2

2. ComputeM← L(Cλ mod n2).δ mod n

return()

Definition 5.1. The security of the proposed procedure
primarily relies on the computational intractability of the
Residue Class Problem, which involves distinguishing
between nth power residues and non-nth power residues
modulo n2. More formally, consider the set of nth residues
(ζn), which forms a multiplicative subgroup of Z⋆

n2 , the
group of units modulo n2. It can be shown that the size of
the group Z⋆

n2 is approximately n.χ(n), where χ(n) is the
Euler’s totient function. The cardinality of the set of nth
residues, denoted by |ζn|, equals the value of the Euler’s
totient function, χ(n). Consequently, the set ζn is substan-
tially smaller than Z⋆

n2 , making the task of distinguishing
an arbitrary element of Z⋆

n2 as an nth residue or a non-nth
residue non-trivial and computationally hard.

Theorem 5.1. Each rth residue ϑ ∈ Z⋆
r2 possesses

at most r distinct rth roots in Z⋆
r2.

Lemma 5.1. Consider, = be an element in Z⋆
n2 . Now, if

the cyclic order of (= mod n2) is a non-zero multiple of n,
then Encℑ is thought of to be bijective.

Lemma 5.2. With ref. to section 4.3, function
C 7→ ⊏ c ⊐ℑ is circuit homomorphism from (Z⋆

n2 ,⊡) to
(Zn,⊞) for any = ∈≺⟳ (⊞, ⊡) �, i.e., ∀ Ci ∈ Z⋆

n2 , the
following condition holds:-
⊏ c1.c2 ⊐ℑ = ⊏ c1 ⊐ℑ + ⊏ c2 ⊐ℑ mod n. It proves

that the method is significantly easy to compute at client
end but very hard to invert at cloud end.
Utilizing privacy homomorphism here in this frame-
work for query vector outsourcing offers several notable
computational strengths and novelties:

– Data Confidentiality: Privacy homomorphism ensures
that the data remains encrypted throughout the com-
putation process. This means that even during out-
sourcing, the actual data values remain hidden, ensur-
ing data confidentiality.

– Computation on Encrypted Data: One of the signifi-
cant advantages of privacy homomorphism is the abil-
ity to perform computations directly on encrypted data
without the need for decryption. This feature is partic-
ularly valuable for query vector outsourcing, as com-
putations can be conducted off-site or on a third-party
server without compromising data privacy.

– Reduced Local Computation: By leveraging privacy
homomorphism, businesses and organizations can
outsource intensive computations to cloud servers or
third-party platforms. This not only offloads the com-
putational burden from local systems but also lever-
ages the powerful computational capabilities of cloud
platforms, all while maintaining data privacy.

– Preservation of Data Integrity: With privacy homo-
morphism, results obtained after processing encrypted
data, once decrypted, are consistent with the results
of operations performed on the raw, unencrypted data.
This ensures that the integrity of the data and compu-
tations remains uncompromised.

– Enhanced Security for Third-Party Computations:
Since the third-party servers or platforms only han-
dle encrypted data and never see the actual values,
the risks associated with data breaches or malicious
attacks are significantly reduced.

– Scalability: Privacy homomorphism is conducive to
scalable operations. As organizations grow and the
volume of data for query vector outsourcing increases,
the homomorphic encryption schemes can efficiently
handle larger datasets without compromising on secu-
rity.

– Versatility: Privacy homomorphism can support vari-
ous operations, including addition and multiplication,
making it versatile for a range of query types and com-
putational needs in the outsourcing scenario.

6 Experiments and results
discussion

This section presents experimental set-up details, procedure
and compilation of obtained results in different test case
scenarios.



48 Informatica 47 (2023) 41–52 V. Swathi et al.

6.1 Setup and simulation environment
Our experimental simulation driven set-up contains the sys-
tem environment as Ubuntu (Version: 16.04 LTS) with
specifically 64 bit OS, 8 GB of RAM, processor i.e., In-
tel Core i7-860 along with 2.80 GHz clock speed, count
of cores as 4 and total 8 threads were available. Python
(v’3.5.2) being installed and exploited for the implementa-
tion.

6.2 Procedure and obtained results
6.2.1 Experimental scenario-I

Step 1 −−> Key Gene r a t i o n

a lpha , b e t a = 971 911
n i s = 884581
Lambda = 88270
The ta = 585146362844
c i s 30679922824
L i s 34683 .0
De l t a i s 166699
Pub l i c Key i s ( n , The ta ) : 884581 ,
585146362844
P r i v a t e Key i s ( Lambda , De l t a ) : 88270 ,
166699
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
Step 2 −−> Enc r yp t i o n Using Pub l i c
Key ( C l i e n t / User s i d e )

P l a i n Message M1 i s : 316

C i p h e r t e x t _ 1 i s : 244518097031

P l a i n Message M2 i s : 982

C i p h e r t e x t _ 2 i s : 638403686475
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
Step 3 −−> Homomorphic Computa t ion On
Enc ryp t ed Data ( Cloud s i d e )

Add C i r c u i t _ R e s u l t = 882921783506

Mult C i r c u i t _ R e s u l t = 15610125
4554442152355725
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
Step 4 −−> Dec r yp t i on Using P r i v a t e
Key ( C l i e n t / User s i d e )
P l a i n t e x t _ 1 ( a f t e r d e c r y p t i o n ) i s :
316 .0
P l a i n t e x t _ 2 ( a f t e r d e c r y p t i o n ) i s :
982 .0
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
Step 5 −−> V e r f i c a t i o n o f Homomorphic
P r o p e r t y
Homo_Prop : 1298 .0

6.2.2 Experimental scenario-II

Step 1 −−> Key Gene r a t i o n

a lpha , b e t a = 499 829
n i s = 413671
Lambda = 68724
The ta = 165047574144
c i s 65394766365
L i s 158084 .0
De l t a i s 16593
Pub l i c Key i s ( n , The ta ) : 413671 ,
165047574144
P r i v a t e n a t u r e d Key i s ( Lambda ,
De l t a ) : 6872
4 , 16593
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
Step 2 −−> Enc r yp t i o n Using Pub l i c
Key ( C l i e n t / User s i d e )

P l a i n Message M1 i s : 2964

C i p h e r t e x t _ 1 i s : 167960038665

P l a i n Message M2 i s : 99231

C i p h e r t e x t _ 2 i s : 31997839481
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
Step 3 −−> Homomorphic Computa t ion
On Enc ryp t ed Data ( Cloud s i d e )

Add C i r c u i t _ R e s u l t = 199957878146

Mult C i r c u i t _ R e s u l t = 53743583564252
23532865
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
Step 4 −−> Dec r yp t i on Using P r i v a t e
Key ( C l i e n t / User s i d e )
P l a i n t e x t _ 1 ( a f t e r d e c r y p t i o n ) i s :
2964 .0
P l a i n t e x t _ 2 ( a f t e r d e c r y p t i o n ) i s :
99231 .0
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
Step 5 −−> V e r f i c a t i o n o f Homomorphic
P r o p e r t y
Homo_Prop : 102195 .0

Therefore, the total of the plaintexts decrypted by the prod-
uct of two or more ciphertexts.

Client’s data size Key Size Exec. Time
10 bits {40, 18} bits 2.3 sec
17 bits {45, 19} bits 12.1 sec
64 bits {64, 29} bits 3120.6 sec

Table 2: Comparison results on various scenarios
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Table 2 presents the compilation of results on various test
case scenarios. Experimental evaluations are performed us-
ing proposed procedure on client’s private data as well as
key pairs (public, private) of varied sized length (in bits).
For each simulation, the protocol execution time (in sec-
onds) is also mentioned. Table 3, titled ”Benchmarking”,

Scheme PK Size Exec. Time
Liangmin W. et al. [27] < 32 > bits 1604.3 sec
Vinod R. F. et al. [28] < 64 > bits 3399.1 sec
Proposed Framework < 64 > bits 3120.6 sec

Table 3: Benchmarking

offers a comparative overview of various cryptographic
schemes, emphasizing their private key sizes and execution
times. Among the three schemes highlighted, the work by
Liangmin W. et al., employs a private key size of fewer
than 32 bits and executes in 1604.3 seconds. Conversely,
the scheme proposed by Vinod R. F. et al., uses a private
key size of fewer than 64 bits, but its execution time is no-
tably higher at 3399.1 seconds. Remarkably, the ”Proposed
Framework”, while maintaining a private key size of fewer
than 64 bits akin to Vinod R. F. et al.’s scheme, achieves a
faster execution time of 3120.6 seconds. This suggests that
the proposed framework exhibits computational novelty by
enhancing efficiency without compromising the robustness
of the private key size, presenting a promising advancement
in the field of cryptographic methods.
The decision to use privacy homomorphism for query vec-
tor outsourcing stems from its inherent ability to facilitate
computations on encrypted data without needing decryp-
tion. This property ensures that sensitive data remains con-
fidential even during computational processes, making it
an optimal choice for outsourcing tasks to environments
where data privacy is paramount. Compared to other meth-
ods, privacy homomorphism provides a distinct advantage
in terms of security. Traditional outsourcing methods might
require data to be decrypted on third-party servers, expos-
ing it to potential breaches. Privacy homomorphism, on
the other hand, mitigates this risk by maintaining data en-
cryption throughout the computation process. In terms of
efficiency, while initial homomorphic encryption schemes
were computationally intensive, advancements in the field
have led to more optimized solutions that can cater to real-
world applications. Thus, the balance of robust security and
enhanced efficiency makes privacy homomorphism a com-
pelling choice for query vector outsourcing over conven-
tional methods.

7 Conclusive summary

In today’s digital age, data privacy is of paramount impor-
tance. It’s crucial to safeguard user accounts and assets
from potentially malicious cloud service providers. Tradi-
tional solutions often involve encrypting data modules and

entrusting the keys entirely to the service provider. How-
ever, this approach sacrifices control over the confidential-
ity of sensitive data. This paper introduces a prototype that
addresses these issues using privacy homomorphism. For
most homomorphic encryption methods, the multiplicative
depth of circuits poses a significant constraint when exe-
cuting computations on encrypted data. Despite annual ad-
vancements in this domain, the technology grapples with
intricacies of more complex datasets and demands substan-
tial computational power for practical, real-time operations.
Exploring opportunities for the practical implementation of
this framework will serve as the future direction for our re-
search.
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