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Chaos theory is a fast, parallel, and globally retrievable modern intelligent optimization
algorithm. At present, it has been widely used in the field of computer technology and intelligent
control. Based on the complete analysis of chaos theory, this paper constructs a multimedia data
information security algorithm, which can analyze the data analysis model and model
convergence in detail. Finally, the experimental results show that the proposed algorithm has
good performance and can effectively enhance the security and protection of multimedia data

information.

Povzetek: V tem clanku je na podlagi celovite analize teorije kaosa predstavijen algoritem za
varnost multimedijskih podatkov, ki zagotavija izboljSano varnost in zascito informacij, kar

potrjujejo tudi rezultati eksperimentov.

1 Introduction

With the continuous improvement of scientific and
technological levels and the continuous development
of Internet technology, it has been widely used in
many fields. The transmission of large-scale data
information on the Internet network [1-2] needs to
play a more critical role in increasing its security and
data protection [3]. However, multimedia data
information system has their vulnerability because
there is much hardware in data information protection
system, and the shortcomings of software or data
information security methods will lead to significant
security risks [4-5]. If these vulnerabilities are used
illegally, multimedia data security will be significantly
threatened [6]. Therefore, the research on multimedia
data information network security has attracted the
focus of research at home and abroad [7-8]. In general,
it is difficult to obtain satisfactory results by using
previous data methods to solve the problems of data
encryption and multimedia data information security.
With the use of the bionic intelligent algorithm in
classical problems [9], it has better global
performance in application.

Based on chaos theory, this paper constructs an
algorithm that can effectively solve the security of
multimedia data information. Through the in-depth
analysis of chaos theory and the practical comparative
analysis of convergence, the performance is tested and
analyzed by simulation software to highlight the
scientificity and effectiveness of this algorithm.

2 Related work

Now more than ever, people worry about keeping
their multimedia files safe while they are being
transferred and stored. Since multimedia data
comprise a considerable amount of redundant data, a
vast size, and a strong correlation of data elements,

conventional encryption algorithms such as DES,
AES, 3-DES, and RSA cannot be used for multimedia
data encryption. Dynamic multimedia data encryption
can be achieved with chaos-based methods. The term
"chaos" describes a set of characteristics in dynamical
systems, including non-convergence, non-periodicity,
and unpredictability. In cryptography and information
security, the ability to generate randomness using only
predictable systems is an attractive feature. Numerous
significant developments have occurred in chaotic
cryptography since its inception in the early 1990s.
Multiple significant scientific advances have been

made during this period. An introduction to
chaos-based  cryptography and  its  recent
developments is provided in this paper by

Al-Hazaimeh et al. (2022).

It is only possible to imagine current encryption with
the contribution of chaotic maps. Most experts agree
that algorithms built with chaotic maps are the most
efficient and safe option. In this paper, we offer a new
method for image encryption that uses a 3D mixed
chaotic map. The authors propose this method to
ensure that the conditions for safe image transmission
are met by using a 3D mixed chaotic map to modify
pixel position. They performed a cryptanalysis on the
suggested scheme using previously developed
techniques and compared their findings to other
algorithms already published in the literature. Yasir
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Ref no& | Methodology Advantage Disadvantage

Year

[16] 2022 Chaos-based multimedia | Increase security For limited applications
data encryption technique

[17] 2019 3D mixed chaotic map Provides secure image | Resistive for limited

transmission attacks only

[20]2020 Multi-dimensional ~ chaos, | Highly Secure Need to focus on real
hyper and composite chaos time applications
in image encryption

[21]2022 Multi-stage chaos-based | Higher Need to focus on audio
image encryption algorithm | security and is light weigh and video  content

encryption

[22]2022 Advanced Encryption Stan- | Less execution time Need to focus on
dard (AES), Data Encryption security issues
Standard (DES) and chaotic
systems by using the Tent
map

[23]2022 loT-related multimedia | Multimedia data protection inthe | Need to focus on
security and privacy | loT security and attacks
protection

Naseer et al. (2019) offers a method superior to
previous algorithms in safe picture transmission; their
results from security analysis, statistical analysis, and
differential analysis back up this claim.

The safety of digital and multimedia transmissions
through wireless networks is cruciai. Vviien 1i comes

Sheela S. et al. (2017) attempted to investigate chaotic
systems' theoretical foundations, classifications, and
characteristics. In addition to discussing chaotic
systems, we go over how to generate sequences with
chaotic systems and how to use sequences in different
KInas oi nmage encryption. At last, an appropriate

Table 1: Summary of literature work

To protect data transmitted over wireiess networks,
many different types of encryption algorithms play
critical roles. Data privacy and security are two
primary applications of cryptography. As a result, an
unauthorized user cannot compromise the original
data. More security is added to programs by
employing encryption methods and many beneficial
algorithms. The widely recognized technique of
chaotic algorithm is utilized in this paper by Priyanka
Tiwari et al. (2014). Secure real-time picture
transmission methods employ a chaotic algorithm.
This algorithm is often used as an effective means of
encryption and decryption in academic studies. There
play a crucial role in integrating chaos theory and
cryptography in Information Security. This message
proposes a novel chaotic map-based image encryption
technique for grayscale 2D images. This suggested
approach begins with the raw or original image,
which has MXN dimensions. Then Pixels can be
redistributed pair-wise, with only the verified owner
knowing the relocation criteria. This method involves
iteratively scrambling all of the image's pixels to
maximize energy scattering.

Cryptography relies on several subfields, one of
which is the production of keys and associated
sequences. Stream cipher previously utilized
pseudo-random number generators for the key
sequence. After their evolution, the properties of
chaotic systems were superior to those of
pseudo-random number generators. In this study,

method for generating key sequences utilizing a
chaotic system is provided.

There has been a rise in the development and
deployment of trustworthy picture encryption
techniques in response to the growing importance of
secure digital communication and the proliferation of
digital technologies. In their publication, "Chaos
Theory and Its Application in Image Encryption
Schemes,” Arshad et al. (2020) provide a
comprehensive overview of this topic. The advantages
of chaos-based picture encryption algorithms over
more conventional encryption methods stem from
their ergodicity and initial key sensitivity. The study
focuses on one of chaos theory's most important
application areas, picture encryption. Images can be
encrypted using a variety of chaotic maps, including
one-dimensional chaos, multi-dimensional chaos,
hyper-chaos, and composite chaos.

Additionally, the article covers state of the art in
chaotic image encryption as well as the future
directions of the field. This work lays the groundwork
for future studies and helps newcomers get up to
speed quickly. A chaos-based cryptosystem has been
the subject of several suggestions for enhancement.
The multi-stage chaos-based picture encryption
technique is the basis for the image encryption
scheme presented in this paper by Fadia Ali Khan et al.
(2022). Confusion and diffusion are crucial to the
method's efficacy. Compared to the current methods,
the proposed one, which incorporates confusion and
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diffusion modules, is much more secure and efficient.
At the outset, an image is split into three equal parts
(RGB), each divided into blocks of the same size.
Tinkerbell Chaotic Map (TBCM) is applied to each
block individually to generate random-ordered blocks
and pixels. Composite Fractal Function (CFF)
modifies the pixel values of each color channel (layer)
to generate a chaotic pattern. Three layers of a simple
image are encrypted using the resulting random
sequence.

Table 1 shows summary of related works. Finally,
XORing Brownian Particles (BP) provides additional
protection with each encrypted layer. A battery of
statistical and experimental tests verified the security
of the proposed approach. According to the data
presented in the research, the suggested strategy is
more secure and less resource intensive than existing
methods in the field.

In order to determine how to secure two different
encryption algorithms when applied to text, Ismehene
Chaouch et al. (2022) conducted an analysis study.
The first is the tried-and-true methods of encryption,
known as Advanced Encryption Standard (AES) and
Data Encryption Standard (DES), respectively (DES).
A second source is research into chaotic systems
utilizing the Tent diagram. The examination of
experimental findings demonstrates that the chaotic
encryption algorithm is superior to traditional
methods in terms of security and efficiency.
Furthermore, the chaotic system has a high rate of
encryption.

Due to this sector's swift development, massive
amounts of multimedia data are being produced and
transferred across numerous 10T devices, systems, and
applications. However, the security and privacy of
multimedia data have surfaced as important problems
that may hinder the widespread adoption of loT
devices in data-sensitive settings. W. Yang et al. (2022)
perform an extensive literature review on multimedia
data security and privacy protection in the 10T. They
start by categorizing multimedia files into distinct
groups and degrees of protection based on their
intended use. They then evaluate and debate the 10T's
multimedia data protection mechanisms, such as
cryptography, watermarking, and various newer
technologies like blockchain and federated learning.
They aim to advance the study in the relevant fields
and help researchers gain a deeper understanding of
state of the art on multimedia data protection in the
loT by providing a detailed analysis of the research
development of loT-related multimedia security and
privacy protection, pointing out some open challenges,
and providing future research directions.

This work develops an algorithm based on chaos
theory that may successfully address the security of
multimedia data by taking into account the
shortcomings of current techniques. To demonstrate
the science and effectiveness of this algorithm that
can successfully address the security of multimedia
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data information, the performance is tested and
analysed by simulation software using the in-depth
analysis of chaos theory and the practical comparative
analysis of convergence. Simulation software is used
to test and assess the performance, highlighting the
objectivity and efficacy of this algorithm via a
thorough examination of chaos theory and a realistic
comparison study of convergence.

3 Chaos theory

Chaos refers to a deterministic system, which may
occur under nonlinear interaction. It is a very sensitive
and irregular complex motion to the initial value. It is
the unity of the contradiction between local instability
and global stability. So far, the specificity and
complexity of a chaotic system have yet to be fully
understood, and chaos has not been strictly defined
[10]. Chaos is not a simple disorder but an ordered
structure without a clear period, symmetry, and rich
internal layers. It is a new form of existence in
nonlinear systems.

A straightforward and widely studied chaotic power
system is logistic mapping, which is defined as
follows:

X = p% (1-%),i =12, 1)
The double period branching diagram of the logistic
map is shown in Figure 1, which defines the whole

process of the logistic map branching into chaos
according to the double period.
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Figure 1: period-doubling bifurcation diagram of the
logistic map.

The probability distribution density function of
chaotic sequence is

1
p(X)=——— 1< x<1 @)
m1—x?
Some  interesting  statistical  properties  of

p(X) chaotic sequences generated by Logistic

mapping are easily obtained. The average value of
trajectory points of the chaotic sequence is X

= lim 1N_l.=j X)dx = 0.5

1
i=0 0
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The cross-correlation function of two initial
X, Y, sequences can be selected independently for
the correlation function.

e(1) = tim {@/N) 5 (% ~X) (v -7)

P (% y)(x=x)(' (y)—y)dxdy =0

(4)
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Since the encryption method of multimedia data
information is a digital quantity, it mainly maps

{Xi} to all pseudo-random number sequences

according to the sequence composed of real numbers.
It encrypts the data information simultaneously
[11-12]. The commonly used mapping method uses
the significant digits after the decimal places to form
an integer. Therefore, according to the Logistic
chaotic map shown in Figure 2, the
encryption/decoding model is adopted. This paper
designs and completes a data information encryption
algorithm, as shown in Figure 3.

Xi The decoding process is essentially the reverse

process of encryption. Taking the initial values X, u

as variable parameters in the logistic Equation, it is
mainly calculated from repeated m, and the other
parts are mainly taken as 255. Finally, the data
information in the data information is different or the
obtained encrypted ciphertext [13-14]. After the data
information is replaced, the data in the generated
sequence is the same as each value of the encrypted
data information, which is conducive to enhancing the
resistance to attack.

Set an initial value Use the Logistic
(key) Formula to iterate M -
Encryption

_T Drocess

’ Take N significant digits to form an integer

n
One byte key

Remainder Y; to 256
xt

Decryption
process

Set an initial
value (key)

Channel

One byte
plaintext

|

Generate the same key

Exclusive OR
sequence ™

Plaintext

Figure 2: Encryption/decryption model.
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Initial values Xoand
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Iteration M times

Figure 3: Encryption algorithm.

Improving the adaptability to the selected data
information attack is to process the X, row data,

Making the relationship between X, X,,; and
complex, to avoid the attacker solving the g value

through simple operation [15]. If a number is

separated between X, and X, ,, the relationship

between X, and X, becomes:
X1 :#(#Xi (1_ Xi))(l_ﬂxi (1_ Xi)) (5)

3.1 Multimedia data information security

algorithm
Initial population selection
Research  summary:  The initial  population
performance seriously affects the convergence

performance of all algorithms [7]. Traditional chaos
theory uses random methods to generate the initial
population and inevitably increases the amount of
extra computation. When the initial population N
value is small, the operation speed can be improved,
but the diversity of the population will be reduced,
which can easily cause premature convergence. If N is
large, the algorithm is going to be less efficient.

In order to improve the nature of the initial group, it is
necessary to improve the convergence speed and
effect to some extent to insert some individuals with
superior performance into the initial group. In this
paper, the generation of the initial group is almost
random, and a few parts are generated by prior
knowledge, and the method combining the two is
adopted. Experimental results show that this strategy
can better combine the prior information of a
particular problem, reduce the time complexity of the
calculation without affecting the convergence effect,
and find a better and optimal solution.

Selection of turbidity function

1) In chaos theory, the choice of turbidity function is
critical, directly affecting the convergence rate of
chaos theory and whether the best solution is found.
Generally speaking, the design of the turbidity
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function should satisfy some critical conditions. 2)
Can reflect the reasonable and consistent, that is, the
advantages and disadvantages of the corresponding
solution. 3) Small computation, that is, short time and
space complexity. 4) Generality.

In order to design a good algorithm, this paper
considers several design standards of the algorithm
simultaneously so that the designed box can reach a
globally optimal solution in multiple encryption
features. The two most effective attacks against group
ciphers are linear and differential attacks. At the same
time, based on the design principle of the algorithm,
this paper considers the encryption nonlinear,
difference uniformity, orthogonality, avalanche effect
characteristics of the algorithm, and the essential
encryption characteristics of the algorithm are
designed.

The selection of adaptation function in this paper is
shown in Equation (6) :

f(S):asfs(Ns)+adfd(5S)+anB(BS) (6)

In order to describe the avalanche effect quantitatively,
the definition of "avalanche degree" is given. In this
paper, let

S(X):(fl(x)’ fz(x)""’ fm(X)): an - Fzm

be a multi-output function, and call BS the

avalanche degree of S(x), where BS is expressed by
Equation (7) :

FY T [F-as@se) o

S = A
2" e dyfap

Select operation
The usual selection operations in chaos theory are;

. ~calculates the
The roulette & selection method first

fitness value of each column in a generation group

and then calculates the . .
proportion of the fitness value

of the whole group. That is the probability that the
individual will be selected during the selection
process. In this paper, for the algorithm population

S :{81,52,~-~,Sj,--~,sn} with a given size of n,
the adaptation value of the individual S; is ¢ (s,)

and the selection probability is

P(s))
f (s, f, f,
P(s;)=— (s:) _ -

;f(sj)_ifj

(8)
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Formula (8)? is the mean of the adaptive value of

the algorithm group.

In order to reduce the difference of each selection
probability, the selective pressure drop method is used
to adjust the turbine's function in the early stage of
evolution, and the Formula is used in the linear
matching value scale transformation.

f'=af +b 9)

In the Formula, f is the original adaptive function
value, f&; Set the optimal individual adaptation value
after conversion as the value of the adaptive function
after conversion.

fr . =cf (10)

In the Formula, c=1.5 is the empirical value. The
average turbidity before and after the transformation

should remain unchanged, i.e., f_’:?the equation
group is obtained.

fr =af . +b
— (11)
f=af +b
The solution of (5) and (6) can be obtained as follows:
a:(c—l)?(fmax—?) (12)
b= (frax —CT)F/(Fre—TF)

After the change, the selection probability p} of the
individual is:
- fiafj+b af +b —ap+b
i~ T - 3 T
: nlaf+b nf
YA az; f,+nb ( )
]=

=1

(13)

In late evolution, the group maintains a relatively
stable diversity. This paper introduces a mechanism
for both parents and children to participate in the
selection to speed up the search and save the time and
complexity of computing.

Crossover operation and mutation operation
The selection of crossover probability ( P,) and

mutation probability (P, ) is an essential factor in the

chaos concept's result, and the computation
convergence is fast. The cross operation is typically
carried out from three angles (1) good genetic factors
have the chance of inheritance and inheritance to the
next generation. (2) Can have excellent gene results
for the results of cross-operation. (3) The crossover
scheme has a great relationship with the coding of the



62  Informatica 47 (2023) 5766

problem, and it needs to be combined with the scheme
design of coding bit string effectively.

The crossover operation method in this paper is the
first operation process. There are two joint genetic
opportunities, and the design criterion of the crossover
operation in the calculation is satisfied. The selection
of the crossover probability can determine the
frequency of the crossover operation. At the same
time, when the frequency is high, the convergence
effect can reach its best. If the value is too large, the
collective value result will be affected; if the value
converges too early, the later operation result will be
affected. If there are many, the birth rate of new
individuals will be slowed. To solve this problem, the
operation method in this paper is modified
dynamically. That is, the crossover probability is
changed with iteration algebra. Figure 4(a) shows the

relationship between the crossover probability F’C and
the advanced algebra T. The previous operation
that P, obtains the maximum value P,, 3/5P,, is
taken at the end of evolution, and the middle part
shows a linear downward trend. Experimental results
show that the crossing rules can improve search

efficiency and speed up the algorithm's convergence
to some extent.

Peu P.

Pe| 33 a Pu| 2.5/5P0

o ‘ 7 o p T

(a) Crossover probability Pc

Figure 4: The relationship between crossover F’C ,

(b) Mutation probability Pm
mutation probability Pm , and evolutionary algebra T.

4 Simulation verification

Two experiments were conducted to prove the above
chaotic conclusion and the design box's feasibility and
efficiency.

(1) The initial population of the algorithm is entirely
randomly generated, and the crossover probability and

mutation probability are fixed P, =0.65 P, =0.5,

(2) The initial population of the algorithm is added
into 8 boxes of DES (Data Encryption Standard) [15],

and the crossover probability (PC) and mutation

probability (P, ) are respectively modified by the

above dynamic linear method.

In the first experiment, the population value was
N=1024, and the evolutionary value was T=1200. The
password values calculated by evolution are shown in
Figure 5. It can be seen from Table 2 (is the
nonlinearity, is the difference uniformity, and the
corresponding data value calculation is the calculation
method value). It can be seen from the results that
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both the nonlinearity of the calculation method and
the difference uniformity degree have been improved,
nearly 61.43% on the whole (is the 4 elements in the
lower right corner of Table 2, (110+126+104+289)
/1024) is concentrated in the nonlinear and high
difference position, which proves that the calculation
method of chaos concept has a good effect on the
optimization of cryptography, and the calculation
method is perfect.

4001
Before the iteration
= After the iteration

- N
o o
o O

The S box nut

=
a o
o O
T T

o] 0.50 1.00 1.50 2.00

250 3.00 3.50 4.00

An avalanche of B

Figure 5: Distribution curve of avalanche degree
before and after the first experimental iteration.

distribution curve of

avalanches before and after the first set of
experimental repeats. After chaos theory optimization
of the initial population, the avalanche degree of the
whole population is also improved, and most of the
avalanche degree is concentrated around 1.5.
According to the avalanche degree calculation, about
40 individuals meet the strict avalanche effect.

In the second set of experiments, the parameters were

set as N = 1024, P, =0.65T=800 and the method

of dynamic linear correction was used to optimize the
encryption performance of the algorithm, as shown in

Table 3 and Figure 6.P, P, can see from Table 3

Figure 5 shows the g_

that by optimizing the algorithm, the nonlinear and
difference uniformity of the algorithm is better \By
comparing the avalanche degree distribution curves
after repeated experiments of the two groups (FIG. 3
and FIG. 4), the average avalanche degree and the
individuals meeting the strict avalanche effect
obtained in the second group of experiments are
significantly improved compared with those obtained
in the

Before the iteration

m  After the iteration

The S box number
- N N
o
o
T

100

. 0 0.50 i 1.(?0 _1.50 2.00
Figure 6: Distribution curve of avalanche degree

before and after the second experimental iteration.

2,50 3.00 3.50 4.00
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The experimental results of the two groups are shown
in Figure 7. The average turbid evolution value
represents the convergence rate and the effect diagram
of two sets of experimental results of each expected
value between the convergence result and the chaos
value. The figure assumes that the crossover
probability value and the different probability values
are fixed. It is known from the experimental data of
the first group that convergence occurs when the
repetition is over 1100 years old. The average value is
18.5, which is lower than the experimental data of the
improved and is close to 71.19% in the whole group.
In terms of difference uniformity, Figure 6 shows the
avalanche distribution curve before and after the
experimental iteration of the second group. After the
algorithm in this paper optimizes the initial group, the
overall avalanche degree is greatly improved, with
most avalanches concentrated around 0.75. According
to the avalanche calculation, about 90 individuals
have achieved the strict avalanche effect. The second
set of experiments is better improved than the first,
and the optimization algorithm is.

Proposed in this paper is sufficient to improve
algorithm encryption's characteristics effectively.

The reason is that the initial population data in the
first group of the experimental calculation method is
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not random, indicating that the results of the initial
population will lead to the convergence data of the
whole calculation method. In the second group of
experiments, the calculation method generated before
prior knowledge is added to change the data's
crossover probability and difference probability
dynamically. The average turbidity value is as high as
about 20.5. When the convergence value is about
8000, it can reach more than 350, about 33% of the
calculation method containing encryption.

22

The first set of experiments
19 F W The second set of experiments
16

13

10

Mean adaptive value

0 200 400

600 800 1000 1200 1400 1600

Evolution algebra

Figure 7: Mean turbidity - evolutionary algebraic
curve.

Table 2: Distribution of 58 N, and before and after iteration.

Before the iteration o
s | N After the iteration N
S S
17 (18 (19|20 | 21|17 | 18 19 20 21
20 118 | 25|28 (26|27 | 9 8 7 3 4
19 | 15|43 |51 |65|37 |10 19 9 15 16
18 |23 |47 195|189 (38|17 |19 24 38 34
17 | 15|51 |66 |84 |50 | 20|55 33 111 127
16 |12 |17 |45 |47 (20| 6 | 34 23 104 289
Table 3: Distribution of the sum of algorithms before and after iteration.
5 Before the iteration N After the iteration N
S
17 18 19 20 21 17 18 19 20 21
20 19 27 30 30 28 7 9 5 4 2
19 15 43 54 69 38 6 17 9 8 6
18 21 48 93 86 39 14 20 31 35 25
17 15 53 61 86 46 10 19 37 123 148
16 13 18 47 48 22 9 18 25 135 327
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5 Conclusion

This paper proposes a multimedia data information
security algorithm based on an effective combination
of chaos theory. The algorithm can save the operation
time of the algorithm effectively and obtain the
optimal solution in a short time without affecting the
convergence of the chaos algorithm. Finally, the
experimental results show that the algorithm has a
good convergence effect and nonlinearity compared
with the traditional algorithm, has better data
information security, and has a specific application
value.
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