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This paper is and extended abstract of the doctoral thesis [1]. It identifies four selected topics in which
blockchain technology can have a positive or transformative effect on existing solutions. We propose new
protocols, which change the current standards to add functionality, improve performance or overcome lim-
itations of existing blockchain networks. Specifically, we focus on container orchestration on the edge
using a unique blockchain protocol for security, verifiability, and trust.

Povzetek: Pričujoče delo je razširjen povzetek doktorske disertacije [1]. Delo predstavlja raziskavo, ki se
osredotoča na uporabo tehnologije blockchain za izboljšanje obstoječih rešitev na štirih izbranih področjih.
Poseben poudarek je na razvoju in implementaciji edinstvenega blockchain protokola za orkestracijo kon-
tejnerjev na robu omrežja, ki zagotavlja varnost, preverljivost in zaupanje.

1 Introduction and problem
statement

In recent years, cloud computing became a commonly used
architecture for most applications. The shift of the geogra-
phy of computation was incentivized by many factors rang-
ing from ease of software maintenance [2], reliable qual-
ity of service(QoS), hardware flexibility, and cost (CapEx
to OpEx) [3], etc However, with the expected growth of
data generation and consumption and storage and service
provisioning in cloud computing environments, the archi-
tecture is pushing network bandwidth requirements to the
limit [4]. Edge computing in it’s simplest form can be de-
fined as an architecture in which computation is moved to
the edge of the network in order to make use of the geo-
graphic proximity to decrease latency and improve band-
width. This recent paradigm shift attempts to address
the overly geographically-centralized cloud architecture.
However, distributing services to the edge introduces new
challenges such as resource allocation, service and applica-
tion migration, trust, etc.. Blockchain technology may be
used to address some of the issues. It can serve as a layer
of trust between the system, and the end user by providing
a verifiable and transparent ledger of the state of the sys-
tem. To achieve this, a new protocol is required that would
overcome the latency constraint, decentralized resource al-
location, and real-time container migrations [5].

2 Methodology
We design, and develop a new blockchain protocol aimed
at autonomous decentralized container orchestration suit-
able for edge devices. The proposed protocol uses veri-
fiable delay functions(VDFs)[6] as the entropy source for
secure randomness. Nodes participating in consensus com-
pute a function p = vdf(bh, bd) where p is the proof, bh is
the SHA256 hash of the current block, and bd is the diffi-
culty of the current block. We show that p is a sufficiently
secure source of entropy for generating randomness. More-
over, given delay imposed on the nodes computing the VDF
prevents malicious nodes to peek into the future. Using the
shared seed, nodes are able to self-elect into consensus roles
for each slot without communication overhead as shown in
Figure 1.

3 Evaluation methodology and
results

We performed extensive testing of our reference implemen-
tation simulating networks as large as 1000 nodes. The
telemetry obtained from logging the state of all nodes shows
that the protocol is scalable, and can efficiently converge to-
wards average resource utilization of the entire network by
performing real-time container migrations between nodes
using Checkpoint/Restore In Userspace (CRIU). Moreover,
our results show that using CRIU significantly improves the
performance making our protocol viable in practice.
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Figure 1: Role based consensus mechanism using VDFs as an entropy source

4 Discussion and further work
Our results showcase the feasibility of the proposed proto-
col for large networks of edge devices with limited com-
pute resources. However, decentralized networks must ad-
dress Byzantine behaviour of nodes. To secure the proto-
col against malicious actors the protocol must secure con-
tainerized application and guarantee the execution. Exist-
ing solutions such as Intel SGX are not generic and inher-
ently impose hardware restrictions on the protocol. Re-
search should focus overcoming specific hardware imple-
mentations of trusted computation.
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