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Steganography is a technique used to hide data within other data, emerging from the realization that
information is valuable and must be concealed. By considering the potential of blockchain technology,
which produces and stores data in an immutable chgis,clear that steganography can be effectively
applied alongside blockchain to hide information. This approach eliminates the need for traditional hiding
methodslin this study, we aim to hide text messages within encrypted images using a new sagignogr
based blockchain, making them appear as ordinary encrypted images. The AES algorithm in CBC mode
was used to encrypt both images and t&xash image was split into 32yte blocks, with a special block
allocated for text, allowing for a text size 82 characters. The robustness of the proposed technique
against differential attacks was assessed using unified averaged changed intensity (UACI), number of
pixels change rate (NPCR), entropy analysis, and correlation analsésoutcomeare 99.6221% fo

NPCR, 33.5886 for UACI, and 7.9992 for the entropy value. Both statistical measures and differential
metrics confirm the algorithm's effectiveneBsis showsthat the proposed encryption method generates
random images and secure texts that are resistadifferential attacksand offer a prominent levebf

security.

Povzetek: Razvi¢ nov pristop steganografije z uporabo algoritma AES in blockchaina za varno skrivanje

besedila v gifriranih slikah, s |imer dosega Vvisokc
1 Introduction breaches, as its encrypted form can attract the atterftion

] ) ) attackers and potentially be altered or bodeed.
Textual datglaysanimportant role in many practicgt].  consequently, it is an inadequate technique for ensuring

Research on data security and data hiding over the yegiga security. To address this, researchers often employ
has demonstrated that combining steganography agga disguising methods to conceal the presence of crucial
encryption techniques can effectively conceal data a%ta, making it less likely to be detected by intrud@ys
prevent its discovery[2]. Therefore,in this hiding There are generally two encryptiolechnique types:
approach, data preprocessing is necessary using Cer%metric and asymmetrif5]. Symmetric encryption
cryptography techniquef8]. Most moderrtechnologies iilizes the identical key for both decryption and
utilize different transporter messages, includingeois encryption by the sender and the recipient, as seen in the
images, and texts. Nevertheless, image files continue to Rgyanced Encryption Standard (AEf]. Asymmetric

the most commo_nly used transporter format since t_hey_ %8y encryption,or public key encryption, uses different
easy to transmit between two actively communicatingeys for encryption and decryption. The encryption
parties[4]. The novel steganography of blockcha@iased  rocess utilizes a public key, accessible to everyone, while
technique is an essential contribution of this research thgk decryption process utilizes a private key, only
incorporates cryptography alongside steganography #cessible to authorized individuals. An example of this is
enhance data security. the RivestShamii Adleman (RSA) lorithm [6].

1.1 Image processing 1.2 Blockchain technology

Various daa safeguarding procedures, such ag|ockchain is a grountireaking technology that enables
cryptographic and data concealing strategies, have b&gR creation of distributed databases where information is
proposed to address information security iSSUe§iored as an evaxpanding chain. Once data is stored, it
Cryptographic methods scramble and convert privaignnot be altered because each block is linked to the past
information  into an  indecipherable format forgne ysing a function of hastryptography This linkage
unauthorized indiwduals, providing significant security ansyres data consistency and prevents manipulation.

by altering the original data's format through encryptionzhanging a single bit within the chain would necessitate
However, encryption alone is not immune to security
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recalculating each hash from the blankdified to the hospitalsSo, concealing in this way renders the suggested
final block,whichwould consumsigrificant energy{7].  technique extremely hard to breach by a hacker,
Blockchain technology is one of the most crucial methodsrthermore, the anticipated stego images have an elevated
used to address secutj8}. As a consensudased system, qudity degree since the embedding capability of the host
blockchain requires each node to confirm the occurren@amagesds calculated before the private data are hidden (not
of a transaction and agree on all relevant details befogesater or fewer than the embedding capacity), this step
adding them to the ledger based on blockchain technologffers an elevated degree of confidentiality.

(BCT) [5]. Attackers might, however, take advantage dbeveloped a project to provide a secure and tappmof

the 51% weakness in the consensus mechanism to tak@y of authenticating user identity across multiple
control of the entire Blockchaif@]. Advantages of a platforms by using a combination of image steganography
blockchain include its ability to be tampgroof and and the Ethereum blockchain, this is done by hiding user

safeguard data from integritbased assaul{$0]. identity information within images using image
steganography and thestoring these images on the
1.3 Steganography Ethereum blockchain as Ndfungible Tokens (NFTSs),

.this allows to create a verifiable and immutable record of
Steganography research has evolved alongside

technological advancements and e SODOMUNItIES each user's identity, which can be easily authenticated on
g Meggopp ' any platform that suppts the Ethereum blockchajihl].

There is a growing interest in integrating steganograpr}:y safety scheme based on blockchain is suggested for

with blockchain technology, driven by a better xchangesf digital images in a mulparticipant settin
understanding of blockchain's potential in enhancing dafa 9 9 9 P 9
in' the suggestedmethod, to generate space for data

security, leveraging distributed architecture, and ensur”l%ncealing, the digital image is initially compressed,

anonym_|ty. As aresult,_ block_chaln has become Followed by embedding of the user signature and the
compelling area of study in the field of steganograiehy encryption of the entire image; JPEISsy compression is

Steganography involves concealing data withireodata, used for compression to generate elevated capacity, while

which can later be extracted at its destinatiblnis ; : . T .
. . . . ; . any symmetric blockipheror streanctipheris utilized in
technique is mostly combined with encryption to provide

an additional layer of data protectidal]. In digital encryption, . consequently, ~experimenting outcomes

images, data concealing is certainly the greatest techni digplay that the suggestétbckchainbasedrame offers

e .
since it makes it simple to conceal sensitive informationc:lf%1evated saty and the suggestedeversible data

theimages without compromising the image diyal12]. concealing scheme produces elevated image quality and

; . __capacity[12].
For steganography to be considered successful, it m arllgposg[d ; scheme of Reversible Data Hiding on the
meet certain requirements at a high level, includin&

imperceptibility (undetectability), security, payload ncrypted Images (RDHEI) for incorporating personal

capacity, and robustnef2]. By embedding a secret textdata into medicamagesto evacuate additional space for

inside digital media, steganography aims to prevel(ﬂjfta embedding capacity, this suggested scheme utilized
attackers from seeing th@ddentext and maintain the stream cipher, thethe doctor encryptp a t i redicab o

secrecy of the secret ddt]. histories and afterward produces a Ciphered

The rest of the research is planned as fdatogection 2 Steganography Medical Image (CSMI) via the RDHE!

givesalliterature review, section 3 delivers related works‘T’Cheme’ in-which the encrypted medical history is

; : . rfncorporate into atientds
section 4proposesncryption model, section discusses P P

performance evaluation metrjcandsection 6discusses prowdg an integrity gheck, the hash value of C3MI
Finally, sectiori7 concludes saved in a blockchain system frequently employed for

upcoming authenticatiofi 3].

2 Literature review
Proposed the Ozyavas Takadddjouni (OTA)

3 Related works

. . rince and Yungchedb], suggest using @ermission
algorithm as a new strategy for blockchain steganograpﬁ ivate blockchain in the context of the 10T to protect the

which  removes the shortcomings encountered i!hage during encryption, so that image data’s security and
conventional blockchain steganography technology and 9 9 yption, 9 y

within this framework, they introduced OFé#hain and a privacyare guaranteed by this approach, which stores the

new OTAsteganography algorithm, furthermore, thdmage's cryptographic pixel values on the blockchain,

X L consequently, the encrypted results demonstrate how

suggested strategy will resolve two princigefectsof the ; )
o . successful the suggested scheme is at preventing data
present strategy: minimal resistance to steganalysis

. . o €aks and maintaining security.
following stegeoperation and the restriction placed on th?\/lalika and Rana [14], propose a technique to encrypt
amount of data that can be coall in the cover » brop N b

multimedia[2]. images basedroblockchain and Feedback Carry Shift

Register (FCSR), the proposed solution encrypeges

To introduce a novel method for covertly concealln%mol stores values on the blockchain, so that the FCSR

medical data, the proposed approach divides privale . ) . ; .
: : . ensures image information security and the blockchain
COVID-19 records into multiple segments, which are then . . . )
: o ; ; : ensures the security and privacy in the transit.
hidden within various &st images. A hash is used as .
. . . . : haskaan et al[15], introduced a new BlockchaBecure
pointer to identify the stego images across differe

ptimal Lightweight Cryptographyestablishedon the



AES-Based Steganography Using Blockchain: A Novel Appréach Informatica48 (2024 67i 78 69

Image Encryption (B&WCIE) method of the Saba et al[16], this study proposes Blockchairbased
environment of industrial 4.0, this method includee Chaotic Arnold's cat map Encryption scheme (BCAES),
creation of hash function based on ideal LWC withideadl hat 6 s because cloud storage
key production utilizing the algorithm offitken Swarm subject to various security risks, so by using Arnold's cat
Optimization (CSO) which originates the fitness functiomap encryption algorithm, BCAES first encryptise

through the maximizing of Peak Signal of Noise Ratiimage and then trafess the encrypted image to a cloud
(PSNR), besides, cryptologic the pixel values for server and saves endorsed plain image document in a
encrypted image within the BCT are kept by the-BCblockchain.

LWCIE method for guaranteeingonfidentiality within Tables 1(a and b)llustrate thesummary of theesults of
Industrial Internet of Things (lloT) environment. the related works.

Table TA: Related works results

. Color of Entropy o o
Ref. Type of image image Images (bits) UACI (%) | NPCR (%)
: Cameraman
Prince and Lena 79972
Yungcheol 2020, | Benchmark image gray ' 33.4187 99.6023
Man 7.9978
[5]
Truck
Lena 7.9986 33.45 99.69
Malika and Rama Benchmark image ra Cameraman
2021,[14] ge| gray Peppers
Baboon
Airplane 99.340
Baboon 99.230
Bhaskaran et al. Benchmark image color Barbara 97.260
2022,[15] 9 gray Camerama 99.470
House 96.890
Lena 99.570
Image (1) 7.9992
Image (2) 7.9991
Saba Fltbf’i" 2024, Medicalimage | c°lo" Image (3) 7.0992 | 33.21 99.63
Image (4) 7.9992
Image (5) 7.9992
Table 1B: Related works results
Correlation Coefficient
Ref. Color of
Image ; Horizontal Vertical Diagonal
image
Prince and Original image 0.944198 | 0.961276 | 0.899276
Yungcheol Cameraman :
2020,[5] Encrypted image -0.042225 | 0.036725 | -0.058265
Ig/la"kaz?)gi . Original image
ama , ena
Blue 0.9776 0.9759 0.9568
Saba et al Original image Green 0.9668 0.9688 0.9402
azoazi al Red 0.9597 0.9711 0.9365
[16] ' Blue 0.00007 0.0044 -0.0019
Encrypted image Green 0.0036 -0.0006 -0.0030
Red 0.0009 0.0064 -0.0027

4 Proposed encryption model on data in blocks, dividing it into 128t blocks (16

_ ) . bytes).We will apply zero padding for data sizes that are
In this study we applied the AES cryptographic ot mytiples of 16 bytes. We will use the Cipher Block
algorithm, a symmetric encryption method that utilizes th@haining (CBC) modewhich is known for producing
same key foall encryption and decryptioAES operates jtferent ciphertext blocks even when identical plaintext
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blocks are encryptdd 7]. We will use the secrets module 4.3 Image decryption

to generate the key and Initialization Vector (1V). After verifying the validity of the blockchain,

To manage data, including account aUthem'Cat'orﬁ'egadecimal data is converted back into bytes, from which

passwords, related secrets, and security tokens, the seqie Skey and initialization vector (IVare extracted. The

modgle lgSenerates cryptographically strong randorN/.S padding is removed to initiate the decryption process.
numberg18]. The block containing the text is decrypted first, and the

In blockchain applications, public blockchains arepadding is removed if included. Subsequently, the

typically favored when involving cryptocurrency O.rremaining blocks are decrypted, and the padding from the

engaging the entire community. However, for SCeNarqzst block is removed if present. Encrypted bytes can be
requiring privacy and restricted accdg$. In our case, transferred to another system wdhey can undergo

private blockchains are often preferyed we will utilize . _decryption to restore their original values. Ultimately, the
them. The proposed model encompasses Vanous,ia'is compiled to reconstruct the image.

operational phases, including image encryption,

blockchain validation, and image decryption. . .
5 Performance evaluation metrics
4.1 Image encryption Choosing datasets is extremely important for the

A novel stegnography method has been developed @(pe_:riment[lg]. Ir.rjages"datasets can pe present in three
conceal confidential messages within a host image whi@ying shapes: rédreeri blue (RGB), binary (black and
minimizing distortion of the stego images. During imag&/Nite), andgreyscalémaged4].

encryption, the image is converted into a series of bytes fy this study, we will use RGB images. The size of the

prevent access to its original form, enhancidigital tested image is 256 x 2pbxels,and all images are stored

content security. Digital images and text are encryptdd BMP format. The tests were accomplished on PC i5
using the AES algorithm in CBC modehe encryption 12450H, 5126_8 SSD, and 8GB RAM. The simulation is
process involves generating a-Bgte key and a 16yte _conducte_d using P)_/thon 3.9.18. Three standard test
initialization vector using the secrets modulée image Mages, including "Airplane”, "Barbara”, and "Peppers
is segmented into 3@yte blocks and encrypted, with the &€ utilized. To evalate the encryption algorithm, we will

last block padded if its size is less than 32 bytes, ensurii@!yZ€ the histogram to asspsel dissemination in the
that all blocks maintain the same size. original and cipheretinages We will also use NPCR and

In addition to image encryption, a private blockchain iYACI as starjdards tq assess resistr_:mce against differential
utilized where each block contains 32 bytes of data. Ea8RCkS The information entropy will be callated to
block comprises the previous block hash, timestamgiSSestheunpredictability of the encrypted image, and the
block number, data, nonce, and hashes generated from $qgélation coefficient will be used to measure the
components. Two hash types, St3/256 and SHA256, S|_m|Iar|ty between the encry_p?ed and the orlglna_l image.
are employed. The blockchain starts with the genedidgures 1 and 2 show the original and encrypted images.
block, followed by the key and initialization ater (IV)

with a 16byte padding to achieve a-B¥te size.

A dedicated block is allocated for textual ddtisers can
input up to 32 characters of text; if the text exceeds this
limit, a message stating "Text is too long for a single block /
encryption” isdisplayed, whereas padding is addethé
text is not long enough to ensure that all blocks are
uniform in size. All blocks are stored in a JSON format
file and serialized on the blockchain. Data is converted
from bytes to hexadecimal before being appeniethe
file.

4.2 Validating of blockchain

Before decryption begins, the blockchain undergoes
verification by recalculating the hash for each block in the
chain. It ensures that the recalculated hash matches the
hash stored in the file and verifies that tieyious hash

of each block correctly refers to the hash of the preceding

block in the chainA message confirming the blockchain's ) o
validity will be displayed if no tampering is detected. Figure 1: The original images
However, if an inconsistency is found, the block number

and the recaulated hash will be shown, followed by a

message indicating that the blockchain is "invalid"
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Airplane

Barbara

Peppers
Figure 2: The encrypted images

5.1 Histogram analysis

The image histogram holds significant importance in
image analysis where the perfect ciphered image should

have a uniform distribution frequen{30].

Figure 3 (a, b, and c) shows the histogram analysis of the
RGB original and ciphered image channels. It is clear that
the histograms of an encrypted image are umifend
random, it can be concluded that the recommended
method lacks any useful statistical information about the
encrypted image. Furthermore, because the text is hidden
as a block in the blockchain, it does not affect the

histogram analysis of the image.
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Figure 3: Histogram Analysis in red, green, and blue for
original and encrypted images

5.2 Differential attack

To determine if the suggested encryption algorithm is
capable of withstanding differential attacks, Unified
Average Changing Intensity (UACI) and Number of
Pixels Changing Rate (NPCR) exist as two crucial
assessment metrics to conduct analyses of differential

attacks
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Brp h
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where for the image, the height is M and the width is Nencrypted images. The resultant NPCR is near the ideal
when values in C1 and C2 are simil@(Q®= 0, and percentageof 99.6094%,and UACI is near the ideal
when they differ, it equals 1, accordingly, the cipheregdercentagef 33.4653%[21]. These outcomes illustrate
images, before and after one pixel of the plain image ibat the encryption approach used is responsive toward
changed, are denoted thghd1(QQand62(QQ[21]. minor changes, réstant to differential attackend has an
The encryption algorithm should not be affected by minaglevated degree of safety. Additionally, because the text is
adjustments to the original image. To verify the sensibilithidden asablock in the blockchain, it does not affect the
of the image, we changed only one pixeltlie original UACI and NPCRresults

image and encryptethe original and modified image.

Tables 2 and 3 show UACI and NPCR values for both

Table 2: Result of UACI

Images | Color | Proposed ZAID et al.[22] | Osama et a[23]
Red 33.5536 33.38
Airplane | Green | 33.5100 33.39
Blue 33.5578 33.55
Average| 33.5405 33.55539 33.44
Red 33.6211 33.24
Barbara| Green | 33.5674 33.29
Blue 33.5773 33.37
Average| 33.5886 33.46354 33.3
Red 33.4312 33.54
Peppers| Green | 33.6079 33. 34
Blue 33.5911 33.28
Average| 33.5434 33.83490 33.3867

Table 3: Result of NPCR

Images | Color | Proposed Bhaskaran et aJ15] | ZAID et al.[22] | Osama et a[23]
Red 99.6185 99. 621
Airplane | Green | 99.6429 99.670
Blue 99.6048 99. 653
Average| 99.6221 99.340 99.61344 99.6485
Red 99.6262 99.581
Barbara| Green | 99.6201 99. 4585
Blue 99.6292 99.429
Average| 99.6251 97.260 99.62158 99.4888
Red 99.5682 99.59/4
Peppers| Green | 99.6216 99. 642
Blue 99.6231 99.249
Average| 99.6043 99.60937 99.4954
5.3 Information entropy the s character probability, and for the best encryption to

Entropy determines the image uniformity by quantifyinﬁ achieved, the entropy quantity must reaf2v§

image randomness, and it can be calculated for a mess 2 Z:ritrg gf thFi)s rimeaseeisn c;[loze t; tr;]eetartethvglﬁee
source (s) by the formula below: by 9 9 '

. s indicating that the encrypted images are randonis Th
(O B ni 1l &= 3) suggests that the proposed encryption scheme can
withstand statistical attackisloreover, because the text is

where entropys stated in bits, while the H(s) represents hidden asablock in the blockchain, it does not affect the
randomness of the encrypted image
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Table 4: Infornation entropy result

Images | Color | Proposed ZAID et al.[22] | Osama et a[23]
Red 7.325¢
Airplane | Green 7. 283§
Blue 7.1509¢
7.9992 7.99904 7.2564
Red 7. 735¢
Barbara| Green 7. 6301
Blue 7.568]1
7.9992 7.99910 7.6447
Red 7. 6661
Peppers| Green 7. 7451
Blue 7.178§
7.9992 7.99890 7.5301
5.4 Correlation coefficient analysis Table 5 (a, b, and @resentshe values for each direction

f]pr encrypted and original images. Table 6 reveals the

An original image regularly shows a definite degree utcomes of analyzinthe correlationbetweerencrypted
correlation among all two adjoining pixels, so an efficien? A y ; ypted,
nd original images and the correlation between original

encryption method must diminish the correlation amongnd decrypteimages For original and decryptethages

adjoining pixels to zer{21]. ; . ;
Figures 4 (a, b, and ¢) ané (a, b, and c) shovihe the co_rr_elatl_on value_ls 1, this means that we could recover
the original image without any loss of pixels.

correlation coeffigent ofthe original input image anthe r the text, we used a set of sentences consisting of a set
encrypted image. They demonstrate that the correlati(ng? letters a'ndcalculatcd the correlation betweernghe
coefficient is extremely elevated the original image, original and encrypted texnd also between the original
while it is zero inthe encrypted image, which showls aang the decryptezptext Tabld iflustrates the text resgults
close correlation between pixels within the of the correlation analysis. The result demonstrates that

horizontal, and diagonal direction tfe original image e zerecorrelationcoefficient is alscsatisfied,and the
this correlation becomes extremely low in encrypteH]. ; . '
original text could be recovered without ags.

images.

Channel 1 - Horizontal Channel 1 - Vertical Channel 1 - Diagonal

50 100 150 200 50 100 150 200 50 100 150 200

Channel 2 - Horizontal Channel 2 - Vertical Channel 2 - Diagonal

Channel 3 - Horizontal

(a) The Airplane | mage
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Figure 4. Correlation Analysis for the original image for each channel
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(a) AThel ane | mage
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Figure 5: Correlation Analysis: (a) Airplane, (b) Barbara, (c) Peppers for the encrypted image for each channel

Table 5A: Results of horizptal

| mag Hori zont al

Red| Gregq Bl u|lAver
Al rop Or i gi 0.9327| 0.9220| 0.9453| 0.9333
Encr y| 0.0057| 0.0016 | 0.0004| 0.0026
Bar b Or i gi 0.9011| 0.8970| 0.9125| 0.9036
Encr y| -0.0053| 0.0023 | 0.0014| -0.0005
Pepp Or i gi 0.9606| 0.9670| 0.9533| 0.9603
Encr y| -0.0045| -0.0056| 0.0042| -0.00196

Table 5B: Results of vertical

Images Vertical
Red Green | Blue | Average
Airplane Original | 0.9151 | 0.9278| 0.8983 | 0.9137
Encrypted| -0.0013| 0.0003 | -0.0041| -0.0017
Barbara| Original | 0.9445| 0.9405| 0.9504 | 0.9451
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Encrypted| 0.0007 | -0.0036| 0.0017 | -0.0004
Original | 0.9646 | 0.9722 | 0.9598 | 0.9655
Encrypted| 0.0015 | -0.0020| 0.0004 | -0.00003

Peppers

Table 5C: Results of diagonal

| ma Di agonal
9 Red| Greg Bl u|{Aver
Ai Or i gil 0.8611| 0.8688| 0.8673 | 0.8657
PlEncr y| -0.0052| 0.0005 | 0.0027 | -0.0007
Bar b Or i gil 0.8584| 0.8484| 0.8718 | 0.8595
Encr y| -0.0000|] 0.0035| -0.0017| 0.0006
Pe Or i gil 0.9306| 0.9416 | 0.9200 | 0.9307
PPEncr y| 0.0048 | -0.0026| -0.0021| 0.00004
Table 6: Correlation coefficient analysis
I mag Pr op(
. Ori gimrmadr y -0. 00
Airp - -
OrigiDe@adyp 1.00
Or i g+ mHmd 0.00
Bar b ' I g_ mary
OrigtDeadyp 1.00
i gt B -0.00
Peppor_lg_ rdry
OrigitDeadyp 1.00

Table 7: Correlation coefficient
Text Pr op¢

Ori gitkmdry 0. 01
OrigiDe@adyp 1.00
Ori gitmmdr y| -0. 00
OrigiDe@adyp 1.00
Ori gtkmdry 0. 01
OrigiDeadyp 1.00

Data hidder

Il mage steg

Message en

6 Discussion Additionally, this study uses a symmetric kéyat is

, generated and stored not as an external key, but as a block
The results for UACI (%) and NPCR (%) shown in Tabl&yithin the encrypted image. This approach ensures that the
2 and Table 3 are practically equal or greater than the otlj(%ry block is the same size as thiay blocks, making the
techniquesmentioned in the related work, especially thq<ey undetectable.

techniques proposed by Bhaskaran efl@l], ZAID etal.  The gverhead of this encryption approach is influenced by
[22], and Osama et a[23] studies thauisethe same poth the size of the image and the complexity of the
images used in this study. This is also applied to g cryption processwhile integrating blockchain adds
information entropy result as shown in Table 4. Thigqgitional computational overhead, it improvese th

demonstrates that the encrypted images are random, &@d\rity of encrypted images and hidden texts. Moreover,
this recommended encryption scheme can resist statistigal.an “detect any tampering in the encrypted images
attacks. The reason fdrat is the use dheAES algorithm  y54ing the integration more cestfective.

with CBC mode which has the advantage of not creating

identical ciphertext blocks even if the plaintext blocks ar .

identical[17]. 7 Conclusion

Additionally, the text is stored within the encrypted imagé his study focuses on maintaining the integrity of hidden
blocks and not within the image pixels which mightext through a novel steganaghybased blockchain
otherwise affect theulity of the image or necessitate themethod. The approach utilizes symmetric encryption and
use of more than one ima@d. So, the text is encrypted cryptographic hash functions, yielding favorable results in
and stored with the rest of the image blocks ensuring thiatage encryption. Moreover, the model ensures seamless
there is no need tmanipulate the image pixdisstore the integration of text without impacting image pixels, thus
text. effectively meeting the imperceptibility (undetectability)
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requirement. Standardizing block sizesre appliedto
achieve this goal, resultingn 99.6221% for NPCR, [12]
33.5886 for UACI, and 7.9992 for the entropy value. Both
statistical measures and differential niest confirm the
algorithm's effectivenessThe blockchain component
further ensurethedetection of any tampering, as changes

to blockchain transactions affect the associated hashes,
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