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The rapid advancement and proliferation of Cyber-Physical Systems (CPS) have led to an exponential
increase in the volume of data generated continuously. Efficient classification of this streaming data is
crucial for predicting system behaviors and enabling proactive decision-making. This research aims to
extract actionable knowledge from the continuous data streams of CPS and predict their behavior using
advanced supervised learning algorithms. The predictions facilitate timely interventions and necessary
actions within the interconnected physical network. The background of this work lies in the intersection
of CPS, machine learning, and data stream mining. Traditional batch processing methods are inadequate
for real-time analysis of CPS data due to their inherent latency and computational inefficiency. This
research employs state-of-the-art techniques for real-time data processing, including incremental
learning, sliding window models, and ensemble methods tailored for streaming data. Our approach differs
from existing works by focusing on a comprehensive framework that integrates real-time data ingestion,
preprocessing, feature extraction, and model updating in a seamless pipeline. Unlike previous studies that
often rely on static datasets and offline analysis, our method ensures continuous learning and adaptation
to evolving data patterns. Comparative analysis with existing techniques demonstrates superior
performance in terms of accuracy, latency, and scalability. Specifically, our models achieved an average
classification accuracy of 92%, with a precision of 90%, recall of 89%, and an F1 score of 89.5%. These
metrics indicate significant improvements over traditional batch processing methods, which typically lag
in responsiveness and adaptability. This research provides a robust and efficient solution for the real-
time classification of streaming data from CPS, enhancing the system's ability to predict behaviors and
take necessary actions promptly.

Povzetek: Predstavijen je izviren celovit ogrodni model za razvrséanje podatkov v realnem casu v

kibernetsko-fizi¢nih sistemih (CPS) z uporabo nadzorovanega ucenja.

1 Introduction

The integration of Cyber-Physical Systems (CPS) into
various sectors marks a significant advancement in
technology, enabling seamless interaction between
physical processes and computational systems. These
systems, encompassing applications such as smart grids,
autonomous  vehicles, industrial automation, and
healthcare monitoring, generate continuous streams of
data. This data, produced in real-time, holds valuable
insights that can enhance system performance, reliability,
and safety. However, the sheer volume and velocity of this
streaming data present significant challenges in terms of
processing and analysis. Efficient classification and
prediction of CPS behaviors using this data are crucial for
timely decision-making and intervention [1,2]. Cyber-
Physical Systems are characterized by their ability to
integrate  physical processes with computational
capabilities through a network of sensors, actuators, and
controllers. The data generated from these components

need to be processed in real-time to ensure  optimal
performance and to address potential issues proactively.
Traditional batch processing methods are inadequate for
this task due to their inherent latency and computational
inefficiency. Instead, there is a need for techniques that
can handle the continuous, high-speed influx of
information in a CPS. Supervised learning algorithms
have shown considerable promise in various predictive
tasks within data science. These algorithms can identify
patterns and relationships within historical data and
predict future outcomes [3]. However, applying these
techniques to streaming data requires adaptations to
manage the continuous flow and update the model
incrementally [4]. This research focuses on developing an
efficient framework for classifying and predicting CPS
behavior using supervised learning, including advanced
models like Hidden Markov Models (HMM) and Explicit-
Duration Hidden Markov Models (EDHMM).

To achieve these objectives, this research employs a
variety of advanced techniques tailored for the unique
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challenges of streaming data from CPS. Real-time data
ingestion and preprocessing are facilitated by leveraging
stream processing frameworks such as Apache Kafka and
Apache Flink, enabling efficient data ingestion and
ensuring that real-time data cleaning and normalization
techniques maintain data quality and consistency.
Incremental and online learning algorithms like Online
Gradient Descent, Incremental Decision Trees, and
Adaptive Random Forests are utilized, along with sliding
window techniques to retain recent data, ensuring the
model adapts to the latest trends and patterns [5]. Hidden
Markov Models (HMM) are employed to model the
stochastic processes underlying CPS data, capturing
temporal dependencies and sequential patterns. HMMs
consist of states representing different conditions or
modes of the CPS, observations that are data points
generated by the CPS and are probabilistically dependent
on the states, transition probabilities indicating the
likelihood of transitioning from one state to another, and
emission probabilities representing the likelihood of
observing a particular data point given a state. By
continuously updating the transition and emission
probabilities as new data arrives, HMMs enable real-time
tracking of the system’s state and prediction of future
behaviors. Explicit-Duration Hidden Markov Models
(EDHMM) extend the capabilities of HMM by explicitly
modeling the duration that the system spends in each state,
which is particularly useful for CPS where the duration of
certain states significantly impacts the system’s behavior,
such as machinery operating cycles or sensor activation
periods. EDHMM components include state durations,
which are probabilistic distributions defining how long the
system remains in a given state, and transition and
emission probabilities similar to HMM but adjusted to
account for state duration distributions. By incorporating
state durations, EDHMM provides a more accurate
temporal modeling, enhancing the prediction of CPS
behaviors over time.

Feature extraction and engineering are also crucial,
involving the development of methods for real-time
feature extraction that allows dynamic computation of
features as new data arrives and the creation of features
based on domain knowledge that capture critical aspects
of CPS behavior such as temporal patterns and anomaly
indicators. Model evaluation and adaptation are facilitated
by establishing a real-time evaluation pipeline that
continuously monitors model performance using metrics
like accuracy, precision, recall, and F1 score, and
implementing strategies to handle concept drift, such as
retraining models based on performance degradation. This
research distinguishes itself from existing works by
offering an integrated framework that combines real-time
data processing, incremental learning, and advanced
modeling techniques like HMM and EDHMM. While
previous studies often focus on isolated aspects of CPS
data analysis, this work emphasizes a comprehensive
approach that addresses the practical challenges of
dynamic CPS environments. The comparative analysis
highlights significant improvements in performance
metrics. The proposed methods achieved an average
classification accuracy of 92%, with precision, recall, and
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F1 scores consistently outperforming traditional batch
processing techniques. These results validate the
framework's ability to handle the complexities of CPS data
streams effectively. The practical implications of this
research are profound, offering enhanced operational
efficiency and reliability in various CPS applications. For
instance, in a smart grid, accurate predictions of power
demand and equipment failures can optimize energy
distribution and maintenance schedules. In industrial
automation, predicting machine failures and operational
anomalies can prevent costly downtimes and improve
production efficiency.

The primary objective of this research is to develop an
efficient framework for the classification of streaming
data from CPS, enabling the prediction of system
behaviors and facilitating timely interventions. This
overarching goal can be broken down into several specific
objectives: Develop methods for real-time ingestion and
preprocessing of streaming data; Ensure the system can
handle high-velocity data streams without significant
latency; Implement supervised learning algorithms
capable of incremental learning, allowing the model to
update continuously; Explore techniques such as sliding
window models and online learning to maintain model
relevance over time; Design robust feature extraction
mechanisms that can operate in real-time; Identify and
create features that are predictive of CPS behaviors,
ensuring these features can be computed on-the-fly; Apply
HMMs to model the probabilistic relationships and
temporal dependencies in CPS data; Extend HMMs with
EDHMM to incorporate state durations, providing more
precise temporal modeling; Establish metrics for
evaluating model performance on streaming data,
including accuracy, precision, recall, and F1 score;
Develop strategies for model adaptation to cope with
concept drift and changing data patterns; Compare the
performance of the proposed framework against
traditional batch processing methods and other state-of-
the-art techniques; Conduct experiments to demonstrate
improvements in accuracy, latency, and scalability; Apply
the framework to real-world CPS scenarios, such as smart
grids and industrial automation systems; Showcase how
the predictions and classifications can drive actionable
decisions within the CPS.

2 Literature review

The increasing complexity of Cyber-Physical
Systems (CPS) and their integration into various sectors
necessitate advanced data processing and predictive
techniques to ensure optimal performance and security.
The literature reveals a range of approaches for handling
streaming data, including supervised learning, clustering,
active learning, semi-supervised learning, and advanced
models such as Hidden Markov Models (HMM) and
Explicit-Duration Hidden Markov Models (EDHMM).

Cheng et al. (2021) [6] introduced MATEC, a
lightweight neural network designed for online encrypted
traffic classification. This approach addresses the
challenges of real-time data classification in CPS by
focusing on the efficiency and speed of the model, making
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it suitable for environments where data streams are
continuous and rapid. The model's lightweight nature
ensures that it can be deployed in resource-constrained
settings without compromising performance. Coletta et al.
(2019) [7] proposed combining clustering and active
learning to detect and learn new image classes. This
method is particularly relevant to CPS, where new patterns
or anomalies must be detected promptly. By integrating
clustering with active learning, the system can identify
novel classes of data efficiently, enhancing its ability to
adapt to changing conditions in real-time. Din et al. (2020)
[8] focused on online reliable semi-supervised learning for
evolving data streams. Their approach leverages both
labeled and unlabeled data, ensuring that the model can
learn effectively even when labeled data is scarce. This
method is crucial for CPS, where obtaining labeled data
for every new scenario can be impractical. The semi-
supervised learning model adapts to changes in the data
stream, maintaining high performance despite evolving
conditions. Dong et al. (2022) [9] presented an
interpretable federated learning-based framework for
network intrusion detection. Federated learning allows
multiple devices to collaboratively learn a model without
sharing raw data, addressing privacy concerns inherent in
CPS. This approach ensures robust security measures
while maintaining the confidentiality of sensitive data
across the network. Folino et al. (2020) [10] developed a
genetic programming-based ensemble classification
framework for time-changing intrusion detection data
streams. This ensemble approach combines multiple
models to improve overall prediction accuracy and adapt
to changes in the data. The genetic programming aspect
allows the system to evolve over time, ensuring that it
remains effective in the face of new threats. Hu et al.
(2018) [11] introduced a random forests-based class
incremental learning method for activity recognition. This
technique is particularly useful for CPS, where new
activities or behaviors may emerge over time. The
incremental learning approach ensures that the model can
continuously adapt without needing a complete retraining,
making it efficient for real-time applications.

Yagyu et al (2020) [12] discussed hierarchical
aggregation of select network traffic statistics,
emphasizing the importance of efficient data aggregation
in CPS. This method enhances the scalability and
manageability of data streams, ensuring that the system
can handle large volumes of data without significant
latency. Janior et al. (2019) [13] explored novelty
detection for multi-label stream classification, a critical
capability for CPS to identify and respond to new and
unforeseen events. Their approach ensures that the system
can maintain high accuracy and reliability even when
encountering novel data patterns. Kalinin and Krundyshev
(2022) [14] applied quantum machine learning techniques
for security intrusion detection. This cutting-edge
approach leverages the computational power of quantum
computing to enhance the efficiency and accuracy of
intrusion detection, offering a promising direction for
future CPS security measures. Kumar et al. (2020) [15]
proposed an online semantic-enhanced Dirichlet model
for short text stream clustering. This model addresses the
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challenges of clustering and classifying short text data in
real-time, which is relevant for CPS applications
involving text data, such as social media analysis or sensor
logs. Li et al. (2020) [16] introduced a classification and
novel class detection algorithm based on the cohesiveness
and separation index of Mahalanobis distance. This
technique ensures that the system can effectively classify
data while detecting new classes, crucial for maintaining
the adaptability and accuracy of CPS. Lu et al. (2019) [17]
reviewed learning under concept drift, highlighting the
challenges and solutions for maintaining model
performance in dynamically changing environments.
Concept drift is a common issue in CPS, where the
underlying data distribution can change over time. The
review covers various strategies to detect and adapt to
concept drift, ensuring that models remain effective.
Wang and Chen (2019) [18] discussed the construction of
a data aggregation tree with maximized lifetime in
wireless sensor networks. This method focuses on
optimizing the lifetime of the network, which is essential
for the sustainability and reliability of CPS. Xu and Duan
(2019) [19] surveyed big data applications for CPS in
Industry 4.0, highlighting the role of data analytics in
optimizing industrial processes. Their survey covers
various techniques for processing and analyzing big data,
emphasizing the importance of efficient data management
in CPS. Zaitseva and Lavrova (2020) [20] explored the
self-regulation of network infrastructure in CPS based on
the genome assembly problem. This innovative approach
applies biological principles to optimize network
performance and self-regulation, offering a novel
perspective on CPS management. The literature provides
a comprehensive overview of various approaches for
handling streaming data in CPS. These methods range
from lightweight neural networks and federated learning
to quantum machine learning and genetic programming-
based ensemble classification. Each technique addresses
specific challenges related to real-time data processing,
adaptability, and security in CPS. The integration of these
advanced methods ensures that CPS can operate
efficiently and effectively in dynamic environments,
maintaining high performance and reliability. The
proposed work overcomes the challenges in existing
works by offering an integrated framework that combines
real-time data processing, incremental learning, and
advanced modeling techniques like HMM and EDHMM.
Traditional methods often suffer from limitations such as
latency, inefficiency in handling high-velocity data, and
inability to adapt to evolving data streams. By leveraging
real-time data ingestion and preprocessing with stream
processing frameworks like Apache Kafka and Apache
Flink, the proposed framework ensures efficient handling
of continuous data. Incremental and online learning
algorithms such as Online Gradient Descent, Incremental
Decision Trees, and Adaptive Random Forests allow the
model to update continuously, addressing the challenge of
maintaining model relevance over time. The use of HMM
and EDHMM enhances the framework's ability to capture
temporal dependencies and state durations, providing
more accurate temporal modeling. This approach ensures
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robust performance even in the face of concept drift, a
common issue in dynamic CPS environments.

3 Proposed methodology

The proposed methodology aims to create an efficient
and adaptive framework for the classification and
prediction of streaming data from Cyber-Physical Systems
(CPS). This section outlines the key components and
techniques employed in the framework, including real-
time data ingestion, preprocessing, supervised learning
algorithms, advanced modeling with Hidden Markov
Models (HMM) and Explicit-Duration Hidden Markov
Models (EDHMM), and real-time feature extraction. In
the realm of Cyber Physical Systems (CPS), the
continuous influx of data presents a significant challenge
and opportunity for real-time analysis and prediction.
Efficient classification and prediction of this data are
crucial for timely decision-making and ensuring the
reliability and safety of these systems. To address these
challenges, a comprehensive methodology involving
various data processing, modeling, and evaluation stages
is employed.

The first stage in handling CPS data involves data
ingestion, where data from various sensors and sources are
collected and integrated into the system. This stage is
critical for ensuring that the system can handle the volume,
velocity, and variety of data characteristic of CPS
environments. Once ingested, the data undergoes cleaning
to remove noise, handle missing values, and correct
inconsistencies, thereby ensuring the quality of the data
for subsequent analysis.

Following data cleaning, the data is transformed into
a format suitable for analysis. This transformation might
include normalization, scaling, and encoding of
categorical variables, which are necessary for preparing
the data for machine learning algorithms. Feature
extraction follows, where relevant features are identified
and extracted from the raw data. These features are
essential for capturing the patterns and behaviors of the
CPS [21]. Feature selection then plays a crucial role in
improving model  performance and  reducing
computational complexity. By selecting only the most
relevant features, the dimensionality of the data is
reduced, which helps in building more efficient and
effective predictive models. For modeling, supervised
learning algorithms are typically employed. These
algorithms are trained on historical data to learn the
underlying patterns and relationships, enabling them to
make predictions on new data. Popular algorithms include
decision trees, support vector machines, and neural
networks, each offering different advantages in terms of
accuracy, interpretability, and computational efficiency.
In addition to traditional supervised learning models,
advanced modeling techniques like Hidden Markov
Models (HMM) and Explicit-Duration Hidden Markov
Models (EDHMM) are used. HMMs are particularly
effective for modeling time series data and capturing
temporal dependencies, which are common in CPS data.
EDHMMs extend HMMs by incorporating explicit state
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duration modeling, making them suitable for applications
where the duration of states is an important factor. The
performance of these models is continuously evaluated
using metrics such as accuracy, precision, recall, and F1-
score. This evaluation ensures that the models remain
effective over time. However, in dynamic environments
like CPS, data distributions can change, leading to a
phenomenon known as concept drift. Concept drift occurs
when the statistical properties of the target variable change
over time, which can degrade the performance of
predictive models. To address concept drift, techniques for
detecting and adapting to these changes are integrated into
the system. When concept drift is detected, models are
retrained or updated to accommodate the new patterns in
the data, ensuring that predictions remain accurate and
reliable. This adaptive approach is essential for
maintaining the relevance and performance of the models
in the face of changing data environments.

DataTransformation
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Model Evaluation

Model Adaptation

Figure 1: Proposed architecture

Figure 1 outlines a systematic approach to the
efficient classification and prediction of streaming data
from Cyber Physical Systems (CPS). It begins with "Raw
Data" collection, followed by "Data Ingestion™ to gather
data from various sources. "Data Cleaning" is performed
to ensure data quality by removing noise and handling
missing values. The clean data is then transformed in the
"Data Transformation" stage to prepare it for analysis.

Next, the "Feature Extraction" stage identifies
relevant features, which are subsequently refined in the
"Feature Selection" stage to reduce dimensionality and
enhance model performance. The selected features are
then used for "Model Training" with supervised learning
algorithms, and "Model Prediction" is carried out to
forecast CPS behavior.

In parallel, the diagram includes advanced modeling
techniques like "HMM Training® and "EDHMM
Training," which produce "HMM Model" and "EDHMM
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Model," respectively. These models are integrated into the
prediction stage for improved accuracy.

"Model Evaluation" assesses the performance of the
predictive models, ensuring their reliability. The system
also includes "Concept Drift Detection" to identify
changes in data patterns over time, prompting "Model
Adaptation” to update and retrain models, maintaining
their effectiveness in dynamic environments. This
comprehensive workflow ensures robust and adaptive
prediction capabilities for CPS data streams.
and

3.1 Real-time data

preprocessing

efficient handling of continuous data streams is critical for
CPS. The proposed framework utilizes stream processing
frameworks such as Apache Kafka and Apache Flink to
facilitate real-time data ingestion. These technologies
ensure that data can be ingested at high speeds and with
low latency, crucial for maintaining the performance of
CPS.

ingestion

Data ingestion

Apache Kafka: Kafka is used to handle the ingestion of
large volumes of streaming data. Its distributed nature
allows it to scale horizontally, ensuring reliability and
fault tolerance.

Apache Flink: Flink complements Kafka by providing
real-time data processing capabilities. It allows for
complex event processing, real-time analytics, and
machine learning tasks on data streams.

Data preprocessing

Real-Time Data Cleaning: Techniques such as filtering,
normalization, and handling missing values are applied in
real-time to ensure data quality.

Data Transformation: Data is transformed into a suitable
format for the machine learning models. This includes
scaling features and encoding categorical variables.

Supervised learning algorithms

The core of the predictive framework relies on
supervised learning algorithms capable of incremental
learning. Incremental learning, also known as online
learning, allows models to update their parameters as hew
data arrives without requiring a complete retraining from
scratch.

Algorithms used

e Online gradient descent: This algorithm updates
the model weights incrementally for each new data
point, making it suitable for real-time applications.

e Incremental decision trees: Algorithms like
Hoeffding Trees are used to build decision trees
incrementally, allowing the model to adapt as new
data comes in.

o Adaptive random forests: This method extends the
random forest algorithm by allowing trees to be
added or pruned based on their performance on new
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data, ensuring adaptability to changing data
distributions.

3.2 Advanced Modeling with  HMM and

EDHMM

To capture the temporal dependencies and state
transitions in CPS data, the proposed framework employs
Hidden Markov Models (HMM) and Explicit-Duration
Hidden Markov Models (EDHMM).

Hidden Markov Models (HMM)

State Representation: HMMs consist of hidden states that
represent different conditions or modes of the CPS.
Observations are the data points generated by the CPS and
are probabilistically dependent on these states.

Transition and Emission Probabilities: HMMs use
transition probabilities to model the likelihood of moving
from one state to another and emission probabilities to
represent the likelihood of observing a particular data
point given a state.

Real-Time Updates: As new data arrives, the transition
and emission probabilities are updated in real-time,
allowing the model to adapt to new patterns and predict
future states accurately.

Explicit-Duration Hidden Markov Models (EDHMM)
State Duration Modeling: EDHMM extends HMM by
explicitly modeling the duration that the system spends in
each state. This is particularly useful for CPS, where the
duration of states (such as operational cycles or sensor
activation periods) significantly impacts behavior.
Duration Probabilities: EDHMM incorporates
probabilistic distributions that define how long the system
remains in a given state, enhancing the temporal accuracy
of predictions.

Temporal Precision: By incorporating state durations,
EDHMM provides a more precise temporal modeling,
improving the prediction of CPS behaviors over time.
extraction and

3.3 Real-time feature

engineering

Feature extraction is critical for the performance of
machine learning models. The proposed framework
includes methods for real-time feature extraction, ensuring
that features are dynamically computed as new data
arrives.

Feature Extraction Methods

¢ Sliding Window Technique: This technique involves
maintaining a window of the most recent data points
and computing features based on this window. It
ensures that the model focuses on the most relevant
and recent data.

o Domain-Specific Features: Features are created
based on domain knowledge, capturing critical
aspects of CPS behavior such as temporal patterns,
trend analysis, and anomaly indicators.

¢ Dynamic Computation: Features are computed on-
the-fly, allowing the system to adapt to new data
points and maintain high predictive performance.
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Model evaluation and adaptation

Evaluating the performance of the predictive framework
in real-time is crucial for maintaining its effectiveness.
The proposed framework includes a real-time evaluation
pipeline to monitor model performance continuously.

Evaluation metrics

e Accuracy, Precision, Recall, and F1 Score:
These metrics are used to evaluate the
performance  of  classification  models.
Continuous monitoring ensures that any
degradation in performance is promptly detected.

e Concept drift detection: Strategies such as
window-based evaluation and performance
monitoring are employed to detect concept drift,
ensuring that the model adapts to changing data
patterns.

Model adaptation strategies

e Retraining and update mechanisms: When
performance degradation is detected, the model
is retrained or updated to maintain its accuracy.

e Adaptive learning rates: Adjusting the learning

rate based on model performance helps in fine-
tuning the model continuously.

In the area of Cyber-Physical Systems (CPS), where
real-time data processing and predictive analytics are
paramount, the application of suitable algorithms plays a
pivotal role. Here, we introduce several key algorithms
tailored to address the challenges inherent in processing
streaming data within CPS environments. Online Gradient
Descent facilitates continuous learning by iteratively
updating model parameters based on observed data,
ensuring adaptability to changing conditions in the data
stream. Incremental Decision Trees, exemplified by the
Hoeffding Tree algorithm, dynamically grow decision
trees as new data arrives, efficiently handling streaming
data while preserving model accuracy with minimal
memory usage. Adaptive Random Forests offer a dynamic
solution to concept drift and changing conditions by
continuously monitoring individual tree performance and
replacing underperforming ones with new trees trained on
recent data. Hidden Markov Models (HMMSs) capture
temporal dependencies and state transitions in streaming
data, enabling predictive modeling and anomaly detection
in dynamic CPS environments. Finally, the Explicit-
Duration Hidden Markov Model (EDHMM) enhances
traditional HMMs by explicitly modeling state durations,
providing more precise temporal modeling and improving
predictive analytics accuracy in streaming CPS data.
These algorithms collectively form the backbone of our
proposed framework for efficient classification and
prediction in CPS, addressing the unique challenges posed
by streaming data in dynamic environments.

Algorithm: Online Gradient Descent
Input:

e Learningrate n

e Initial weights wo
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e Stream of data points (x.,y.) where x: is the
feature vector and y: is the target

Output:

. Updated weights w:

Procedure:
1. Initialize weights wo
2. For each data point (x;,y,) in the stream:
1.Predict y; =x, — 1, x;
2. Compute the error e:=y, — ¥;
3. Update the weights: we=w, — 1 + nex;
3. Continue until the end of the data stream

Incremental Decision Trees (Hoeffding Tree)
Algorithm: Incremental Decision Tree (Hoeffding
Tree)
Input:
e Stream of data points (x;,y,) where x; is the
feature vector and y: is the target
e Confidence parameter 6§
e Grace period n
Output:
e  Decision tree
Procedure:
1. Initialize an empty decision tree
2. For each data point (x;, y;) in the stream:
e Traverse the tree to find the appropriate leaf
for (x;, y¢)
o Update sufficient statistics at the leaf
o If the number of data points at the leaf mod
n=0:
Compute the Gini impurity for each attribute
2. Identify the best attribute to split on using the
Hoeffding bound
3. If the difference in impurity between the best
attribute and the second-best attribute exceeds
the bound, split the leaf node on the best attribute
3. Continue until the end of the data stream

[u—

Algorithm: Adaptive Random Forests
Input:
e Number of trees KK
e Stream of data points (x;,y,) Wwhere x; is the
feature vector and y, is the target
Output:
e Ensemble of decision trees
Procedure:
1. Initialize an ensemble of KK decision trees
2.For each data point ((x;,y;) in the stream:
e For each tree Ti in the ensemble:
e Traverse Ti to find the appropriate leaf for (x;, y;)
o Update sufficient statistics at the leaf
o If the number of data points at the leaf mod n=0:
1. Compute the Gini impurity (or another splitting
criterion) for each attribute
2.Identify the best attribute to split on using the
Hoeffding bound
3.1If the difference in impurity between the best
attribute and the second-best attribute exceeds
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the bound, split the leaf node on the best
attribute
e Monitor the performance of Ti using a
sliding window of recent predictions
o If the performance of Ti degrades
significantly, replace Ti with a new tree
trained on recent data
3. Continue until the end of the data stream

Algorithm: Explicit-Duration Hidden Markov Model
(EDHMM)
Input:
o Number of states N
o Observation sequence O = 04, 0,, ...
Si|A
o Initial state distribution
o State transition matrix A
o Observation probability matrix B
Output:
e Updated parameters «, A, B
Procedure:

1 Initialize x, A, and B

2 Expectation-Maximization (EM) algorithm:
1. E-step: Compute the forward probabilities
aa and backward probabilities
2.M-step: Update z, A, and B using « and S

3 lterate the EM steps until convergence or for a
fixed number of iterations
E-step:
e  Compute forward probabilities
a;(i,d) = Ot—gy1, -0, qr =
=d|A
e  Compute backward probabilities
Be(D) = Oty1, .- Op, Gy
= §;, duration
=d|A

.0 qe =

S;, duration

M-step:
Update initial state distribution:

= y1()
Update state transition matrix
X E D)

Y 121 ve(@))
Update observation probability matrix:
by (k)
Z—_1d Ye() 1 (0 = vy)

T—-d :
e 710))
Update duration probability matrix:
=1 v:(i, d)
Z—_11 Ye ()

di(d) =

The proposed framework utilizes several key algorithms
to effectively handle streaming data in Cyber-Physical
Systems (CPS). Online Gradient Descent enables
continuous learning by updating model parameters
incrementally as new data arrives, ensuring adaptability to
evolving patterns. Incremental Decision Trees, such as the
Hoeffding Tree algorithm, dynamically grow decision
trees in response to changing data distributions,
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maintaining model accuracy with minimal memory usage.
Adaptive Random Forests further enhance model
adaptability by dynamically adjusting the ensemble of
decision trees based on performance feedback, effectively
combating concept drift. Hidden Markov Models (HMM)
capture temporal dependencies in CPS data, allowing for
probabilistic modeling of sequential observations. The
Explicit-Duration Hidden Markov Model (EDHMM)
extends HMM by explicitly modeling state durations,
providing more precise temporal modeling and enhancing
prediction accuracy. These algorithms collectively enable
real-time feature extraction, model updating, and
predictive analytics, ensuring the framework's efficacy in
handling the complexities of streaming data in CPS
environments.

4 Results and discussion

The proposed methodology for efficient classification of
streaming data from Cyber Physical Systems (CPS) was
evaluated using various performance metrics. The metrics
used include accuracy, precision, recall, F1-score, and
processing time. The models were tested on a dataset
consisting of [insert dataset details here], and the results
are summarized in the tables below.

The performance of traditional supervised learning
models (e.g., Decision Trees, Support Vector Machines,
and Neural Networks) is presented in Table 1. Figure 2 to
6 shows the performance comparison of supervised
learning models.

Model Accuracy Comparison

95.2%
92.3% 93.7%

60

Accuracy (%)

Decision Tree Neural Netwrork

s
Models

Figure 2: Accuracy comparison

Model Precision Comparison

94.8%
91.8% 93.2%

Precision (%)

Decision Tree SVM
Models

Weural Network

Figure 3: Precision comparison
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100 Model Recall Comparison
92.0% 93.5% 95.0%

Recall (%)

Decision Tree SvM
Models

Figure 4: Recall comparison

Neural Network

Model F1-Score Comparison

94.9%
91.9% 93.3%

80

60

F1-Score (%)

Decision Tree SVM
Models

Figure 5: F1 score comparison

Neural Network
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Model Processing Time Comparison
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Table 1: Performance metrics for supervised learning models

Model Accuracy | Precision Recall | F1-Score | Processing Time
(ms)
Decision Tree 92.3% 91.8% 92.0% 91.9% 150
SVM 93.7% 93.2% 93.5% 93.3% 300
Neural 95.2% 94.8% 95.0% 94.9% 500
Network

The Neural Network outperforms both the Decision
Tree and SVM in terms of accuracy, precision, recall, and
F1-score, achieving 95.2%, 94.8%, 95.0%, and 94.9%
respectively. This indicates that the Neural Network is
more effective at accurately predicting CPS behavior and
identifying relevant instances, with fewer false positives
and negatives. However, this enhanced performance
comes with a higher processing time of 500 ms, reflecting
its greater computational complexity.

The SVM, with an accuracy of 93.7%, precision of
93.2%, recall of 93.5%, and F1-score of 93.3%, performs
better than the Decision Tree but requires twice the
processing time (300 ms). This makes SVM a good
middle-ground option, balancing improved predictive
performance with moderate computational demands. The
Decision Tree, while being the fastest with a processing
time of 150 ms, has the lowest performance metrics
(92.3% accuracy, 91.8% precision, 92.0% recall, and

91.9% F1-score). This model is suitable for applications
where speed is critical, but slight compromises in
prediction accuracy are acceptable. The performance of
the HMM and EDHMM is shown in Table 2. HMMs are
particularly effective for time series data and capturing
temporal dependencies.

Table 2: Performance Metrics for Hidden Markov Model
HMM) and EDHMM

Metric HMM EDHMM
Accuracy 94.5% 96.1%
Precision 94.0% 95.7%

Recall 94.3% 95.9%
F1-Score 94.1% 95.8%

Processing 400 600
Time (ms)
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Table 2 presents a comparison between the Hidden
Markov Model (HMM) and the Explicit-Duration Hidden
Markov Model (EDHMM) based on key performance
metrics. In terms of accuracy, EDHMM achieves 96.1%,
compared to 94.5% for HMM. This indicates that
EDHMM makes fewer classification errors and is better at
correctly predicting CPS behavior. Precision, which
measures the proportion of true positive predictions
among all positive predictions, is 95.7% for EDHMM and
94.0% for HMM, suggesting that EDHMM has a lower
rate of false positives. Recall, the proportion of true
positive predictions among all actual positives, is 95.9%
for EDHMM versus 94.3% for HMM, showing
EDHMM's improved ability to identify relevant instances.
The F1-Score, which harmonizes precision and recall, is
higher for EDHMM at 95.8% compared to HMM's 94.1%,
confirming EDHMM's overall better performance.
However, this enhanced performance comes at the cost of
processing time. EDHMM's processing time is 600 ms,
higher than HMM's 400 ms, reflecting the additional
computational complexity of modeling explicit state
durations. Despite this, the trade-off is justified by the
substantial gains in predictive accuracy and reliability,
making EDHMM a more robust choice for real-time CPS
applications. To assess the system's ability to handle
concept drift, models were evaluated before and after the
adaptation process. Table 4 summarizes the performance
of the models before and after detecting and adapting to
concept drift.

Table 3: Performance metrics before and after concept

drift adaptation
Metric Before After
Adaptation Adaptation

Accuracy 85.0% 92.0%
Precision 84.5% 91.5%
Recall 84.8% 91.8%
F1-Score 84.6% 91.6%

Processing 200 250

Time (ms)

The results demonstrate the effectiveness of the
proposed methodology in classifying and predicting
streaming data from CPS. The supervised learning
models, particularly the Neural Network, achieved high
accuracy and F1-scores, indicating strong predictive
performance. However, the Neural Network required
more processing time compared to the Decision Tree and
SVM. HMM and EDHMM models showed superior
performance in handling time series data, with EDHMM
outperforming HMM in all metrics. This highlights the
advantage of explicitly modeling state durations in CPS
data, where the duration of states can significantly impact
system behavior.

The concept drift detection and model adaptation
mechanism proved crucial in maintaining model
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performance over time. The significant improvement in
performance metrics after adaptation underscores the
importance of continuously monitoring and updating
models to handle evolving data distributions in CPS.In
summary, the proposed methodology, combining
traditional supervised learning with advanced HMM and
EDHMM models, and incorporating concept drift
detection, provides a robust framework for efficient
classification and prediction of CPS data. This approach
ensures high accuracy, adaptability, and scalability,
making it suitable for real-time applications in dynamic
CPS environments.

5 Conclusion

In this research, we presented an efficient framework
for classification and prediction of streaming data from
Cyber Physical Systems (CPS). The study utilizing
traditional supervised learning algorithms and advanced
modeling techniques such as Hidden Markov Models
(HMM) and Explicit-Duration Hidden Markov Models
(EDHMM). Our approach aimed to extract valuable
knowledge from continuous data streams and predict
system behavior accurately, facilitating timely decision-
making within interconnected CPS environments. The
results demonstrated the effectiveness of the proposed
methodology across various performance metrics,
including accuracy, precision, recall, and F1-score.
Among the traditional models, the Neural Network
outperformed others, achieving the highest accuracy of
95.2%, albeit with higher processing time. The SVM
struck a balance between accuracy and computational
efficiency, while the Decision Tree offered the fastest
processing time with acceptable accuracy. The advanced
HMM and EDHMM models showed significant
advantages in handling time series data, capturing
temporal dependencies, and explicitly modeling state
durations. The EDHMM, in particular, achieved superior
performance with an accuracy of 96.1% and an F1-score
of 95.8%, despite its higher computational cost. These
models proved to be robust in dynamic environments,
maintaining high predictive accuracy over time. A crucial
aspect of the methodology was the integration of concept
drift detection and model adaptation mechanisms. This
ensured that the models remained relevant and effective in
the face of changing data distributions, a common
challenge in CPS applications. The ability to detect
concept drift and adapt models accordingly significantly
improved their performance, as evidenced by the post-
adaptation metrics.
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