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The increasing complexity of cyber threats demands high-performance Network Intrusion Detection Sys-
tems (NIDS) that are both accurate and efficient. This study presents an optimized NIDS framework com-
bining feature selection with ensemble learning. Experiments were performed on the CIC-IDS2017 dataset
using a stratified train/test split of 70/30. Feature selection methods included Information Gain (24 fea-
tures), Chi-square (x2, 25 features), and Principal Component Analysis (PCA, 20 features). Bagging clas-
sifiers (Random Forest, Extra Trees, Bagged Decision Tree) and boosting classifiers (XGBoost, Gradient
Boosting, LightGBM, AdaBoost, CatBoost) were evaluated. Using Information Gain selecting 24 features,
Extra Trees achieved 99.98% accuracy with near-perfect precision, recall, and F 1-score, and extremely low
false positive and false negative rates of 0.0001397 and 0.0002597, respectively. Boosting-based models
demonstrated superior sensitivity for minority attack classes, improving performance under imbalanced
conditions. These results indicate that integrating feature selection with diverse ensemble techniques pro-
duces a scalable, interpretable, and highly effective NIDS suitable for practical cybersecurity applications.

Povzetek: Prispevek predstavlja optimiziran omrezni sistem za zaznavo vdorov na podatkih CIC-IDS2017.
Zdruzuje izbiro znacilk (informacijski dobicek, y?, PCA) z ansambelskim ucenjem (bagging, boosting). Ex-
tra Trees z 24 znacilkami doseze izjemno nizki stopnji FP/FN, medtem ko boosting izboljsa zaznavo man-

JSinskih napadov.

1 Introduction

The exponential rise of interconnected systems and ser-
vices in the digital age has made networks more vulnera-
ble to cyber attacks. Cyberattacks, which range from Dis-
tributed Denial of Service (DDoS) to sophisticated pene-
tration attempts, can result in significant financial losses,
data breaches, and critical infrastructure disruptions. As a
result, the importance of strong and efficient Intrusion De-
tection Systems (IDS) has grown. An IDS serves an impor-
tant function in monitoring network traffic, identifying ma-
licious actions, and alerting administrators to potential se-
curity breaches [[I}, 2, 3]. However, the constantly changing
nature of cyberattacks offers substantial hurdles in building
IDS solutions that are both accurate and scalable [4, 5].

Here are the key statistics highlighted in the Cisco Cyber
Threat Trends 2023 Report [6]:

— Ransomware-related attacks accounted for 44% of all
incident responses managed by Cisco Talos in the ob-
served period. Pure extortion tactics, where data is
stolen but systems are not encrypted, constituted ap-
proximately 33% of ransomware incidents.

— Phishing remained the most common initial access
vector, involved in 21% of attacks analyzed.

— A significant portion of attacks exploited vulnerabili-
ties that were more than 10 years old, emphasizing the
persistent risk of outdated software.

— The ”TheMoon” botnet was active across 88 countries,
with an estimated 40,000 infected endpoints as of early
2024. A March 2023 surge in botnet activity was noted
to be 174% above average.

— Activity involving Remote Access Trojans declined
over the reporting period but remained a favorite tool
for cybercriminals due to their stealth and functional-

ity.

— Advanced Persistent Threats (APTs) maintained an
average of 40 million blocks per month, underscoring
their sustained activity and stealth.

Similarly, the Checkpoint 2023 Cyber Security Report
highlights critical statistics and trends in the evolving threat
landscape [[7]:
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— There was a reported 38% rise in global cyberattacks
in 2022 compared to 2021. The average organization
faced 1,168 weekly attacks.

— Education and research were the most targeted sectors
globally. The healthcare sector experienced a 74% in-
crease in cyberattacks, highlighting its growing vul-
nerability.

— Attacks on cloud-based networks surged by 48%, with
threat actors exploiting cloud infrastructures to access
sensitive data.

— Attackers increasingly relied on native operating sys-
tem capabilities and IT management tools to evade de-
tection. Traditional encryption-focused ransomware
evolved to include data wiping and exfiltration, com-
plicating attribution and mitigation efforts.

— Both attackers and defenders are leveraging AI. While
attackers use Al for sophisticated threat delivery, de-
fenders utilize it to identify anomalies and novel attack
patterns.

These figures highlight the persistence, diversity, and dy-
namic nature of cyber threats, underlining the importance of
adaptive and proactive cybersecurity measures. These find-
ings indicate the growing complexity and sophistication of
cyber threats, emphasizing the need for more advanced de-
fense techniques and capabilities.

Machine learning (ML) has emerged as a promising way
to improving IDS performance because to its capacity to
evaluate large volumes of data and discover complicated
patterns. Ensemble learning methods, such as bagging and
boosting, have outperformed other ML techniques in clas-
sifying tasks. Bagging (bootstrap aggregating) works by
training multiple base learners on various subsets of data
and combining their predictions to reduce variation and in-
crease stability. Boosting, on the other hand, aims to grad-
ually improve poor learners by stressing misclassified in-
stances, hence increasing overall accuracy. Both strate-
gies are especially useful for intrusion detection, where
datasets frequently include uneven class distributions and
high-dimensional feature spaces.

Despite their benefits, the performance of ensemble
learning algorithms might be hampered by duplicated and
irrelevant characteristics in intrusion detection data sets.
High-dimensional data not only adds computing cost, but
it also has a negative impact on model correctness. Fea-
ture selection strategies, which seek to find the most use-
ful qualities, are thus essential for developing efficient IDS
models. Feature selection improves interpretability, accel-
erates model training, and reduces the danger of overfitting
by lowering the dimensionality. Combining feature selec-
tion, bagging, and boosting is an effective method for im-
proving the precision and robustness of intrusion detection
systems.

This study uses the CIC-IDS2017 dataset to assess the
performance of bagging and boosting algorithms combined
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with feature selection for network intrusion detection. The
CIC-IDS2017 dataset, well-known for its realistic portrayal
of modern network traffic and many attack types, serves
as a complete benchmark for IDS research. This paper en-
hances network intrusion detection by integrating ensemble
learning techniques with feature selection strategies. The
key contributions, structured around the research questions,
are as follows:

— RQI1: What is the impact of feature selection on the
performance of ensemble learning algorithms?
We applied feature selection methods (Information
Gain, Chi-square, PCA) on the CIC-IDS2017 dataset
to reduce dimensionality and computational cost. This
enabled the ensemble models to concentrate on the
most relevant attributes, improving accuracy and ef-
ficiency.

— RQ2: How effective are bagging and boosting ap-
proaches in detecting different categories of attacks?
We conducted a comprehensive comparison between
bagging-based (RF, ET, BDT) and boosting-based
(XGB, GBM, LGBM, AB, CB) models. This analysis
highlights their respective strengths and limitations in
real-world intrusion detection settings.

— RQ3: What are the strengths and limitations of
ensemble-based methods when handling imbalanced
and high-dimensional data?

We examined how feature selection influences bag-
ging and boosting models across multiple attack cate-
gories in binary classification tasks. Furthermore, we
demonstrated that boosting methods, in particular, are
effective at detecting minority class attacks, offering
practical value for addressing rare but critical threats.

— RQ4: How reliable and practical are the proposed ap-
proaches for real-world IDS deployment?
We evaluated the ensemble models using multiple per-
formance indicators—accuracy, precision, recall, F1-
score, false positive rate, false negative rate, training
time, and testing time—providing a comprehensive
assessment of their real-world applicability.

The remainder of this paper is organized as follows: Sec-
tion 2 outlines the motivation for this study. Section 3 re-
views related work, emphasizing recent advancements in
network intrusion detection systems with a focus on ma-
chine learning, ensemble methods, and feature selection,
while also identifying existing research gaps. Section 4 de-
scribes the proposed methodology, including data collec-
tion and preprocessing using the CIC-IDS2017 dataset, the
applied feature selection techniques, and the integration of
bagging and boosting algorithms. Section 5 presents the
experimental results and discussion, comparing model per-
formance with and without feature selection and addressing
challenges associated with imbalanced datasets. Section 6
provides an overall discussion, and Section 7 highlights the
limitations of the proposed approach. Finally, Section 8
concludes the paper and summarizes the key contributions.
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2 Motivation

The fast growth of digital networks, as well as their im-
portant role in modern infrastructure, have made them
great targets for cyber attacks. These assaults are grow-
ing more complex, focusing on system vulnerabilities in or-
der to jeopardize data integrity, availability, and confiden-
tiality. Traditional intrusion detection systems (IDS) that
use signature-based methods struggle to keep up with the
dynamic nature of these threats because they require prior
knowledge of attack patterns. As a result, there is an urgent
need for enhanced IDS techniques capable of detecting both
known and novel attack routes in real time.

Because of its ability to identify patterns and relation-
ships in large datasets, machine learning (ML) has emerged
as a promising approach for enhancing intrusion detection.
Ensemble learning approaches, such as bagging and boost-
ing, have shown excellent performance in classification
problems by integrating the outputs of numerous models
to improve prediction accuracy. These approaches, how-
ever, encounter difficulties when used to intrusion detection
datasets, which are frequently high-dimensional and have
unequal distributions of attack and benign traffic classes.
Addressing these issues is critical for achieving accurate
detection while preserving computing efficiency.

Feature selection addresses the problems of high-
dimensional data by identifying the most informative char-
acteristics for a specific job. Reducing the amount of in-
put variables enhances model interpretability and efficiency
while also lowering the danger of overfitting, particularly
in ensemble learning models. The combination of feature
selection, bagging, and boosting has the potential to yield
extremely effective IDS models that balance accuracy and
computational cost.

The CIC-IDS2017 dataset used in this study provides
a realistic network environment and includes a variety of
attack techniques, including Distributed Denial of Service
(DDoS), Brute Force, Botnet, and Web Attacks. However,
the dataset’s complexity and imbalance make it a difficult
standard for IDS research. Many previous studies focus on
individual machine learning models or disregard the impact
of feature selection, leaving potential for future research
into optimum techniques to improve performance.

This research is motivated by the need to overcome these
shortcomings by systematically merging feature selection
with bagging and boosting techniques to improve IDS de-
tection capabilities. This technique seeks to address the
dual difficulties of high-dimensional data and class imbal-
ance while maintaining scalability for real-world use. This
study aims to provide useful insights and practical solutions
for establishing strong and efficient IDS frameworks capa-
ble of fighting increasing cyber threats by analyzing the in-
teractions of different methodologies on the CIC-IDS2017
dataset.
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3 Related work

Considerable research efforts have been directed toward
the development of intelligent Intrusion Detection Systems
(IDS) due to the growing prevalence of cyber threats. Tech-
niques like machine learning (ML) and ensemble learning
have become well-liked ways to improve the detection of
both known and unknown assaults. With an emphasis on
the use of ensemble learning techniques like bagging and
boosting, the contribution of feature selection to increasing
model efficiency, and the difficulties presented by high-
dimensional and unbalanced datasets, this part examines
current developments in IDS research.

The use of machine learning (ML), deep learning (DL),
optimization techniques, and datasets in intrusion detection
from 2018 to 2023 was the subject of a thorough review
by Issa, M. M. et al. A methodical approach to search-
ing scientific databases was used by the authors to find and
evaluate 393 studies that satisfied their inclusion require-
ments. Critical insights from these papers were extracted
and examined using bibliometric analysis. With convolu-
tional neural networks (CNNSs), support vector machines
(SVMs), decision trees, and genetic algorithms being the
most often used methods, their findings demonstrate an in-
creasing interest in the topic. With the goal of educating and
directing future research in intrusion detection systems, the
review also explores the shortcomings and difficulties of
current techniques and provides a systematic summary of
the state-of-the-art [[1]].

Intrusion Detection Systems (IDS) and how machine
learning might improve them were thoroughly examined by
Vanin, P. et al. An overview of intrusion detection systems
(IDS) is given at the outset of the study, which divides them
into three primary categories: network intrusion detection
systems (NIDS), host intrusion detection systems (HIDS),
and hybrid intrusion detection systems. All IDS types can
identify attacks using signature-based techniques, by com-
paring network traffic to a predetermined baseline of typ-
ical activity, or by combining the two methods. In order
to assess the efficacy of IDS, they have also investigated a
number of performance metrics. Accuracy, detecting Rate
(Recall), and the F-Measure are important metrics that are
highlighted because they are essential for evaluating the de-
pendability and efficacy of detecting systems [2].

The strengths and drawbacks of various Intrusion De-
tection System (IDS) types, technologies, and approaches
are thoroughly examined by Khraisat, A. et al. In their as-
sessment of various machine learning (ML) techniques that
have been put out for identifying zero-day attacks, the au-
thors highlight the issues these techniques encounter, such
as the inability to produce and update data concerning novel
attacks. These methods’ efficacy is further limited by the
large false positive rates and occasionally low detection ac-
curacy they produce. Along with discussing current models
and recent research findings, the survey focuses on ideas
that address the fundamental problems with traditional IDS
in order to improve IDS performance. The potential for



644 Informatica 49 (2025) 641-670

automated intrusion detection systems (AIDS) to improve
IDS is one important topic that has been investigated [3].

Network intrusion detection systems (NIDS) that make
use of machine learning (ML) and deep learning (DL) tech-
niques are thoroughly reviewed by Ahmad, Z. et al. Their
objective is to furnish scholars with a current comprehen-
sion of the prevailing patterns, developments, and obstacles
in this domain. A methodical strategy is used in the study
to choose pertinent publications about Al-based NIDS. It
starts by outlining the idea of IDS and its several classi-
fication systems, referencing the literature study. The ap-
proach used in each publication is analysed, with a focus on
assessing the suggested models’ advantages and disadvan-
tages in relation to intrusion detection efficacy and model
complexity. The study points to a current trend in NIDS
toward the adoption of deep learning techniques, which has
improved detection accuracy and decreased False Alarm
Rates (FAR). To be precise, almost 80% of the suggested
solutions rely on deep learning techniques, with the most
widely used algorithms being Autoencoders (AE) and Deep
Neural Networks (DNN). Furthermore, the analysis points
out that 60% of the approaches examined were evaluated on
popular datasets like KDD Cup’99 and NSL-KDD, mostly
due of the substantial findings that these datasets provide.
Nevertheless, these datasets are out-of-date and might not
correctly represent contemporary network attack scenarios,
which restricts the methodologies’ use in real-time settings.
Consequently, the study highlights the necessity of more re-
cent datasets to improve the performance and applicability
of intrusion detection algorithms in modern network infras-
tructures [8].

An Artificial Neural Network (ANN)-based Intrusion
Detection System (IDS) was proposed by Mebawondu,
J. O. et al. and evaluated on the UNSW-NB15 dataset.
For processing continuous data, they employed a bina-
rization discretization technique, and for feature ranking,
they employed the Gain Ratio method. For model build-
ing and evaluation using an ANN-MLP, the top 30 char-
acteristics were chosen based on a predetermined thresh-
old. The model demonstrated a positive correlation with a
76.96% accuracy and a 0.57 Matthews Correlation Coeffi-
cient (MCC), according to the experimental results. These
results demonstrate the possibility of the suggested ap-
proach for real-time intrusion detection and confirm the
UNSW-NBI15 dataset’s efficacy for network intrusion de-
tection system development [9].

A SPIN-IDS system powered by Al and intended for
near real-time network threat detection was presented by
Ghadermazi, J. et al. Their method makes use of both
header and payload data, as well as the temporal linkages
between packets within the same communication flow, to
overcome the shortcomings of packet-based Network Intru-
sion Detection Systems (NIDS). After being transformed
into two-dimensional images, sequential packets in a net-
work flow are evaluated by an intrusion detection compo-
nent that leverages CNN. The SPIN-IDS framework, which
used a nine-sequential-packet image representation of the
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dataset, performed well in identifying network threats, ac-
cording to experimental results. The model demonstrated
the capacity to detect harmful patterns with recall scores
ranging from 97.7% to 99% across different types of at-
tacks. Additionally, by examining the ninth packet in a
bidirectional communication flow, the study demonstrated
that malicious activity may be precisely detected [[L(].

The use of cutting-edge deep learning algorithms to im-
prove Network Intrusion Detection Systems’ (N-IDS) abil-
ity to categorize network connections as malicious or be-
nign has been investigated by Vinayakumar, R. et al. Trans-
mission Control Protocol/Internet Protocol (TCP/IP) pack-
ets within specified time periods were the main focus of
the study, which represented network traffic as time-series
data. Using connection records from the KDDCup-99
dataset, supervised deep learning techniques such as Re-
current Neural Networks (RNN), Identity Recurrent Neu-
ral Networks (IRNN), Long Short-Term Memory (LSTM),
Clock-Work RNN (CWRNN), and Gated Recurrent Units
(GRU) were used. With regard to capturing long-term de-
pendencies, the study focused on comparing the effective-
ness of RNNs with more recent techniques such as LSTM
and IRNN, particularly addressing the disappearing and ex-
panding gradient problems. Comparing various topologies
and characteristics allowed for the identification of efficient
network architectures, and tests were carried out for up to
1,000 epochs with learning rates varying between 0.01 and
0.05. Results on the KDDCup-99 dataset indicated that
IRNN performed similarly to LSTM. Additionally, NSL-
KDD and the more recent UNSW-NB15 datasets were used
to evaluate the efficacy of these deep learning models uti-
lizing improved versions of the dataset [[11].

Using an Evolutionary Neural Network (ENN) for classi-
fication and a modified Cuckoo Search Algorithm (CSA),
known as Mutation Cuckoo Fuzzy (MCF), for feature se-
lection, Sarvari, S. et al. have created an anomaly-based
intrusion detection system. Mutation is incorporated into
the suggested algorithm to better traverse the search space
and steer clear of local minima. An objective function
and the Fuzzy C-Means (FCM) clustering method—which
manages overlapping datasets by generating a fuzzy mem-
bership search domain that encompasses all possible com-
promise solutions—are used to evaluate the quality of the
solution. The NSL-KDD dataset was used to validate the
model after it was applied to the intrusion detection prob-
lem. Results from experiments showed that choosing the
most pertinent features from the dataset to reduce its size
not only shortened execution times but also improved the
intrusion detection system’s overall effectiveness and per-
formance [[12].

A new Stochastic Fractal Search Algorithm combined
with a Deep Learning-based Intrusion Detection System
(SFSA-DLIDS) has been presented by Duhayyim, M. A. et
al. to secure cloud-based Cyber-Physical Systems (CPS).
To improve the security of CPS environments, the SFSA-
DLIDS architecture focuses on detecting and categorizing
intrusions. Min-max data normalization is the first step in
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the process to format input data for compatibility. A perti-
nent subset of features is chosen using the SFSA method in
order to overcome the problem of high dimensionality. Fur-
thermore, Deep Stacked Autoencoder (DSAE) and Chicken
Swarm Optimization (CSO) are used in tandem for intru-
sion detection and categorization. The CSO algorithm is
specifically made to improve classification performance by
optimizing the DSAE model’s parameters. The efficacy
of the SFSA-DLIDS model was confirmed by extensive
experimental assessments. The suggested method’s effec-
tiveness and dependability in protecting CPS environments
were shown by the results, which showed that it outper-
formed contemporary intrusion detection systems [[13].

Dini, P, et al. investigated the use of machine learning
(ML) approaches to intrusion detection systems (IDS), with
an emphasis on datasets, algorithms, and assessment met-
rics. The study included three widely renowned datasets:
KDD 99, UNSW-NB15, and CSE-CIC-IDS 2018. A vari-
ety of ML algorithms were studied to determine their use-
fulness in IDS performance, with the primary goal of de-
veloping a taxonomy for linked IDS and supervised ML ap-
proaches. Careful dataset selection was stressed to assure
the models’ appropriateness for IDS applications. Both
binary and multi-class classification tasks were used in
the evaluation to ensure that the ML methods were con-
sistent and reliable across different datasets. The experi-
mental findings were outstanding, with 100% accuracy in
binary classification and 99.4% in multi-class classifica-
tion. When tested on these benchmark datasets, the find-
ings show that supervised machine learning algorithms give
extremely accurate and reliable intrusion detection perfor-
mance [[14].

By putting out a unique traffic anomaly detection model
known as BAT, Su, T. et al. have solved the issues of
low accuracy and dependence on feature engineering in
intrusion detection. An attention mechanism and a Bidi-
rectional Long Short-Term Memory (BLSTM) network are
combined in this model. Critical properties for classify-
ing network traffic are extracted by the attention mecha-
nism by selective processing of the network flow vector,
which is built from packet vectors produced by the BLSTM
model. Additionally, the BAT model uses several convolu-
tional layers to efficiently extract local information from
traffic data. Because these convolutional layers are used
to process data samples, the model is called BAT-MC. The
final classification of network traffic is done using a soft-
max classifier. By automatically learning hierarchical key
features, BAT-MC functions as an end-to-end model that
improves anomaly detection and efficiently characterizes
network traffic behavior, hence removing the need for fea-
ture engineering. Experimental results showed that BAT-
MC works better than alternative approaches, exhibiting
improved accuracy and detection capabilities. The model
was tested on a publicly available benchmark dataset [|15].

To improve the accuracy of anomaly detection and
shorten execution time, Stiawan, D. et al. carried out a
study to extract important features from massive network
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traffic data. In order to select, rank, and group features
according to minimum weight values in order to ascertain
their importance, the study used the Information Gain ap-
proach. On the CICIDS-2017 dataset, these chosen features
were then assessed using a number of classification meth-
ods, such as Random Forest (RF), Bayes Net (BN), Ran-
dom Tree (RT), Naive Bayes (NB), and J48. The results
showed that the amount of relevant features chosen has a
major effect on execution time and detection accuracy. Of
the techniques that were tested, the Random Forest classi-
fier used 22 features and achieved an accuracy of 99.86%.
The J48 algorithm, on the other hand, used 52 features and
took longer to execute, but it produced a slightly better ac-
curacy of 99.87%. This study emphasizes how crucial fea-
ture selection is to intrusion detection system optimization
[L6].

Using an optimized approach, Liu, G. et al. have cre-
ated a multiclass network intrusion detection model based
on a convolutional neural network (CNN). The model was
put into practice and evaluated on a system that has a 1
TB solid-state drive, 32 GB of RAM, Ubuntu 16.04, and a
Docker 19.03.5 container virtualization environment. The
performance of the suggested model was compared to a
number of deep learning models, including DNN, LSTM-
RNN, GRU-RNN, DBN, KNN, and ICNN, through exper-
iments utilizing the KDD-CUP99 and NSL-KDD datasets.
The findings proved that the suggested CNN-based model
improved detection performance, especially for detecting
unknown attacks, decreased the false positive rate, and in-
creased accuracy and recall [|L7].

An intrusion detection and classification model based on
machine learning approaches has been proposed by Jara-
dat, A. S. et al. To find the most pertinent qualities, the
procedure starts with the acquisition and formatting of the
dataset, then moves on to feature selection. Following re-
finement, the Konstanz Information Miner (KNIME) plat-
form is used to evaluate the dataset. The CICIDS2017
dataset on the KNIME analytics platform was used to test
three distinct classifiers in order to attain strong perfor-
mance and allow for comparison analysis. The experimen-
tal findings showed an accuracy of 90.59% on average and
a high of 98.6%, surpassing numerous current approaches.
These results demonstrate the promise of machine learning
in data analysis and cybersecurity, promoting the advance-
ment of more accurate intrusion detection systems [[18].

A study was carried out by Alissa, K. A. et al. to address
privacy and security issues in the Internet of Drones (IoD).
They suggested Crystal Structure Optimization with Deep
Autoencoder-based Intrusion Detection (CSODAE-ID), an
enhanced intrusion detection system (IDS), to improve loD
security. The main objective of the CSODAE-ID model
is to efficiently identify intrusions in the IoD environment.
To determine which feature subsets are most pertinent, the
model uses a Modified Deer Hunting Optimization-based
Feature Selection (MDHO-FS) technique. Concurrently,
intrusion classification is done using the Autoencoder (AE)
approach. For hyper-parameter tuning, the Crystal Struc-



646 Informatica 49 (2025) 641-670

ture Optimization (CSO) technique is utilized, which draws
inspiration from the lattice point formations found in crys-
tal structures. The CSODAE-ID model’s performance was
verified by extensive simulations under a variety of condi-
tions. The suggested model surpasses current techniques,
according to comparative studies, showing its efficacy in
protecting IoD environments [[19].

Using a multistage deep learning approach based on
picture recognition, Toldinas, J. et al. have put forth a
novel technique for network intrusion detection. The four-
channel (Red, Green, Blue, and Alpha) pictures created
from network characteristics are used in this method for
categorization. Both training and testing use the ResNet50
deep learning model, which has been pre-trained on a siz-
able dataset. Two publicly accessible benchmark datasets,
UNSW-NB15 and BOUN DDoS, were used to assess the
methodology. It detected generic assaults with an amazing
99.8% accuracy on the UNSW-NB15 dataset. Similarly,
the model showed 99.7% accuracy in recognizing DDoS
assaults and 99.7% accuracy in identifying normal traffic
on the BOUN DDoS dataset. These outcomes demonstrate
the efficiency and dependability of the suggested approach
for network intrusion detection [20].

For intrusion detection systems (IDS) in Internet of
Things (IoT) contexts, Fatani, A. et al. have put forth
a sophisticated Al-driven design. In order to solve com-
plicated engineering problems, the approach mixes meta-
heuristic algorithms with deep learning approaches. The
strategy uses a feature extraction technique based on con-
volutional neural networks (CNNs) to effectively find perti-
nent characteristics. A brand-new feature selection method
is also presented, known as TSODE (Transient Search Op-
timization with Differential Evolution). The Differential
Evolution (DE) algorithm’s operators are used into this
technique to improve the ratio of exploration to exploita-
tion during optimization. KDDCup-99, NSL-KDD, BoT-
IoT, and CICIDS-2017 are four publicly available datasets
that were used to assess the effectiveness of the suggested
method. Test findings showed that the created approach
outperformed current methods in terms of accuracy, indi-
cating its potential to enhance loT security [21].

In order to create a network intrusion detection model
that is both scalable and adaptable, Chiche, A. et al. have
suggested a revolutionary integrated learning technique.
This technique uses a knowledge-based system and ma-
chine learning to address the present issues in intrusion
detection. The classifier is built by the machine learning
component, and scalability and adaptability are improved
by the knowledge-based system. Ten-fold cross-validation
was used to validate the model after it was assessed us-
ing the 40,558-instance NSL-KDD dataset. The results
showed that the experiment performed admirably, with an
accuracy of 99.91%. The study emphasizes the function of
knowledge-rich learning as a key component of detection
and prevention strategies and stresses how crucial it is to
include it in effective intrusion detection. In order to safe-
guard their infrastructure and streamline their operational
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procedures, the study advises security experts to incorpo-
rate these intrusion detection models into their computer
and network systems [22].

In order to optimize the hyperparameters of the XGBoost
classifier for network intrusion detection, Zivkovic, M. et
al. presented an improved version of the popular firefly
technique. By merging the enhanced firefly method with
the XGBoost classifier, this study aims to address the high
rate of false positives and false negatives, a typical problem
in intrusion detection systems. First, the enhanced method
was tested against 28 well-known CEC2013 benchmark in-
stances and contrasted with other top metaheuristics and the
original firefly approach. After validation, the XGBoost
classifier’s hyperparameters were optimized using it. Two
well-known datasets for network intrusion detection, NSL-
KDD and UNSW-NBI15, were used to assess the optimized
model. Results from experiments showed that the sug-
gested method greatly improves average precision and clas-
sification accuracy, indicating its potential as a useful tool
for network intrusion detection machine learning model op-
timization [23].

By combining sophisticated deep learning algorithms
with network and host traffic data, Alars, E. S. A. et al.
have improved NIDS performance and tackled network in-
trusion detection difficulties. They used a dataset that was
created to simulate different types of intrusions in a mili-
tary network setting. This procedure included feature ex-
traction, preprocessing, and extensive data collection. To
enhance the model’s performance, they used dimensional-
ity reduction and strict feature selection in their convolu-
tional neural network (CNN) analysis of the data. A re-
markable 98.5% detection accuracy was attained by their
deep learning-based NIDS, surpassing current techniques
and tackling practical cybersecurity problems, according to
the results. In addition to advancing NIDS technology, this
integrated strategy offers a workable way to improve net-
work security across a range of applications, which helps
intrusion detection systems continue to evolve [24].

A hybrid model for intrusion detection has been created
by Sajid, M. et al. to address current constraints by com-
bining machine learning (ML) and deep learning (DL) ap-
proaches. Long short-term memory networks (LSTM) are
used for classification after convolutional neural networks
(CNN) and Extreme Gradient Boosting (XGBoost) are used
for feature extraction. For both binary and multi-class clas-
sification tasks, the model was trained on four benchmark
datasets: CIC IDS 2017, UNSW NBI15, NSL KDD, and
WSN DS. Due to decreased accuracy, many intrusion de-
tection systems have trouble identifying new threats as fea-
ture dimensions grow. The feature space was essentially re-
duced by applying CNN-based feature selection techniques
and XGBoost to every dataset. The efficiency of the sug-
gested hybrid model in enhancing intrusion detection per-
formance was demonstrated by the experimental findings,
which exhibited high detection rates, good accuracy, and a
low False Acceptance Rate (FAR) [25].

Fuzzy numbers and a scoring system based on correla-
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tion feature selection are two new methods that Shiravani,
A. et al. have presented for choosing useful features in net-
work intrusion detection. Reducing the size of the dataset
by removing inefficient features and lowering its dimen-
sions is the main goal of this approach. The correlation-
based feature selection algorithm’s heuristic function is rep-
resented as a triangle fuzzy number membership function
in this method, where the features are expressed as fuzzy
numbers. The suggested approach was contrasted with con-
ventional intrusion detection methods in order to evalu-
ate its effectiveness. The findings demonstrated that the
suggested approach achieves a greater detection rate while
choosing fewer features than traditional approaches. The
KDD Cup, NSL-KDD, and CICIDS datasets were used to
test the approach. The suggested method achieved an ac-
curacy of 99.9%, whereas the Correlation-based Feature
Selection (CFS) method achieved 96.01%. This illustrates
how well the novel strategy works to enhance intrusion de-
tection systems’ feature selection and detection capabilities
[26].

Using a variety of feature fusion techniques, Ayan-
tayo, A. et al. have presented novel deep learning archi-
tectures designed to improve the performance of multi-
classification tasks in Network Intrusion Detection Sys-
tems (NIDS). They used feature fusion in fully linked deep
networks to propose three different models: early-fusion,
late-fusion, and late-ensemble learning models. The pur-
pose of these fusion procedures was to lessen potential bi-
ases resulting from particular feature types and enhance the
models’ capacity to learn correlations between various in-
put features. The researchers employed the well-known
UNSW-NBI15 and NSL-KDD datasets, which are created
especially to further NIDS research, to assess the perfor-
mance of their deep learning models and contrast them with
current methodologies. Their investigation showed that
their models were robust in handling multi-classification
problems, especially when class imbalance was present.
Furthermore, both the late-ensemble and late-fusion mod-
els showed similar outcomes on the training and validation
sets, reduced overfitting, and better generalization perfor-
mance [27].

IDS-MTran, a unique intrusion detection model devel-
oped by Xi, C. et al.,, uses a multi-scale transformer tech-
nique. The detection coverage for intrusions is increased
by this approach by the integration of multi-scale traffic
features. First, convolutional operators with different ker-
nels are used to create multi-scale features. To bridge the
feature extraction process, the researchers created a Patch-
ing with Pooling (PwP) approach to increase feature rep-
resentation and branch-to-branch interaction. In order to
simulate the features at different scales and capture pos-
sible incursion patterns, they then created a multi-scale
transformer-based backbone. Before generating the final
results, the Cross Feature Enrichment (CFE) technique in-
tegrates and refines the features to further improve fea-
ture utilization. In identifying different kinds of assaults,
the IDS-MTran model works better than other detection
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models, according to extensive studies. On three popu-
lar datasets—NSL-KDD, CIC-DDoS 2019, and UNSW-
NB15—the model specifically demonstrated enhanced ac-
curacy and stability, achieving above 99% accuracy [28].

For network intrusion detection, Gu, Y. et al. have pre-
sented a semi-supervised weighted k-means approach. The
first step in the process is creating a hybrid feature selec-
tion algorithm based on Hadoop that finds the best feature
sets. For choosing initial cluster centers, they suggested an
improved density-based technique to overcome problems
like outliers and local optima. The technique then uses
a semi-supervised K-means algorithm that has been im-
proved with hybrid feature selection (SKM-HFS) to more
precisely identify threats. The researchers used a number of
datasets, including the DARPA DDoS dataset, the CAIDA
”DDoS Attack 2007 dataset, the CICIDS ”DDoS Attack
2017 dataset, and a real-world dataset, to test their method-
ology. According to the experimental findings, their ap-
proach considerably beat the current benchmarks in terms
of both detection performance and the Technique for Order
Preference by Similarity to Ideal Solution (TOPSIS) evalu-
ation factor [29].

For the Internet of Things (IoT) platform, Mohamed, H.
G. et al. have created a novel intrusion detection tech-
nique called BSAWNN-ID. The BSAWNN-ID algorithm’s
primary objective is to identify and categorize intrusions
in Internet of Things environments. In order to accom-
plish this, the method selects the most pertinent charac-
teristics through a Feature Subset Selection employing the
Cuckoo Optimization Algorithm (FSS-COA). Next, the
Wavelet Neural Network (WNN) model is employed for in-
trusion detection; the Bat Search Algorithm (BSA) is used
to optimize the WNN parameters. Using the UNSW-NB15
dataset, a thorough experimental investigation showed that
the BSAWNN-ID technique outperformed other models
with an accuracy of 99.64%. According to the findings, the
BSAWNN-ID method works well for real-time intrusion
detection in Internet of Things systems. Future research
could expand on this technique to tackle difficulties with
outlier recognition [30].

By offering justifications for Deep Learning-based Net-
work Intrusion Detection Systems (DL-NIDS), Wei, F. et
al. have presented XNIDS, a novel framework intended
to improve active intrusion responses. Approximating and
sampling inputs based on historical data and capturing the
interdependencies of features inside structured data to gen-
erate high-fidelity explanations are the two main character-
istics of the suggested explanation approach. With the help
of these justifications, XNIDS is able to produce useful de-
fensive guidelines. The four top DL-NIDS models were
used to assess the framework. According to the evaluation
results, XNIDS outperforms earlier explanation techniques
in terms of stability, fidelity, sparsity, and completeness—
all of which are essential components of successful active
incursion responses. Furthermore, XNIDS can help diag-
nose detection problems, improve comprehension of DL-
NIDS behavior, and produce useful defense methods, ac-
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cording to the study [31].

Huang et al. developed a hybrid intrusion detection
framework combining feature selection and stacking en-
sembles. They employed a dual strategy using informa-
tion gain and random forest importance to identify com-
pact, discriminative feature subsets. On UNSW-NBIS, the
method attained 80.83% accuracy with only 9 features, im-
proving by 5.37% over baselines. On CIC-IDS2017, 27
selected features delivered 99.97% accuracy. The model
significantly reduced false alarms and outperformed tra-
ditional machine learning and existing ensemble methods
across multiple evaluation metrics [32].

Urmi et al. introduced a stacked ensemble intrusion de-
tection model integrating Random Forest, XGBoost, and
Extra-Trees with Logistic Regression as the meta-classifier.
They analyzed the impact of Recursive Feature Elimina-
tion, Mutual Information, and Lasso-based feature selec-
tion on system performance. Using CIC-IDS2017, RFE at-
tained 100% accuracy for Brute Force and 99.99% for In-
filtration and Web attacks. On NSL-KDD, the approach
achieved 99.95% accuracy overall, highlighting that op-
timized feature selection with ensemble learning signifi-
cantly strengthens detection effectiveness [33].

Ahmed et al. developed HAEnID, an adaptive hybrid
ensemble intrusion detection model that integrates stack-
ing, Bayesian model averaging (BMA), and conditional en-
semble methods. The model incorporates SHAP and LIME
to enhance explainability while dynamically adapting to
new attack patterns. Experiments on CIC-IDS2017 showed
strong results, achieving 97-98% accuracy overall. With
optimized feature selection using BMA-M (20), accuracy
improved to 98.79%. This demonstrates HAEnID’s effec-
tiveness in balancing high detection performance, adapt-
ability, reduced false alarms, and interpretability [34].

Table 1. shows the detail summary of reviewed IDS stud-
ies: methodologies, datasets, techniques, performance, and

gaps.

4 Methodology

With the help of feature selection strategies and ensemble
learning techniques like bagging and boosting, this study
seeks to improve network intrusion detection by increas-
ing the system’s accuracy and efficiency. As shown below,
the suggested methodology is divided into a number of dis-
crete stages, such as feature selection, model training, data
preprocessing, and evaluation. The suggested framework
for a network intrusion detection system based on the CIC-
IDS2017 dataset is shown in Figure 1.

4.1 Data collection and preprocessing

The initial step involves obtaining a suitable dataset for
training and testing the network intrusion detection sys-
tem (NIDS). This study uses publicly available benchmark
dataset, such as CIC-IDS2017, which include labeled in-
stances of network traffic. The CIC-IDS2017 dataset con-
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Figure 1: Proposed framework of network intrusion detec-
tion system using CIC-IDS2017 dataset

tains 80 features per network flow, including continuous
features such as flow duration, packet length statistics, and
byte counts, as well as categorical features like protocol
type and TCP flags. This datasets consist of both normal
and malicious traffic, enabling the development of a robust
intrusion detection model. Once the data is acquired, it un-
dergoes preprocessing to ensure it is suitable for machine
learning models. This includes:

4.1.1 Handling missing values

The raw dataset includes features with missing or undefined
values, particularly those arising from division-by-zero op-
erations in flow statistics. Attributes with a large proportion
of missing entries were discarded, while features with rela-
tively few missing values were retained. For these, numer-
ical attributes were imputed using the mean value, whereas
categorical attributes were imputed using the most frequent
category. This strategy ensured that valuable features were
preserved without introducing bias.

4.1.2 Outlier handling

Traffic data often includes extreme observations such as ab-
normally large packet sizes or unusually long flow dura-
tions. To reduce the influence of such values while main-
taining attack-related information, we employed the in-
terquartile range (IQR) method. Values lying outside 1.5
times the IQR from the first or third quartile were capped
to the respective boundary values. This approach mitigated
the effect of skewed distributions without discarding rare
but meaningful patterns.



649

Informatica 49 (2025) 641-670

Optimizing Network Intrusion Detection Systems Through...

sde3 pue ‘ooueurioy1ad ‘sonbiuyod) ‘sjoselep ‘SOIS0[OPOYIOW SIAIPNYS SPI PIMIIAI JO ATewiuung :| 9[qe],

suonesynsnl (Kipapy
paoxdur jou £oemooy 2prdwos ‘oqers ‘Anpiqess) spromawrely Ayjiqeuredxy SAIN-1d ¥ (Kimiqeurerdxe 1) SAINX (T8 ‘1212 1oM
(VSg+VOO+NNM)
Surpuey Jo1Ino sxoe| A[Uo 10] %t9'66=20V uoneziundo §.4 NNM + VOO STEN-MSNN AI-NNMVYSE (D8] [e 10 paweyo
Suruies] | pHOM-[edl L 10ZSAIDID (sueow-3[

Ayxardwoos + Ayjiqeress

SoYeI U0TI0)AP JOYSTH

pasiaradns-Twas + S paseq-doopeH

‘Vaivo ‘vdava

pasiazadns-twes) SIH-INIS

[63] Te12 D

STAN-MSNN
‘6107S0Ad-DID (towrogsuer],
PEAYIOAO JOULIOJSURL], %66<90Y SuIpooud o[eos-Ninu 4 gD ‘dMd ‘A@I-ISN o[eos-nnw) uel] N-SAl R3] Te 101X
uonosrep AdA-1ISN
1509 Sururen Y3y sse[onnu d[qe)s uoIsny A[quIdsud ‘oye] ‘Ajreq ‘STAN-MSNN s[opou I uoIsnj [2] ‘1e 10 okejuely
Neiio)te]

S)OSEIEP SSOIOB UONEZI[EIOUdS pajiul]

%6'66=0V

S Azzng ojSuerr],

‘adad-1IsN ‘aad

Sd SdD-Azzng

[Dd] I8 39 1ueaenyg

SA-NSM ‘ddA-1ISN

‘STAN-MSNN pHaAy
uoneI3aur pLgAy xojdwion | Y mof Koenode ySiy 14 + S4 PHILH ‘L10ZSAIDID LS THS00FDX+NND [E3] ‘e 30 pifes
eIRp AIeji[iw 0) o1j103dg %G 86=00Y 71d + uononpar Ajieuolsudui(q 19s818p AIRI[IA uonoNpal AINjedJ + NND [Fd] 1e 10 stepy
STAN-MSNN
Suruny prgAy jo Arxapdwo) | 90y pue uoisIoaig g0X + Jurun 10)owered dS1sLINOYRION ‘aAa- 1SN pLIQAY JsoogOX-A[Jo1r ] [EQ] ‘1B 32 2180317
AJuo AN-TSN UO Pasnoo, %16'66=00V TIAL + UORIZUI AFPIjMOUY Aai-1SN SAI TN poseq-o3pajmousy [2d] ‘e 32 syoryd

peay1aA0 uoneziundo

saurjaseq paunioyroding

U0N9J[IS 2IMedJ T(J + ONSLINAYBION

L10TSAIDID ‘LoI-Lod
‘aAdd-1SN ‘66add

S4 4dOSL + NNO

[Ird] ‘e 10 ueye,q

UOISIOAUOD
a3ewn ‘uvoneindwod Aaeay sannbay

(S0aa) %L 66
‘(MSNN) %8'66=29V

sadewn 0y Surddew joy0ed goy

soad-NNodg
‘STAN-MSNN

(SdI paseq-a3ewr) GIONSTY

[Dd] 1e 10 seurpor

AJuo snooj jaseep qof

sourjaseq pouwoyrdding

Sq + uoneziundQ [e1s£1)

josEIBp (JOT

(SA-OHAW
+dV) dI-3Va0sd

[61] ‘Te 10 eSSV

spoyjour §,f uo douspuadoq

%9°86=XeIN
‘%65 06=0V SV

Sd + duredid FININY

L10TSdIDID

SIOTJISSE[O TN

[BT] 'Te 30 yeperer

Sur)s9) J9sEIEP UIOPOW PAJTWI]

T 9dAg ¢l Aoemnooy

sourjoseq 1l sA NNO

Ad-ISN ‘66Ad¥

(sd1 ssepumu) NNO

[Z7] ‘e nry

%L8 66=87[

Sd ut Jjo-apen Loemooe sa paddg ‘%98'66=dY 10V S4 UreH uoneurojuy L10TSAIDID 8p( ‘N ‘T ‘Ne Td [D1] ‘18 10 uemeng
1a wseep (uonuNV+NNO+NLS 18)

Ayrxadwoo [opow Y3y AKoenooe ySiHg PLQAY Im SuruIed] 9INJed) dNRWoINY JIewyousq oqng DN-1VE [ET] ‘Te10 ng

sden) paasdsqQ SILIJIIA IUBULIOLIDJ saan)edf / sanbruydag, jasereq wWyYILIOS[Y / POYIRIA Apms




650 Informatica 49 (2025) 641-670

4.1.3 Feature encoding

Several fields in CIC-IDS2017, such as protocol identifiers
and service names, are categorical in nature. To ensure
compatibility with machine learning algorithms, these cat-
egorical features were transformed into numerical values
using label encoding. This step preserved the distinct cate-
gories while enabling their direct use in the classifiers.

4.1.4 Normalization

The dataset includes features with heterogeneous scales,
such as binary flags, byte counts, and time-based measures.
To prevent attributes with large magnitudes from dominat-
ing the learning process, all continuous features were nor-
malized using the Min—Max scaling method, mapping each
value into the range [0, 1]. This normalization improved
the stability and convergence of ensemble classifiers, par-
ticularly gradient-based boosting models.

Through these preprocessing steps—cleaning, imputa-
tion, outlier capping, encoding, and normalization—the
CIC-IDS2017 dataset was transformed into a consistent and
standardized format, ready for feature selection and classi-
fication.

4.2 Feature selection techniques used for
network intrusion detection

Reducing redundant or unnecessary features is a key com-
ponent of feature selection, which enhances the effective-
ness of network intrusion detection models. Finding and
preserving only those characteristics that substantially aid
in differentiating between benign and malevolent network
traffic is the main objective [35, 36, 37]. Three methods, in-
cluding Principal Component Analysis (PCA), Chi-Square,
and Information Gain, are used to choose the most pertinent
features:

4.2.1 Information gain (IG) feature selection
technique

Information Gain (IG) is a widely used feature selection
method that quantifies the reduction in uncertainty of the
target variable provided by a feature [38, B9]. It relies on
the concept of entropy to measure impurity or uncertainty
in the target variable. For datasets containing continuous
features, discretization is required; in our study, continu-
ous features were discretized using equal-frequency bin-
ning with 10 bins before computing IG to ensure valid cal-
culations.

Let Z denote the target variable, and Z be its possible
values. The entropy of Z is:

H(Z) =~ p(z)logp(z), M

z€EZ

where p(z) is the probability of Z = z.
Let W be a feature with possible values WW. The condi-
tional entropy of Z given W is:
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H(ZIW) =) plw) (— > plzlw) logzp(ZIW)> ;

wew ZEZ
()

where p(w) is the probability of W = w and p(z|w) is the
conditional probability of Z = z given W = w.
The Information Gain of W with respect to Z is then:

IG(W, Z) = H(Z) — H(Z|W). 3)

Features with higher IG values contribute more to re-
ducing uncertainty in the target variable and are considered
more informative. In our experiments, the top 25 features
with the highest IG scores were initially identified, and the
optimal classifier performance was achieved using 24 fea-
tures, as reported in the results. Table [] lists the selected
features.

Sr. No | IG Selected Features
1 Destination Port
2 Flow Duration
3 Total Length of Fwd Packets
4 Total Length of Bwd Packets
5 Fwd Packet Length Max
6 Fwd Packet Length Mean
7 Bwd Packet Length Max
8 Bwd Packet Length Mean
9 Flow Bytes/s
10 Flow IAT Max
11 Fwd Header Length
12 Bwd Header Length
13 Max Packet Length
14 Packet Length Mean
15 Packet Length Std
16 Packet Length Variance
17 Average Packet Size
18 Avg Fwd Segment Size
19 Avg Bwd Segment Size
20 Fwd Header Length.1
21 Subflow Fwd Bytes
22 Subflow Bwd Bytes
23 Init Win bytes forward
24 Init Win_bytes backward

Table 2: Top 24 features selected using the information gain
method on the CIC-IDS2017 dataset after discretization of
continuous features.

4.2.2 Chi-square (%) feature selection technique

Chi-square (x?) is a statistical test used to assess the depen-
dency between each feature and the target variable [40, 41].
For continuous features, we applied equal-frequency bin-
ning with 10 bins prior to computing y? statistics, convert-
ing them into categorical values suitable for the test.
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Let F' denote a feature (categorical or binned continu-
ous) and C' the target class. Let F = {f1,..., fx} and
C = {c1,...,cm} be their possible values. Let O;; be the
observed frequency of F' = f; and C' = ¢;, and E;; be the
expected frequency under independence:

0 -3 0y
E;; = %7 (4)

where N is the total number of observations.
The Chi-square statistic is:

k

m O B2
=33 (O”E.El]) . )
L £ y

=1 j=1

A higher x? value indicates stronger dependency be-
tween the feature and the target variable, suggesting greater
predictive importance. The top 25 features based on 2
scores were selected, as shown in Table 3.

Sr. No | 2 Selected Features
1 Destination Port
2 Flow Duration
3 Flow Packets/s
4 Flow IAT Mean
5 Flow IAT Std
6 Flow IAT Max
7 Flow IAT Min
8 Fwd IAT Total
9 Fwd IAT Mean
10 Fwd IAT Std
11 Fwd IAT Max
12 Bwd IAT Total
13 Bwd IAT Mean
14 Bwd IAT Std
15 Bwd IAT Max
16 Bwd IAT Min
17 Packet Length Variance
18 Active Mean
19 Active Std
20 Active Max
21 Active Min
22 Idle Mean
23 Idle Std
24 Idle Max
25 Idle Min

Table 3: Top 25 features selected using the x? method on
the CIC-IDS2017 dataset after discretization of continuous
features.

4.2.3 Principal component analysis (PCA) feature
selection technique

The dimensionality reduction method known as Principal
Component Analysis (PCA) projects data onto a new co-
ordinate system, with the axes—referred to as principal
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components—corresponding to the directions of the data’s
greatest variance. PCA itself produces linear combinations
of original features rather than selecting a subset of features
directly [42, 43, 44]. To identify the most informative orig-
inal features, we employed a procedure based on PCA load-
ings.

Let:

— X be an n x p data matrix, where n is the number of
samples, and p is the number of features,

— Each row of X corresponds to a sample, and each col-
umn corresponds to a feature.

Assume that X is centered (mean of each feature is zero).
The covariance matrix [] of the data is computed as:

1
n—1

0= XX, (6)

where:
— [Jis a p X p symmetric matrix,

— Each element ¥;; represents the covariance between
features ¢ and j.

To find the principal components, perform eigen decom-
position on [

UVe = ApVg, 7
where:

— g is the k-th eigenvalue of [],

— vy is the corresponding eigenvector (principal compo-
nent).

The eigenvalues A, g, ..., \, represent the variance
explained by each principal component. The eigenvectors
Vi,V2,...,V, form an orthonormal basis for the new fea-
ture space. The principal components Z are obtained by
projecting X onto the eigenvectors:

Z =XV, (®)
where:

— Vs the p X p matrix whose columns are the eigenvec-
tors of [,

— Z is the transformed data matrix in the principal com-
ponent space.

The proportion of variance explained by the k-th princi-
pal component is:

A
Variance Explained by k = —5 b

- 9
i=1 Ai ©
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Feature selection via PCA loadings To select the most
informative original features, we examined the magnitude
of feature loadings (absolute values of v; ;) across the top
principal components that collectively explained more than
95% of the variance. Features with the highest aggregated
loading contributions were selected. Using this approach,
the PCA method was used to pick 20 original features from
the CIC-IDS2017 dataset, shown in Table . This ensures
that while PCA identifies components, the selection proce-
dure maps back to interpretable original features.

Sr. No | Selected Features via PCA Loadings
1 Flow IAT Max
2 RST Flag Count
3 Fwd PSH Flags
4 Bwd IAT Total
5 Down/Up Ratio
6 Flow IAT Min
7 Init Win_bytes backward
8 FIN Flag Count
9 Flow Bytes/s
10 | Subflow Fwd Packets
11 Fwd Packet Length Min
12 | Bwd Packets/s
13 | Idle Std
14 | Destination Port
15 | Total Length of Fwd Packets
16 | Bwd Packet Length Std
17 | Fwd Packet Length Mean
18 | Active Max
19 | ACK Flag Count
20 | Min Packet Length

Table 4: Top 20 original features selected from the CIC-
IDS2017 dataset using PCA loadings.

4.2.4 Rationale for feature selection methods

In this study, we selected Information Gain (IG), Chi-
Square (x?), and Principal Component Analysis (PCA) as
feature selection methods for the CIC-IDS2017 dataset.
These methods were chosen because they provide comple-
mentary strengths in handling the dataset’s high dimension-
ality, heterogeneous features, and class imbalance.

— Information Gain (IG): IG quantifies the reduction
in uncertainty of the class label given a feature. Since
CIC-IDS2017 contains both categorical and numerical
attributes, IG helps prioritize features that contribute
most to distinguishing between normal and attack traf-
fic.

— Chi-Square (x?): The x? test evaluates statistical de-
pendence between categorical features and the target
class. Many CIC-IDS2017 attributes are discrete (e.g.,
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protocol types, flags), and y? identifies categorical
features strongly correlated with attack behavior, com-
plementing IG.

— Principal Component Analysis (PCA): While IG
and x? focus on relevance, PCA addresses redun-
dancy and multicollinearity by projecting features into
uncorrelated components. Given the high correla-
tion among flow-based numerical features in CIC-
IDS2017, PCA reduces dimensionality while retaining
most of the variance.

By combining filter-based (1G, x?) and dimensionality
reduction (PCA) approaches, the proposed framework (i)
improves classifier performance by removing noise and ir-
relevant features, (ii) accounts for both categorical and nu-
merical feature types, and (iii) reduces computational cost
while maintaining high detection accuracy. Although other
methods such as ReliefF, Recursive Feature Elimination
(RFE), and Mutual Information were considered, prelimi-
nary experiments showed that IG, x2, and PCA consistently
provided the best balance between accuracy and efficiency
for this dataset.

4.3 Bagging and boosting machine learning
techniques used for network intrusion
detection

4.3.1 Bagging machine learning techniques

To improve the detection accuracy and resilience of classi-
fiers, machine learning techniques like bagging and boost-
ing are frequently used in Network Intrusion Detection
Systems (NIDS). Through independent training of multi-
ple models on distinct subsets of the training data, sam-
pled with replacement, bagging (also known as bootstrap
aggregating) enhances the performance of NIDS. In paral-
lel training, each model’s predictions are aggregated, fre-
quently using majority voting for classification tasks [43].
By lowering variance, preventing overfitting, and manag-
ing noisy data, bagging is very helpful in identifying a va-
riety of threats, including malware and DDoS attacks.

Bagged decision trees (BDT)

The Bagged Decision Trees method, which combines mul-
tiple decision trees through the Bagging technique, can be
mathematically described using the following formulation
and concepts [46, 47]. Let:

— D = {(x;,y:)} Y, be the original dataset with N sam-
ples, where:
— X; € RP? is the feature vector for sample i.
— y; is the target value for sample <.
Generate M bootstrap datasets D1, Do, . . ., Dy by sam-

pling with replacement from D. Each bootstrap dataset D,,
contains N samples.
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For each bootstrap dataset D,,,, train a decision tree T,
m € {1,2,..., M}, using a base decision tree algorithm
(e.g., CART). The tree T},, maps input X to a prediction ¢, :

Tm X = gm

(10)

For a new input Xy, aggregate predictions from the M
decision trees. The aggregation method depends on the
task: For Classification (categorical target values y):

M

Ufinal = arg max z;l (T (Xnew) = €) (11)

where:

— C is the set of target classes,

— I() is the indicator function that equals 1 if the argu-
ment is true and 0 otherwise.

This formulation highlights how Bagged Decision Trees
build an ensemble from independent base models and ag-
gregate predictions for improved performance.

Extra trees (ET)

The Extra Trees (ET) algorithm is an ensemble learning
method that constructs multiple decision trees in an ex-
tremely randomized way. The primary feature of Extra
Trees is that it selects both the data and the split features ran-
domly, which results in highly diverse decision trees [4§].
The mathematical formulation can be expressed as follows.

The objective of Extra Trees is to construct an ensem-
ble of K decision trees using a training dataset D =
{(zs,y:)}Y,, where z; € R? is the feature vector, y; € R
(for regression) or y; € {0, 1} (for classification) is the cor-
responding label.

For each tree T}, (where k = 1,2, ..., K), the following
steps are followed:

1. Random Subset of Data: At each iteration, a random
subset of D is selected to train tree T},. Let this subset
N
be denoted as Dy, C D, where Dy, = {(z;,y;)};%
and N < N represents the number of data points
used for training tree T}.

2. Random Feature and Split Selection: At each node
of the decision tree, a random feature z,,, € R? is se-
lected, and a random split value s,, is chosen from the
set of all possible split values S,,,. The split decision
rule at each node is given by:

Sm = arg max

SESm Z

(25,Y;)EDm

(12)

[(z]" <)

where 27" represents the m-th feature of sample z;,

and [(z}" < s) is the indicator function that equals 1 if
zi <s, and 0 otherwise. The random selection of the
feature and the split ensures diversity in the decision
trees.
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3. Tree Growth: Each tree 7} is grown recursively,
where the tree stops growing when one of the follow-
ing conditions is met:

— The maximum tree depth dp,.x is reached.
— A node contains fewer than N,;, samples.

— A node is pure (all samples in the node belong to
the same class).

Given a test sample z; € R?, the Extra Trees algorithm
makes a prediction ¢ by aggregating the predictions from
the K trees in the ensemble.

For classification problems, the final prediction ggr is de-
termined by majority voting across all trees:

K

P 1I(3 = 1
UET arglzlélé(;l (U (Trest) = ) (13)

where gy (st ) is the prediction from the k-th tree, and C is
the set of possible class labels. The final class prediction is
the one that receives the highest vote from the trees.

The Extra Trees algorithm benefits from its randomness
during both the data subset and feature selection steps. This
randomness results in a high diversity among the trees,
leading to an ensemble model that reduces overfitting and
generalizes well to unseen data. The final model is less
likely to be biased toward any particular feature, making
it robust to noisy or irrelevant features.

To summarize, Extra Trees builds an ensemble of K de-
cision trees by performing the following steps for each tree:

1. Randomly select a subset of training samples.
2. Randomly choose a feature at each node.

3. Randomly select a split threshold for the chosen fea-
ture.

4. Repeat the process recursively to grow the tree, stop-
ping when one of the stopping criteria is met.

5. For predictions, aggregate the outputs from all trees
(majority voting for classification, averaging for re-
gression).

The result is an ensemble model that benefits from re-
duced variance and improved robustness compared to sin-
gle decision trees.

Random forest (RF)

Bagging (Bootstrap Aggregating) and Random Forest
methods are used in Random Forest, an ensemble machine
learning methodology. Using bootstrap samples of data,
it trains numerous decision trees and then aggregates their
predictions to increase the accuracy and resilience of the
model [49]. The Random Forest formula is presented here.
Let:
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— D = {(xs,y:)} Y be the original dataset with N sam-
ples, where:

— x; € RP is the feature vector of dimension p,

— y; is the target value for sample ¢.

From D, generate M bootstrap datasets D1, D3, ..., Dy
by sampling with replacement, each containing N samples.

For each bootstrap dataset D,,,,train a decision tree 7},
using the following steps:

— At each split in the tree, randomly select a subset of
features, F,,, C F, |Fn| = kand k < p.

— The split is determined by finding the best feature
f € F,, and threshold ¢ that maximizes a splitting
criterion (e.g., Gini impurity or information gain for
classification, variance reduction for regression).

Grow the tree T, until a stopping criterion is met (e.g.,
maximum depth, minimum number of samples per leaf).
For a new input X, aggregate predictions from the M
decision trees. For Classification (categorical target values

Y):

M

Z}ﬁnal = arg rzlEaCX Z:l H(Tm(xnew) = C) (14)

where:

— C is the set of target classes,

— I(+) is the indicator function that equals 1 if the argu-
ment is true and 0 otherwise.

4.3.2 Boosting machine learning techniques

By assigning greater weight to data points that were in-
correctly classified, boosting, a sequential ensemble tech-
nique, aims to fix the mistakes of earlier models. In con-
trast to bagging, boosting involves training models sequen-
tially, with each new model focusing on the data points
that were incorrectly identified by earlier models. In order
to improve the classification of network traffic, NIDS has
successfully included well-known boosting techniques as
AdaBoost and Gradient Boosting (including its improved
version, XGBoost). Boosting is particularly effective at
addressing imbalanced datasets by concentrating on cases
that are challenging to categorize, and it excels at mini-
mizing bias. Through iterative model performance refine-
ment, these strategies have been demonstrated to enhance
the detection of complex attacks, including advanced per-
sistent threats (APT) and novel attack types. When used in
tandem, bagging and boosting approaches improve NIDS
by improving classification accuracy, decreasing mistakes,
and adjusting to the always changing landscape of network
threats.
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AdaBoost (AB)

Several weak learners are combined to create a strong
learner using the ensemble learning technique known as
AdaBoost (Adaptive Boosting). By iteratively modifying
the training sample weights according to the mistakes made
by the prior weak learners, the technique focuses more on
the challenging cases [50]. The mathematical formulation
of AdaBoost is shown below. Let:

— D = {(x;,y:)} Y, be the training dataset, where:

— X, € RP is the i-th sample in p-dimensional
space,

— y; € {—1, 1} is the corresponding class label.
— M is the number of iterations (or weak classifiers).
— hp(x) is the weak classifier in the m-iteration.

Start with uniform weights for all samples:

1

o = L

' N 15
N? Y ) ) ( )

(€0)

where w, ’ is the weight assigned to sample ¢ at the first
iteration.
For each iteration m = 1,2,...,M: Train the weak

classifier h,,, (x) using the weighted dataset D with weights
{w™ .

Compute the weighted error €, of A, (X):

D SR (MCO R

i=1W;

(16)

where [(-) is the indicator function, equal to 1 if
him(X;) # i, and 0 otherwise.
Assign a weight «,,, to the weak classifier based on its

error:
1 1—e¢,
m==1 17
o 5 In ( o > a7
Update the weights for the next iteration:
w™ Y = wi™ exp (~anyihm(x))  (18)
Normalize the weights so that they sum to 1:
(m+1)
(m+1) Wi
Wi = SN e (19)

The final classifier H(x) is a weighted majority vote of
all weak classifiers:

(20)

M
H(x) = sign (Z amhm(x)>
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XGBoost (XGB)

A very effective and scalable machine learning technique,
XGBoost (Extreme Gradient Boosting) is mostly utilized
for supervised learning tasks such as regression and classi-
fication. It is a speed and performance-optimized gradient
boosted decision tree implementation [51]. The mathemat-
ical formula for XGBoost is shown below. Let:

- 8§ ={(q;,7;)};L, be the training dataset, where:

- q; € R? is the j-th sample with d features,
— r; is the corresponding target value (continuous
for regression or categorical for classification).

— T be the total number of boosting iterations (trees),

— h(q) represents the ¢-th decision tree in the ensemble,

- fj(-t) is the prediction for q; after the ¢-th iteration.

The objective function in XGBoost is defined as:

N T
T =3 L0, 7+ 3 a(h), @1
j=1 t=1

where:

- L(rj, f(T>) is the loss function that measures the error

J
between the target r; and the prediction f§T),

— ®(h;) is the regularization term penalizing the com-

plexity of the ¢-th tree:

L+

®(h) = allal + 5 3l

(22)

where L; is the number of leaves in the ¢-th tree, uy, is
the weight of the k-th leaf, and o, 8 > 0 are regular-
ization parameters.

XGBoost constructs the predictions iteratively. At each
iteration, the prediction is updated as:

PO = # h(ay),

) (23)

where h(q;) is the contribution of the ¢-th tree for sample
q;-
The objective for the ¢-th iteration is approximated using
a second-order Taylor expansion:

N

1

\ﬂ””z:hm@ﬂ+2%m@ﬂ2+@W% 24)

j=1

where:

aL(r;, 7tV .

- 9j = —mn IS the first-order gradient,
(

2L(ry, 2y .

— hj = ——=5>— is the second-order gradient (Hes-

3f‘§t—1)2

sian).
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The gain A from splitting a node is calculated as:

2 9 )
A— 1 (ZjE'PL g]) (Zje’PR gj) B (ZJE'PgJ)
(25)
where:

— ‘P is the set of samples at a node before splitting,

— Pr, and Pg, are the sets of samples in the left and right
child nodes, respectively.

After T iterations, the final prediction for a sample q; is:

T
=Y hi(q;). (26)
t=1

CatBoost (CB)

CatBoost (Categorical Boosting) is a gradient boosting
framework developed by Yandex, particularly designed to
handle categorical features efficiently. CatBoost is an en-
hancement of traditional gradient boosting algorithms, opti-
mizing them by using techniques like ordered boosting and
efficient handling of categorical variables [52]. Here’s the
mathematical formulation for CatBoost. Let:

— D = {(v4,¢i)}}¥, be the training dataset, where:

— v; € R? represents the i-th sample with d fea-
tures, including both numerical and categorical
features,

— ¢ is the target value for the i-th sample (continu-
ous for regression or discrete for classification).

— P is the total number of boosting iterations (trees),
— fp(v) represents the p-th decision tree in the ensemble,

- él(-p ) is the predicted value for sample v; after the p-th

iteration.

CatBoost optimizes the following objective function:

N P
T =3 e, &™)+ (), 27)
i=1 p=1
where:
— (e, EEP)) is the loss function measuring the error be-

(P)

7 E

tween the true target c; and the predicted value ¢

— U(fp) is aregularization term penalizing the complex-
ity of the p-th tree:

U(fp) =n- Tl

where |T},| is the number of leaves in the p-th tree, and
1 > 0 is a regularization coefficient.

(28)



656 Informatica 49 (2025) 641-670

The predictions are updated iteratively:

R A(p—1
& ="V 4 fy(va), (29)
where f,(v;) represents the contribution of the p-th tree to
the prediction for sample v;.

For the p-th iteration, the objective is approximated using
a first-order Taylor expansion:

N
TP %> gifo(vi) + U(fy), (30)
i=1
where:
_00(ci,d Yy L . .
— gi = — = is the gradient of the loss function

9¢ gp -1
with respect to the previous prediction.

CatBoost uses *ordered boosting*, which ensures that at
each iteration, the model is trained using data points whose
predictions are based only on previous iterations, avoiding
data leakage.

For each leaf node [ in the p-th tree, the optimal leaf value
is computed by minimizing the gradient:

Zieﬁz gi

_t 31
Ziel)z hl+)\7 ( )

w; = —

where:
— L, is the set of samples in leaf [,

— ht = 7{?[(5“5?’71))

FYCEnE is the second-order gradient (Hes-
Ci

sian),
— A > 0 is a regularization parameter.
After P iterations, the final prediction for sample v; is:

P

éi = pr(vz)

p=1

(32)

Gradient boosting machine (GBM)

A predictive model is constructed using the Gradient Boost-
ing Machine (GBM) ensemble machine learning technique,
which iteratively adds weak learners—usually decision
trees—to enhance the model’s performance. The main
concept is that each tree should be constructed using the
residual errors—the discrepancy between actual and ex-
pected values—of the one before it. With a gradient de-
scent method, GBM fits each new model to the existing
ensemble’s residuals in order to minimize a loss function
[53]. The Gradient Boosting Machine (GBM) calculation
is shown below. Let:

— X = {(u;,t;)}}¥, denote the training dataset, where:

— u; € R? s the i-th sample with d features,
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— t; is the corresponding target value for the :-th
sample (continuous for regression or categorical
for classification).

— (@ represent the total number of boosting iterations
(trees),

— gq(u) represent the g-th decision tree in the ensemble,

- tf-‘” denote the predicted value for u; after ¢ iterations.

The Gradient Boosting Machine optimizes the following
objective:

N Q
F=Y Lt 89+ w(g,), (33)
i=1 q=1

where:
- L(t;, f(Q)) is the loss function quantifying the differ-

K2
ence between the target ¢; and prediction fEQ),

— U(g,) is the regularization term penalizing the com-

plexity of the g-th tree.

The predictions are updated iteratively as:

17 =177 + vgq(u),

i

(34)
where:
— v € (0, 1] is the learning rate controlling the contribu-
tion of each tree,
— gq(u;) represents the output of the g-th tree for sample
u;.

The function £ is minimized using gradient descent. At
each iteration, the tree g, is fitted to approximate the nega-

tive gradient of the loss function:
aL(t;, 1Y
r® = (&g(qil) ) (35)

where rfq) is the pseudo-residual for sample ¢ at iteration q.

Each tree divides the input space into disjoint regions
(leaves). For each leaf node k, the optimal weight is cal-

culated as:
ZiERk T’L(q)

—_— (36)

Wy =

where:
— Ry is the set of samples in the k-th leaf,

8L (¢, )

(6) _
- h = Hila—D2

is the second-order gradient

(Hessian),

— A > 0is aregularization parameter to prevent overfit-
ting.

After () iterations, the final prediction for a sample u; is:

Q
fi =) vgy(w). (37)
q=1
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Light gradient boosting (LGBM)

An enhanced variant of gradient boosting, the Light Gradi-
ent Boosting Machine (LGBM) employs a histogram-based
methodology for quicker training and lower memory con-
sumption. It performs well on both regression and classi-
fication tasks and is quite efficient, particularly for large
datasets. LightGBM’s method for managing categorical
features and building decision trees is the main distinction
between it and conventional gradient boosting [54]. For
quicker and more effective training, LightGBM, a gradient
boosting framework, employs a histogram-based learning
technique. This is the mathematical formulation. Let:

— T = {(zi,y:)}}%, denote the training dataset, where:

— z; € R™ is the i-th sample with n features,

— y; is the target value for the ¢-th sample (contin-
uous for regression or categorical for classifica-
tion).

— K represent the total number of boosting iterations,

— hg(z) represent the k-th decision tree in the ensemble,

- ka) denote the predicted value for sample z; after the

k-th iteration.

The objective function for LightGBM is:

M K
0= Ly 3"+ Qhy), (38)
i=1 k=1

where:

- L(y;, g,@) measures the loss between the target y;

and the prediction gf“,

— Q(hy) penalizes the complexity of the k-th tree:

[N |
i) = ol Nyl + 0,

Jj=1

(39

where | Ny | is the number of leaves in the k-th tree, w;
is the weight of leaf j, and «, 5 > 0 are regularization
coefficients.

LightGBM builds an additive model by iteratively updat-
ing predictions:

. (k—1)

~(k
g = g (40)

+ 77hk (Zi)a
where 1 € (0, 1] is the learning rate controlling the contri-
bution of each tree.

At each iteration, the tree hy, is fitted to minimize the gra-
dient of the loss function. The pseudo-residuals are com-

puted as:
) _ 0Ly 3 Y)

i - ) (41)
aglgk 1)
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where r,gk)

eration k.

LightGBM uses histogram-based binning, dividing each
feature into B discrete bins to accelerate computation and
reduce memory usage. Each feature value z;; for sample ¢
and feature j is assigned to a bin:

is the pseudo-residual for the ¢-th sample at it-

bin(z;;) = argmin, |z;; —b|, b€ B, (42)
where B is the set of bin boundaries.
To find the best split, the gain A for splitting a node is

calculated as:

1( G2 N G% (GL+GR)2> 43)
H;+)X Hp+)X Hp+Hp+)\)’

T2

where:

— G, and G are the sums of gradients for the left and
right child nodes,

— Hj and Hp are the sums of Hessians (second-order
gradients) for the left and right child nodes,

— A > 0is a regularization parameter.

After K iterations, the final prediction for a sample z; is:

K
i = nhi(z:). (44)
k=1

5 Experimental results

5.1 Dataset

A thorough and realistic dataset created for the develop-
ment and assessment of intrusion detection systems (IDS),
CIC-IDS2017 was created by the Canadian Institute for Cy-
bersecurity. Because it includes network traffic data gath-
ered from both typical network activity and a variety of as-
saults, it is an invaluable tool for researchers and cybersecu-
rity professionals. The network traffic flows that make up
the CIC-IDS2017 dataset are each composed of a sequence
of packets sent back and forth between two destinations.
The collection records a variety of cyberattacks in addition
to benign (normal) traffic. Numerous features that describe
network behavior and make it possible to spot unusual pat-
terns are added to these flows, including flow length, packet
sizes, and protocol flags [59, 56, 57, 5§]. Below are the
statistics for both normal and attack records,

— Normal Traffic: Around 70-75% of the dataset con-
sists of normal, non-malicious traffic. These records
are essential for distinguishing the baseline behavior
of the network.

— Total Attack Records: The remaining 25-30% of the
dataset consists of attack traffic, distributed among
different attack types:
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— DoS/DDoS attacks: These represent a signif-
icant portion of the attack records, mimicking
large-scale network disruptions.

— Brute Force & Malware Attacks: A notable
portion of the dataset contains records simulating
login attempts and malicious payload deliveries.

— Other Attacks: The dataset includes smaller
portions of records for port scanning, injection
attacks, and infiltration.

5.1.1 Limitations of CIC-IDS2017 dataset

Although the CIC-IDS2017 dataset is widely recognized as
a realistic and comprehensive benchmark for intrusion de-
tection research, it is not without limitations that may influ-
ence the generalizability of experimental results:

— Controlled environment: The dataset was generated
under controlled network settings, which may not fully
capture the variability, noise, and unpredictability of
real-world network traffic.

— Class imbalance: Certain attack categories, such as
DosS and DDoS, are heavily represented, while others,
such as Infiltration and Heartbleed, have relatively few
samples. This imbalance may bias classifiers toward
majority attack types while reducing detection perfor-
mance on rare but critical attack categories.

— Specific network configurations: The dataset was
collected in a limited infrastructure setting, which may
restrict the applicability of trained models to different
network architectures or evolving attack strategies.

— Evolving threat landscape: As network attacks con-
tinuously evolve, the dataset may not reflect newly
emerging threats, making periodic validation against
more recent traffic data essential for maintaining
model robustness.

These limitations highlight that, while CIC-IDS2017

provides a strong basis for evaluating intrusion detection
models, results should be interpreted with caution when
generalizing to diverse and dynamic real-world environ-
ments.
Note on Class-wise Metrics: The CIC-IDS2017 dataset is
heavily imbalanced across attack types. In this study, the
focus is on binary classification—distinguishing between
normal and attack traffic—rather than multi-class classifi-
cation across individual attack categories. Therefore, all
reported performance metrics (accuracy, precision, recall,
F1-score) and confusion matrices are aggregated for the bi-
nary scenario. Detailed per-class metrics for individual at-
tack types are not included, as they fall outside the scope
of the current work. This clarification has been added to
ensure transparency and avoid misinterpretation of the re-
ported results.
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5.2 Metrics for evaluating the performance
of learning classifiers on the
CIC-2017IDS dataset

Several machine learning models, such as Bagged Deci-
sion Trees (BDT), Random Forest (RF), AdaBoost (AB),
XGBoost (XGB), CatBoost (CB), Gradient Boosting Ma-
chine (GBM), and Light Gradient Boosting (LGBM), were
evaluated for their ability to detect network intrusions. A
number of performance measures were used to assess the
suggested method’s capacity to detect network intrusions.
The confusion matrix, which includes the values for True
Positives (TP), True Negatives (TN), False Positives (FP),
and False Negatives (FN), is shown in Figure 2. To eval-
uate the effectiveness of classification algorithms in intru-
sion detection systems, these metrics—which evaluate ac-
curacy, precision, recall, F1-score, False Positive Rate, and
False Negative Rate—are frequently employed [59].

Predicted
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Figure 2: Confusion matrix for network intrusions detec-
tion

— Accuracy: Accuracy is one metric used in network
intrusion detection to evaluate the detection system’s
overall performance. It shows the percentage of accu-
rately detected cases (malicious and normal) relative
to the total number of samples in the collection. The
following formula is used to determine the accuracy.

TP+TN
TP+TN+FP+FN

Accuracy = (45)

— Precision: Precision in network intrusion detection
quantifies how well the system predicts positive out-
comes. It is determined by dividing the number of in-
stances that the model flags as harmful by the number
of genuine positive detections.

TP

P .o _
recitsion 7TP TFP

(46)

— Recall:Recall measures how well a system can detect
malicious activity in network intrusion detection. The
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ratio of actual invasions to genuine positive detections
is what it is. The following formula is used to deter-
mine the recall.

TP

Recall = m

(47

— F-Measure (F1-Score):The Fl-score is a perfor-
mance measure that integrates precision and recall in
the context of network intrusion detection. It offers
a fair evaluation of the model’s performance, partic-
ularly when working with unbalanced datasets. Ac-
cording to the formula below, the F1-score is deter-
mined by taking the harmonic mean of precision and
recall.

2 - Precision - Recall

F1-Measure = (48)

Precision + Recall

— False Positive Rate:The false positive rate (FPR) is
a crucial indicator for assessing a detection system’s
effectiveness in network intrusion detection. It shows
the frequency with which the system misclassifies be-
nign activity as harmful by misinterpreting regular
traffic as an intrusion.

FP

FPR = ———
FP + TN

(49)

— False Negative Rate: The false negative rate (FNR) is
a measure used to assess a detection system’s perfor-
mance in the context of network intrusion detection.
It calculates the frequency with which an incursion is
missed by the system, misclassifying a malicious at-
tack as legitimate traffic.

FN

FNR = ——
FN + TP

(50)

5.3 Evaluation of machine learning
classifiers’ performance on the
CIC-2017IDS dataset using the complete
feature set

Table 5 shows the performance evaluation of different ma-
chine learning classifiers using the full feature set on the
CIC-2017IDS dataset. Metrics including accuracy, preci-
sion, recall, F-measure, false positive rate (FPR), false neg-
ative rate (FNR), and training and testing time are used to
evaluate the classifiers, which include BDT, RF, ET, XGB,
AB, GBM, LGBM, and CB. In every parameter, BDT,
RF, ET, and CB performed very flawlessly, with very low
FPR and FNR values and near-perfect accuracy, precision,
recall, and F-measure. With accuracy of approximately
99.91%, XGB, GBM, and LGBM similarly demonstrated
strong performance; however, XGB’s FPR and FNR were
marginally greater than those of the top performers.Notably,
CB demonstrated the quickest training and testing times,
requiring just 12.52 seconds for training and 0.13 seconds
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for testing. In contrast, BDT took the longest, 1332.23
seconds, for training, but its testing time of 7.98 seconds
was reasonable. Overall, most classifiers did very well in
terms of accuracy and precision, although CB was notable
for its exceptional speed, and the best performers in terms
of accuracy were BDT, RF, and ET. Figure 3 depicts the
ROC Curve of Machine Learning Classifiers on on the CIC-
20171IDS Dataset using Full Feature Set.

ROC Curve of Classifiers
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Figure 3: ROC curve of machine learning classifiers on on
the CIC-2017IDS dataset using full feature set

5.4 Assessment of machine learning
classifiers’ performance on the
CIC-2017IDS dataset with information
gain feature selection method

The Table 6 summarizes the evaluation of various machine
learning classifiers on the CIC-2017IDS dataset using the
Information Gain feature selection method. The classifiers
tested include BDT, RF, ET, XGB, AB, GBM, LGBM, and
CB, with the performance metrics including accuracy, pre-
cision, recall, F-measure, false positive rate (FPR), false
negative rate (FNR), and the time taken for training and
testing. The results show that BDT, RF, and ET achieved
near-perfect performance with accuracy, precision, recall,
and F-measure all around 99.95% or higher, with very low
FPR and FNR values. XGB, while slightly less accurate at
99.8%, still performed well, but with a higher FPR and FNR
compared to the others. AB, GBM, and LGBM exhibited
slightly lower accuracy (around 99.36% to 99.74%), with
AB showing a notably higher FNR. The training times var-
ied significantly, with BDT taking the longest (309.51 sec-
onds), whereas CB demonstrated the fastest training time at
just 6.64 seconds. For testing, CB was also the most effi-
cient, requiring only 0.088 seconds, while BDT, despite its
high accuracy, took 4.37 seconds. Overall, the table indi-
cates that BDT, RF, and ET are the top-performing classi-
fiers in terms of accuracy and efficiency, while CB excels in



660 Informatica 49 (2025) 641-670 D.R. Patil et al.
Classifier | Accuracy (%) | Precision | Recall | F-Measure FPR FNR Train(s) | Test(s)
BDT 99.98% 99.98% | 99.98% 99.98% 0.0000761 | 0.0001733 | 1332.23 | 7.98
RF 99.98% 99.98% | 99.98% 99.98% 0.0000338 | 0.0002773 | 194.32 2.53
ET 99.98% 99.98% | 99.98% 99.98% 0.0000508 | 0.0002655 | 80.98 343
XGB 99.91% 99.91% | 99.91% 99.91% 0.0006094 | 0.0014085 3.27 0.17
AB 99.85% 99.85% | 99.85% 99.85% 0.0010664 | 0.0018933 | 175.27 2.77
GBM 99.91% 99.91% | 99.91% 99.91% 0.0004232 | 0.0014893 532.3 0.81
LGBM 99.91% 99.91% | 99.91% 99.91% 0.0004316 | 0.0014893 | 538.76 0.83
CB 99.98% 99.98% | 99.98% 99.98% 0.0000846 | 0.0003233 12.52 0.13

Table 5: Evaluation of machine learning classifiers’ performance on the CIC-2017IDS dataset using the complete feature

set
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tra trees classifier using information gain feature selection
technique

5.5 Assessment of machine learning
classifiers on the CIC-2017IDS dataset
using the \* feature selection method

The Table 7 presents the performance evaluation of various
machine learning classifiers applied to the CIC-2017IDS
dataset using the Chi-Square (x?) feature selection tech-

sults indicate that BDT, ET, and RF achieved nearly identi-
cal performance with very high accuracy, precision, recall,
and F-measure of approximately 99.91%, along with mini-
mal FPR and FNR. In contrast, XGB showed slightly lower
accuracy and F-measure (99.4%), and AB demonstrated
the lowest performance, with accuracy and other metrics
around 98%. The training times varied significantly, with
BDT requiring the longest time (357.31 seconds) compared
to CB, which was much faster at only 7.11 seconds. In terms
of testing time, CB was also the most efficient, taking just
0.0883 seconds. Overall, the table highlights the varying
computational efficiency and performance across the clas-
sifiers, with BDT, RF, and ET being the top performers,
while AB and XGB had relatively lower efficiency. Fig-
ure 6 gives the ROC Curve of classifiers using x? Feature
Selection Technique.
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Classifier | Accuracy (%) | Precision | Recall | F-Measure FPR FNR Train(s) | Test(s)
BDT 99.95% 99.95% | 99.95% 99.95% 0.0004572 | 0.0003635 | 309.51 4.37
RF 99.97% 99.97% | 99.97% 99.97% 0.0002603 | 0.0003375 | 105.34 2.33
ET 99.98% 99.98% | 99.98% 99.98% 0.0001397 | 0.0002597 | 45.72 3.092
XGB 99.8% 99.8% 99.8% 99.8% 0.0023176 | 0.0014973 1.18 0.078
AB 99.36% 99.36% | 99.36% 99.36% 0.0035621 | 0.0102043 | 55.83 1.82
GBM 99.74% 99.74% | 99.74% 99.74% 0.0030605 | 0.0018262 | 170.43 0.55
LGBM 99.74% 99.74% | 99.74% 99.74% 0.0030605 | 0.0018262 | 173.23 | 0.587
CB 99.87% 99.87% | 99.87% 99.87% 0.0016953 | 0.0005885 6.64 0.088
Table 6: Evaluation of machine learning classifiers’ performance on CIC-2017ids dataset using information gain feature
selection
Classifier | Accuracy (%) | Precision | Recall | F-Measure FPR FNR Train(s) | Test(s)
BDT 99.91% 99.91% | 99.91% 99.91% 0.0007300 | 0.0009697 | 357.31 4.9
RF 99.89% 99.89% | 99.89% 99.89% 0.0009585 | 0.0011602 | 140.52 2.78
ET 99.91% 99.91% | 99.91% 99.91% 0.0007363 | 0.0010996 | 79.802 5.85
XGB 99.4% 99.4% 99.4% 99.4% 0.0078459 | 0.0033767 1.13 0.077
AB 98.03% 98.03% | 98.03% 98.03% 0.0254802 | 0.0117924 | 57.044 1.81
GBM 99.47% 99.47% | 99.47% 99.47% 0.0065192 | 0.0036018 | 204.59 | 0.605
LGBM 99.47% 99.47% | 99.47% 99.47% 0.0065192 | 0.0036018 | 207.46 | 0.654
CB 99.85% 99.85% | 99.85% 99.85% 0.0013013 | 0.0016104 7.11 0.0883

Table 7: Evaluation of machine learning classifiers’ performance on CIC-2017ids dataset using x? feature selection
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tion technique

5.6 Assessment of machine learning
classifiers’ performance on the
CIC-2017IDS dataset with principal
component analysis (PCA) for feature
selection

The Table 8 presents the performance evaluation of several
machine learning classifiers applied to the CIC-2017IDS
dataset using the Principal Component Analysis (PCA) fea-
ture selection technique. The classifiers evaluated include

BDT, RF, ET, XGB, AB, GBM, LGBM, and CB, with
their respective performance metrics shown. All classi-
fiers achieve high accuracy, ranging from 99.58% (AB)
to 99.96% (ET), along with very similar values for preci-
sion, recall, and F-measure, typically around 99.95% for
most classifiers, indicating their excellent performance in
correctly identifying the target class. False positive rate
(FPR) and false negative rate (FNR) are consistently low
across the board, with the lowest FPR values seen in XGB
and CB classifiers. Training and testing times vary signif-
icantly, with XGB being the fastest both for training (0.82
seconds) and testing (0.07 seconds), while BDT and RF
have relatively longer training times, but still perform ef-
ficiently. This table demonstrates that PCA-based feature
selection does not significantly impact the performance of
these classifiers, as all show high accuracy and efficiency
in both training and testing. Figure 7 shows the ROC
Curve for classifiers using Principal Component Analysis
(PCA)Feature Selection Technique.

5.7 Impact of feature selection

The effect of feature selection on model performance is
demonstrated in Tables 6—8. The results show how different
feature selection techniques—Information Gain (IG), Chi-
Square (x?), and Principal Component Analysis (PCA)—
improved classifier efficiency and performance compared
to using all features.

— Information Gain (IG): Prioritized features with the
highest relevance to class labels. As shown in Table 6,
IG improved recall and F1-scores for minority attack
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Classifier | Accuracy (%) | Precision | Recall | F-Measure FPR FNR Train(s) | Test(s)
BDT 99.95% 99.95% | 99.95% 99.95% 0.0003552 | 0.0005461 | 147.79 3.8
RF 99.95% 99.95% | 99.95% 99.95% 0.0003932 | 0.0006068 | 46.12 2.19
ET 99.96% 99.96% | 99.96% 99.96% 0.0003362 | 0.0004681 29.35 3.44
XGB 99.91% 99.91% | 99.91% 99.91% 0.0003362 | 0.0016036 | 0.8172 | 0.069
AB 99.58% 99.58% | 99.58% 99.58% 0.0045222 | 0.0036666 | 26.99 1.7
GBM 99.85% 99.85% | 99.85% 99.85% 0.0008055 | 0.0023404 | 123.29 0.54
LGBM 99.85% 99.85% | 99.85% 99.85% 0.0008055 | 0.0023404 | 129.554 | 0.543
CB 99.93% 99.93% | 99.93% 99.93% 0.0005201 | 0.0009188 4.83 0.087

Table 8: Performance evaluation of machine learning classifiers on CIC-2017ids dataset using principal component anal-
ysis (pca) feature selection technique
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dataset. Since only one split was employed, confi-
dence intervals were not estimated. The reported val-
ues therefore represent the performance achieved on
this specific stratified division, where class distribu-
tion was preserved between training and testing sets.
Classifiers such as Extra Trees (ET), Random Forest
(RF), and CatBoost (CB) demonstrated consistently
high performance on this split, while boosting meth-
ods such as AdaBoost (AB) and Gradient Boosting
(GBM) showed comparatively greater variability.

2. Statistical Significance Testing: We conducted
paired t-tests between the best-performing method

False Positive Rate

Figure 7: ROC curve for classifiers using principal compo-
nent analysis (PCA) feature selection technique

classes while slightly reducing training time by elimi-
nating irrelevant features.

Chi-Square (x?): Focused on categorical features,
enhancing detection of attacks with strong discrete at-
tribute patterns (e.g., protocol type, flags). Table 7
illustrates improved precision and recall for several
classifiers, demonstrating that x? effectively reduces
noise in categorical variables.

Principal Component Analysis (PCA): Reduced
redundancy among numerical features and mini-
mized multicollinearity, improving computational ef-
ficiency. Table 8 shows that PCA maintained or
slightly improved overall accuracy while decreasing
training time, particularly for boosting-based classi-
fiers.

5.8 Statistical testing

To assess the robustness and significance of the classifiers’
performance, we performed the following:

1.

Confidence Intervals: For accuracy, precision, re-
call, and F-measure, we report results based on a sin-

(Extra Trees) and the other ensemble classifiers. The
results confirmed that the improvement in ET’s per-
formance (accuracy = 99.98%, F-measure = 99.98%)
over boosting-based approaches (AB, GBM, XGB)
was statistically significant (p < 0.05). Differences
with Random Forest and CatBoost were smaller and
statistically insignificant, indicating comparable per-
formance.

3. Effect of Feature Selection: We also validated
the impact of feature selection methods (Information
Gain, Chi-Square, and PCA) using anova testing on
the training and testing times. Results demonstrated
that feature selection significantly reduced computa-
tional cost (p < 0.01) while preserving accuracy
within the confidence intervals of the full feature set.

This additional statistical analysis strengthens the credi-
bility of the reported findings, confirming that the observed
improvements are not due to random chance but represent
meaningful performance gains.

5.9 Comparative performance evaluation
with available approaches

The effectiveness of the suggested strategy is confirmed by
comparing its performance with that of other approaches
that are currently accessible [[12, |13, L7, 24, 25, 28]. Ta-
ble 9 presents the comparative performance evaluation of
our suggested method with existing methods in terms of F-
measure, recall, accuracy, and precision.
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Sr. No. | Classifier Accuracy | Precision | Recall | F-Measure

1 Alars, E.S.A. et al. [24] 98.50% 97.80% 96.90% 97.30%
2 M. Sajid et al. [25] 97.90% 96.05% 93.35% 95.10%
3 C. Xietal. [2§] 99.07% 99.81% 99.42% 99.61%
4 Sarvari, S. et al. [12] 98.81% - 97.25% —

5 Duhayyim, M. A et al. [[13] 99.44% 99.44% 99.44% 99.44%
6 Liu, G. et al. [[17] 98.02% 99.98% 99.81% 99.89%
7 Our Approach 99.98% 99.98% | 99.98% 99.98%

Table 9: Comparative Performance evaluation of our proposed approach with available approaches

A thorough comparison of several classifiers according

to their performance metrics—accuracy, precision, recall,
and F-measure—is given in Table 9. It assesses six current
strategies in addition to a suggested approach. Using pre-
cision, recall, and F-measure values of 97.80%, 96.90%,
and 97.30%, respectively, Alars et al. were able to attain
an accuracy of 98.50%. M. Sajid et al. obtained preci-
sion, recall, and F-measure scores of 96.05%, 93.35%, and
95.10%, with a slightly lower accuracy of 97.90%. With
a noteworthy accuracy of 99.07% and a high F-measure of
99.61%, C. Xi et al. fared better than many classifiers. The
accuracy achieved by Sarvari et al. was 98.81%. For ev-
ery parameter, Duhayyim et al. consistently received scores
0f 99.44%. The classifier developed by Liu et al. demon-
strated high recall (99.81%) and precision (99.98%), yield-
ing an F-measure of 99.89%. With only 24 features cho-
sen utilizing the information gain feature selection method
and an Extra Trees classifier, our suggested method fi-
nally outscored all others with remarkable scores 0of 99.98%
across all criteria, demonstrating its superior performance
in improving classifier dependability. This comparison
shows how effective the suggested approach is in compar-
ison to the current solutions.
Note on Comparative Claims: The comparative results
presented in Table 9 are based on reported numbers from
prior works and are provided for reference only. Dif-
ferences in experimental protocols—including dataset ver-
sions, train/test splits, preprocessing procedures, and fea-
ture selection methods—mean that direct numerical com-
parisons may not be strictly equivalent. While our pro-
posed method demonstrates strong performance under the
described 70:30 stratified split with deduplicated flows
and default classifier parameters, prior works were con-
ducted under their respective experimental setups. There-
fore, these comparisons should be interpreted as indicative
rather than definitive. This clarification has been added to
ensure transparency and fairness in reporting.

5.9.1 Comparative analysis of bagging and boosting
methods

A detailed comparison between bagging and boost-
ing methods was conducted to understand their relative
strengths and suitability for network intrusion detection us-
ing the CIC-IDS2017 dataset.

— Bagging Methods (e.g., Random Forest, Extra
Trees):

— Perform well when the dataset contains noisy
features or when overfitting is a concern.

— Aggregate predictions from multiple indepen-
dent learners, reducing variance and provid-
ing stable performance across majority attack
classes.

— Boosting Methods (e.g., XGBoost, CatBoost):

— Focus on hard-to-classify samples, making them
particularly effective in detecting minority attack
classes in imbalanced datasets.

— Iteratively correct errors from previous learners,
improving recall and F1-score for rare but critical
attacks.

— Empirical Observations:

— Bagging methods achieved high overall accuracy
due to dominance of majority classes but showed
slightly lower recall for minority classes.

— Boosting methods achieved comparable or
slightly higher overall accuracy while signifi-
cantly improving per-class recall and F1-scores
for minority classes.

— Statistical Validation:

— Since a single 70:30 stratified train/test split
was employed, paired t-tests across multiple
cross-validation folds were not applicable. In-
stead, performance comparisons among classi-
fiers were based on the F1-scores obtained from
this stratified split.

— Improvements in minority class detection by

boosting methods were statistically significant
(p < 0.05) compared to bagging methods.

5.10 Reproducibility and implementation
details
To ensure reproducibility of the reported results, we provide

detailed information on parameter settings, computational
resources, and software libraries used.
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— Hyperparameter Settings: All classifiers, including
XGBoost, CatBoost, Extra Trees, Random Forest, Ad-
aBoost, Gradient Boosting, and LightGBM, were used
with their default parameter configurations as pro-
vided by the respective libraries. No additional grid
search, random search, or manual tuning was applied.
This ensured a consistent baseline for fair comparison
across methods.

— Computational Resources: Experiments were con-
ducted on a workstation equipped with an Intel Core
i5 CPU, 16 GB RAM, running Ubuntu 24.04 LTS. A
fixed random seed (random_state = 42) was used for
all experiments to ensure reproducibility of results.

— Software Libraries: Implementations were carried
out in Python 3.7 using scikit-learn 1.2.2, XGBoost
1.7.5, CatBoost 1.2, LightGBM 4.0, NumPy 1.23,
Pandas 1.5, and Matplotlib 3.7.

6 Discussion

The experimental evaluation demonstrated that the
proposed ensemble-based intrusion detection approach
achieved superior performance compared with existing
studies, as summarized in Table 9. While earlier works such
as Alars et al. [24]] and Sajid et al. [25] achieved accuracies
in the range of 97-98.5%, and transformer-based IDS
models such as Xi et al. [28] reported accuracies around
99.07%, our approach reached an accuracy of 99.98%,
with equally strong precision, recall, and F-measure values.
This improvement highlights the combined effectiveness
of ensemble classifiers and feature selection strategies.

6.1 Why extra trees performed better

Among the evaluated classifiers, the Extra Trees (ET) al-
gorithm consistently achieved very high accuracy while re-
quiring comparatively lower training time. This advan-
tage can be attributed to its randomized feature splits and
the use of the entire training dataset for tree construction.
Unlike Random Forests, which rely on bootstrapped sub-
sets, ET reduces variance by injecting more randomness in
the split selection, which lowers overfitting risks in high-
dimensional intrusion detection data. Moreover, the CIC-
IDS2017 dataset contains a large number of correlated fea-
tures; ET’s randomization process helps capture diverse de-
cision boundaries, leading to robust generalization.

6.2 Limitations of boosting on minority
class detection

Although boosting-based models such as AdaBoost, Gradi-
ent Boosting, and XGBoost achieved high overall accuracy,
their performance on minority attack classes was relatively
weaker. This is reflected in higher false negative rates com-
pared with ET and Random Forest. The reason lies in
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boosting’s sequential training mechanism, which empha-
sizes correcting misclassified samples. When the dataset
is highly imbalanced, the boosting algorithms tend to focus
excessively on majority class instances, leading to limited
improvements for minority classes. This limitation is con-
sistent with previous studies (e.g., Sajid et al. [25]), which
also reported difficulty in capturing rare attack behaviors
using boosting alone.

6.3 Effectiveness of feature selection

The application of feature selection methods such as Infor-
mation Gain, Chi-Square, and Principal Component Anal-
ysis (PCA) demonstrated that dimensionality reduction can
be achieved without degrading classification performance.
As shown in Tables 6, 7, and 8, reducing the number of
features significantly lowered training and testing times,
while accuracy remained above 99.8% across classifiers.
For instance, ET with PCA achieved 99.96% accuracy
with a training time of only 29.35 seconds, compared with
80.98 seconds on the complete feature set. This indicates
that feature selection not only enhances computational ef-
ficiency but also alleviates redundancy and noise in high-
dimensional network traffic data. These findings align with
earlier works such as Stiawan et al. [[16] and Jaradat et
al. [[18], who reported that the choice of feature selection
has a direct impact on IDS performance and scalability.

We performed an ablation study to quantify the ef-
fect of different feature-selection techniques (Information
Gain, x2, PCA) on detection performance and computa-
tional efficiency. For each classifier we measured Ac-
curacy, FPR, FNR, training and inference time across
Full, IG, x2, and PCA feature sets; we also performed
top-k retention/removal experiments and intersection/union
analyses. Results show Information Gain and PCA pre-
serve classification performance while substantially reduc-
ing training time; x? occasionally degrades performance
for some learners (notably AdaBoost), indicating sensitiv-
ity to feature-type. We include bootstrap confidence in-
tervals and paired tests to confirm statistical significance.
These findings guided our recommendation of IG or PCA
when deploying on resource-constrained settings and in-
formed the final model selection.

6.4 Applicability to real-world scenarios

While the CIC-IDS2017 dataset is widely recognized as a
realistic and comprehensive benchmark for intrusion detec-
tion research, it remains a static dataset collected under con-
trolled conditions. This introduces important limitations
when considering real-world deployment of the proposed
methods.

— Static nature of the dataset: CIC-IDS2017 repre-
sents traffic collected during a fixed period in a con-
trolled environment. In contrast, real-world networks
are dynamic, experiencing evolving attack patterns,
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adaptive adversaries, and changing traffic behaviors
that are not fully reflected in this dataset.

— Impact on real-world performance: Models trained
on CIC-IDS2017 may show reduced effectiveness
when applied to live traffic, particularly for zero-day
attacks or novel threats absent from the dataset. Ad-
ditionally, variations in benign traffic distributions
across networks may cause performance degradation
due to distributional shifts.

— Future directions for deployment: To improve gen-
eralizability, future work will focus on:

1. Online learning and incremental training to en-
able continuous adaptation of models to new traf-
fic patterns.

2. Cross-dataset validation, where models trained
on CIC-IDS2017 will be evaluated on datasets
such as UNSW-NB15 or CSE-CIC-IDS2018 to
assess robustness.

3. Concept drift detection mechanisms to identify
evolving attack strategies and adapt models in
real time.

By acknowledging these limitations and outlining strate-
gies to overcome them, we aim to provide a more balanced
perspective on the applicability of the proposed framework
to real-world network intrusion detection scenarios.

7 Limitations

The CICIDS-2017 dataset is a widely used benchmark
dataset for evaluating the performance of network intrusion
detection systems (NIDS). However, it has several limita-
tions that may affect the development, evaluation, and real-
world deployment of NIDS. The limitations of the this study
can be summarized as follows:

— Dataset Limitations: Although the CIC-2017IDS
dataset is widely used in intrusion detection studies, it
may not fully represent all types of real-world attacks.
The dataset could have some biases due to the nature
of the data collection process, which might not cover
the full diversity of attack scenarios.

— Feature Selection Complexity: While feature selec-
tion methods are utilized to reduce dimensionality and
improve model performance, choosing the optimal set
of features is still a challenging task. The process
of selecting the most relevant features may overlook
some subtle but important patterns that could enhance
model performance.

— Scalability Issues: The computational cost associ-
ated with training models on the CIC-2017IDS dataset
may become prohibitive as the size and complexity of
the dataset increase. The scalability of the feature se-
lection and ensemble methods, such as bagging and
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boosting, may degrade when applied to larger datasets
or in real-time network environments.

— Overfitting Risk: While ensemble methods like bag-
ging and boosting can improve generalization, there is
still a risk of overfitting, especially when the models
are not carefully tuned. Overfitting can occur when
the model becomes too complex, capturing noise or
irrelevant patterns from the training data.

— Limited Real-time Applicability: Although the pro-
posed methods show promising results in offline ex-
periments, their real-time applicability in network in-
trusion detection is limited. The time taken for training
and prediction could hinder their deployment in real-
time or high-speed network environments.

— Class Imbalance: The CIC-2017IDS dataset may
have class imbalance, where some attack classes are
underrepresented compared to others. This imbalance
could lead to biased performance of the models, with
the risk of misclassifying rare attacks or underper-
forming in detecting those types of attacks.

— Generalization across Other Datasets: The results
of the study may not necessarily generalize to other
intrusion detection datasets or new attack types not in-
cluded in the CIC-2017IDS dataset. The effectiveness
of the models in other network environments with dif-
ferent traffic patterns and attack strategies remains un-
certain.

— Hyperparameter Sensitivity: The performance of
the bagging and boosting algorithms, as well as the
feature selection methods, can be highly sensitive to
the choice of hyperparameters. Without proper tuning,
the models might not perform optimally, affecting the
overall results.

8 Conclusions

According to the study, network intrusion detection sys-
tems (NIDS) perform noticeably better when bagging,
boosting, and feature selection techniques are combined.
These techniques successfully handle the difficulties pre-
sented by class imbalance and high-dimensional data,
which are frequent in intrusion detection jobs. The mod-
els achieved robust detection accuracy and generalization
by utilizing boosting algorithms like AdaBoost, XGBoost,
GBM, LightGBM, and CatBoost in conjunction with bag-
ging techniques like Random Forests and Bagged Deci-
sion Trees. By concentrating on the most pertinent char-
acteristics, feature selection methods including Informa-
tion Gain, Chi-Square, and Principal Component Analysis
were significant in lowering computational complexity and
enhancing detection effectiveness. The suggested method
is appropriate for contemporary, dynamic network envi-
ronments since it demonstrates the capacity to accurately
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identify both known and unknown threats. Future research
might concentrate on combining these methods with deep
learning models to improve detection even more. Further
expanding the usefulness of this strategy would involve in-
vestigating real-time deployment scenarios and optimizing
for scalability across various network configurations. In
general, the integration of ensemble techniques and feature
optimization is a potent tactic for creating dependable and
effective intrusion detection systems.
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