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Healthcare systems handle a vast amount of sensitive patient data, making privacy and security crucial

concerns. As digital health technologies expand, ensuring accurate and secure data storage becomes in-

creasingly important. However, the frequent exchange of medical information poses risks of unauthorized

access and data breaches, complicating secure data sharing. Moreover, many blockchain-based health-

care solutions face challenges related to performance inefficiencies and insufficient privacy safeguards.

To overcome these limitations, we introduce a blockchain-powered system designed to enhance privacy

protection, secure data sharing, and reliable storage in healthcare environments. Our methodology in-

tegrates an access control mechanism using SHA-256 for data integrity, RSA and ECDSA for transaction

signatures, and a Proof-of-Work (PoW) consensus mechanism to ensure decentralized trust and scalability.

The system employs cryptographic key management with RSA-generated public-private key pairs to secure

data access and prevent unauthorized modifications. Experimental results demonstrate that the proposed

system achieves an average transaction latency of 15.3 ms for 10 transactions on a single node, with a data

integrity success rate of 100% across all tested scenarios. Comparative evaluations against state-of-the-

art frameworks show our system reduces latency by 39% while maintaining robust security. Additionally,

performance analysis highlights the system’s ability to maintain low computational overhead, with trans-

action times ranging from 25.2 ms to 157.4 ms for 1 to 15 transactions across multiple nodes, ensuring

efficient processing in real-world healthcare settings.

Povzetek: V prispevku je opisano varno in razširljivo verižnoblokovno ogrodje za upravljanje zdravstvenih

podatkov, ki z uporabo SHA-256, PoW, RSA in ECDSA zagotavlja zasebnost, celovitost in nizko latenco.

1 Introduction

Blockchain technology has attracted substantial attention

and investment across various sectors, including digital cur-

rencies, supply chain management, the sharing economy,

energy trading, financial security, copyright protection, and

e-governance [1, 10]. Known for its strong security fea-

tures, blockchain plays a crucial role in supporting decen-

tralized applications and facilitating secure digital transac-

tions [8]. The integration of blockchain with healthcare

systems offers decentralized data storage, tamper-proof

records, and cryptographic security mechanisms, thereby

mitigating risks of unauthorized access and data breaches.

In this work, we propose a blockchain-based framework

that enhances healthcare data security and privacy by in-

tegrating an access control mechanism based on SHA-256

hashing for data integrity, transaction signatures using RSA

and Elliptic Curve Digital Signature Algorithm (ECDSA)

for authentication, and a Proof-of-Work (PoW) consensus-

driven security policy to ensure decentralized trust and scal-

ability.

To ensure a seamless user experience, transactions

within these applications must exhibit high speed, low la-

tency, strong security, and reliability. The growing incor-

poration of emerging technologies in healthcare is accel-

erating the expansion of health information processing [1],

making electronic health records a crucial andwidely share-

able asset. Globally, the volume of medical data is rising at

an unprecedented pace.

The rapid increase in health data within medical insti-

tutions is contributing to more intricate information man-

agement systems, emphasizing the need for enhanced se-

curity and privacy measures [17]. Manual paper-based

health records and legacy management systems are partic-

ularly susceptible to breaches in patient privacy and data

integrity. Additionally, the lack of interconnected health

centers poses challenges for the long-term storage, shar-

ing, and maintenance of medical data, hindering effective

treatment and consultations. Despite the advantages of

blockchain technology, existing blockchain-based health-

care frameworks often face challenges in balancing secu-

rity, scalability, and efficiency. For instance, ensuring
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real-time access to medical records while preserving pri-

vacy requires novel consensus mechanisms and encryption

strategies [17]. Additionally, interoperability between dif-

ferent healthcare providers remains a concern, necessitat-

ing standardized protocols for secure data exchange [1].

Our proposed framework directly addresses these limita-

tions by implementing a scalable blockchain architecture

with low-latency transaction processing to overcome per-

formance inefficiencies, a SHA-256 and RSA-based access

control mechanism to enhance privacy safeguards, and a

standardized key management protocol to ensure interop-

erability among healthcare providers. Furthermore, it mit-

igates computational and storage trade-offs by optimizing

the Proof-of-Work consensus process, as detailed in sec-

tion 3.

Recent studies have proposed various blockchain archi-

tectures to enhance healthcare data security. Some ap-

proaches leverage hybrid blockchain models that integrate

fog computing to improve transaction speed and reduce

computational overhead [8]. Others focus on homomorphic

encryption techniques to enhance privacy preservation in

healthcare data management [3]. However, these solutions

often come with trade-offs in terms of computational com-

plexity and storage requirements.

Blockchain technology presents offers superior security

for healthcare data storage [6]. Its decentralized structure,

combined with its capabilities for ensuring data integrity,

security, privacy, and transparency, makes it an effective

approach to healthcare data management, unlike traditional

databases that rely on centralized servers vulnerable to

single-point failures and unauthorized access. The adoption

of blockchain-based data storage in the healthcare sector

has led to the emergence of advanced digital platforms de-

signed to replace traditional health record systems, signifi-

cantly enhancing data privacy and integrity. Figure 1 illus-

trates the flow of health data within a blockchain-powered

public health center, depicting secure transactions among

authorized medical professionals, health center controllers,

and the blockchain ledger. Authorized medical profession-

als and consultants can access these centers, retrieve patient

records, and provide well-informed medical recommenda-

tions. This framework is designed to ensure the security,

scalability, privacy, and integrity of health data storage and

management through blockchain technology [12]. It lever-

ages smart contracts, which function based on a consensus-

driven mechanism.

This study aims to address the specific problem of inad-

equate privacy and efficiency in existing blockchain-based

healthcare systems by developing a framework that en-

sures secure, scalable, and interoperable health data man-

agement. Our research objectives are: (1) to design a

blockchain system with optimized access control and low-

latency transactions, (2) to enhance privacy through ad-

vanced cryptographic techniques, and (3) to evaluate its

performance against real-world requirements. Unlike prior

solutions, this work defends against Sybil attacks through

Proof-of-Work consensus, replay attacks via timestamped

nonce verification, and insider threats with RSA-encrypted

access control. A detailed threat model is presented in sec-

tion 3.2. The key contributions of this work include:

– Development of a novel blockchain-based system for

secure health data storage and sharing.

– Implementation of an optimized access control mech-

anism utilizing advanced cryptographic techniques,

specifically SHA-256 for hashing, RSA for key gen-

eration, and ECDSA for digital signatures.

– Design of an evaluation framework to assess and

demonstrate the system’s performance, including a se-

quence diagram for the proposed model.

The remainder of this paper is structured as follows: sec-

tion 2 discusses related work. section 3 describes the pro-

posed system’s design and architecture. section 4 presents

the results of the experimental evaluation and section 5

discusses these findings. Finally, section 6 concludes the

study.

2 Related work

Existing research on blockchain-based healthcare solutions

has focused on various aspects such as access control, data

confidentiality, secure storage, scalability, and informa-

tion integrity. Conventional healthcare systems frequently

struggle with maintaining secure data storage and facilitat-

ing safe information exchange across interconnected net-

works. However, state-of-the-art (SOTA) approaches often

exhibit specific shortcomings in scalability, privacy, and se-

curity, necessitating a more robust solution as proposed in

this work.

The decentralized nature of blockchain has the potential

to transform healthcare by improving clinical data monitor-

ing, ensuring secure patient data exchange, and strengthen-

ing data storage security [7]. Al-Zubaidie and Razzaq [17]

proposed a privacy-preserving framework that integrates

homomorphic encryption with blockchain to secure patient

data transactions. Their approach enhances data integrity

but suffers from increased computational overhead, limit-

ing scalability due to high processing demands. In another

study, Alshare et al. [1] explored the role of blockchain in
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Table 1: Comparative analysis of blockchain-based healthcare solutions

Approach Security

Features

Performance Metrics Shortcomings

Al-Zubaidie and Razzaq

[17]

Homomorphic encryption,

blockchain

High integrity, slow pro-

cessing

High computational over-

head, poor scalability

Alshare et al. [1] Smart contracts, access

control

Transparent, restricted

access

Weak privacy against in-

sider threats

Mishra, Yadav, and Nath

[10]

Blockchain, IPFS Low storage cost, high

availability

High retrieval latency,

limited scalability

Yang and Li [15] Immutable logs,

blockchain

Prevents unauthorized

access

Vulnerable to Sybil attacks

Bowman et al. [4] PDOs, Intel SGX Secure smart contract exe-

cution

Centralized, poor scalabil-

ity

Cheng et al. [5] TEE, smart contracts Secure transactions High runtime overhead,

broad attack surface

Khemaissia et al. [8] Hybrid blockchain-fog Reduced transaction time Infrastructure complexity,

limited scalability

Boumezbeur and Zarour

[3]

Blockchain, encryption Privacy-preserving sharing Low computational effi-

ciency

securing healthcare data by implementing smart contract-

based access control mechanisms. Their findings indicate

that blockchain can significantly improve data transparency

while ensuring restricted access based on predefined se-

curity policies, yet it lacks sufficient privacy safeguards

against insider threats due to weak key management.

Furthermore, Mishra and Yadav [10] investigated the

integration of blockchain with InterPlanetary File Sys-

tem (IPFS) for decentralized healthcare data management.

Their approach reduces storage costs and enhances data

availability but introduces challenges in retrieval latency,

compromising scalability for real-time applications. Yang

et al. [15] developed a blockchain-based Electronic Health

Record (EHR) framework aimed at preventing unautho-

rized access and data manipulation by maintaining an im-

mutable activity log within the blockchain network, but its

reliance on basic cryptographic methods leaves it vulnera-

ble to advanced attacks like Sybil attacks. In Bowman et

al. [4], Private Data Objects (PDOs) are proposed, allow-

ing multiple untrusted entities to execute smart contracts

on sensitive personal data using Intel SGX. PDOs rely on

an interpreter enclave to securely process smart contracts

within a controlled environment, yet this centralization re-

duces scalability and introduces a single point of failure.

Cheng et al. [5] introduced Ekiden, a system

that integrates privacy-preserving smart contracts with

a blockchain-enabled Trusted Execution Environment

(TEE). Ekiden employs a Proof-of-Publication protocol to

facilitate secure blockchain transactions, including consen-

sus mechanisms reliant on authorized timers. However,

this method may lead to increased runtime overhead, po-

tential security risks, and a broader attack surface, but its

high runtime overhead and broader attack surface under-

mine efficiency and security. Khemaissia et al. [8] in-

troduced a hybrid blockchain-fog computing model to ad-

dress performance bottlenecks in healthcare applications.

Their solution reduces transaction processing time but re-

quires additional infrastructure for fog computing deploy-

ment, increasing complexity and limiting scalability across

diverse healthcare settings, with trade-offs including higher

deployment costs and dependency on fog node reliabil-

ity. Boumezbeur and Zarour [3] proposed a blockchain-

enabled electronic health record (EHR) system with a fo-

cus on privacy-preserving data sharing. However, its heavy

reliance on homomorphic encryption sacrifices computa-

tional efficiency, weakening its practicality for large-scale

use, as it incurs significant computational overhead and la-

tency.

To systematically compare these SOTA approaches, ta-

ble 1 summarizes their key characteristics and shortcom-

ings. This analysis highlights that existing solutions often

fail to balance scalability, privacy, and security effectively.

For instance, methods like [17] and [3] prioritize privacy

at the expense of scalability and efficiency, while [10] and

[8] improve performance but compromise on retrieval la-

tency or infrastructure demands. Security vulnerabilities,

such as susceptibility to Sybil attacks [15] or insider threats

[1], further underscore the need for a comprehensive so-

lution. Our proposed framework overcomes these limita-

tions by integrating SHA-256 and RSA-based access con-

trol for enhanced privacy, a PoW consensus for scalable se-

curity against Sybil attacks, and an optimized architecture

that minimizes latency without additional infrastructure.

3 Proposed methodology

This section presents a blockchain based framework aimed

at enhancing the secure storage of sensitive records in pub-

lic health centers. The proposed solution focuses on ensur-
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Figure 2: Framework diagram of the blockchain-based healthcare model, illustrating the sequence of interactions among

users (consultants), the distributed controller, and the blockchain ledger. Step 7 (’Revert response’) is conditional and

occurs only if verification fails (e.g., after Step 10, if the unique ID or access request is invalid)

ing the confidentiality and integrity of healthcare processes

while streamlining operations. It further describes the co-

ordination of healthcare activities, sequence diagrams, and

the workflow of block generation.

3.1 Healthcare center modeling using

blockchain

The proposed framework is designed to improve health-

care system efficiency by reinforcing privacy, security, in-

tegrity, and verifiability of authorized health records. This

section describes the system’s overall architecture, as illus-

trated in fig. 2, which provides a comprehensive diagram of

the blockchain-based healthcare data management frame-

work for public health centers. The architecture integrates

user interactions (e.g., consultants requesting ID/password

and submitting health data, Steps 1, 5, 9), access control

mechanisms managed by the distributed controller (Steps

1-4, 7-10), enforcement and verification processes (Step

11), and blockchain operations including secure data stor-

age, PoW consensus, and block creation (Steps 2-3, 6).

These components collectively ensure privacy, integrity,

and secure access to health records. By implementing a

blockchain based secure cloud storage model, this solu-

tion ensures high-performance authorization frameworks

that uphold privacy and data integrity.

This blockchain based system enhances the reliability

and scalability of health data, fostering greater confidence

among stakeholders in data services. The core functional

elements of the platform revolve around three key enti-

ties: the health data users/consultants, the health center con-

troller, and the secure data repository. The health center

controller governs the activities of data users/consultants

within the blockchain based system. Each user/consultant

acts as a data custodian, responsible for managing patient

health records securely. Within this model, only authorized

individuals can access, create, or update smart contracts re-

lated to health records on the blockchain. Consultants col-

lect patient information and store it on the blockchain using

public keys, while a unique private key is assigned to each
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Figure 3: Workflow diagram for the proposed blockchain-

based system for healthcare center, illustrating the detailed

process of health data management. The ”Patient records

transaction with crypto digital signature” step uses ECDSA

and SHA-256 for secure signing, while ”Mining transaction

blocks patient records” employs PoW consensus. A feed-

back loop from ”patient records stored as the blockchain” to

”Initialization” ensures error correction if verification fails.

patient’s record for enhanced security.

Before gaining access, the health center controller veri-

fies and registers each health data user/consultant, assign-

ing a unique digital identity (ID) and password through a

secure authentication framework. This registration process

leverages the Bcrypt algorithm to generate encrypted dig-

ital IDs, which are then securely stored. After complet-

ing registration, authorized users can securely access the

blockchain network with their digital credentials, ensuring

robust authentication and strict access control.

In a system protected by blockchain, any action involv-

ing the database such as storing, modifying, or distributing

data, interacts with the blockchain to maintain privacy, se-

curity, and accessibility. By utilizing a network of verified

user nodes, the system guarantees the safety and accuracy

of health records. Transactions are signed cryptographi-

cally and stored immutably on the blockchain, with data

integrity ensured using SHA-256 hashing. The Proof-of-

Work (PoW) consensus mechanism strengthens decentral-

ization by requiring miners to expend computational effort

to solve cryptographic puzzles, appending new blocks only

after achieving a valid hash. This prevents unauthorized

modifications in the healthcare context by making tam-

pering economically infeasible as altering a patient record

would require re-mining all subsequent blocks across the

distributed network, a task computationally prohibitive due

to the PoW difficulty. This ensures the immutability of

medical histories critical for treatment accuracy, though it

introduces energy consumption trade-offs, as analyzed in

section 5. Any tampering is detected through sequential

hash verification, including nonce values, timestamps, and

encoded data. If an anomaly is identified, the affected block

is flagged as invalid.

The operational process of data exchange in this model

follows a structured approach:

1. Users/consultants authenticate themselves using their

assigned IDs and passwords.

2. Upon verification, they request access to blockchain

storage via the health center controller.

3. Encrypted health records are then submitted for stor-

age and later retrieved as needed.

4. Each health record is assigned a Unique Data Identity

(DID) for tracking purposes.

5. The controller manages the storage and retrieval of pa-

tient data using the assigned DID.

The DID is a composite identifier structured as a 256-

bit hash, generated by concatenating the patient’s unique

identifier (a UUID assigned during registration), a times-

tamp of the record submission, and a hash of the health data

itself using SHA-256. This structure ensures uniqueness

and traceability: the UUID links the DID to the patient,

the timestamp provides temporal context, and the health

data hash ties the DID directly to the specific record. The

DID is stored on the blockchain alongside the encrypted

health record, enabling efficient retrieval and verification

by authorized users while maintaining immutability and in-

tegrity.

The overall workflow of this blockchain-powered sys-

tem is depicted in fig. 3, outlining each step involved in the

development of a secure, transparent, and efficient health

data management platform. Specifically, the step ”Patient

records transaction with crypto digital signature” involves

generating a digital signature using the ECDSA algorithm

(as detailed inAlgorithm 2) and hashing the transaction data

with SHA-256 to ensure integrity and authenticity. The

”Mining transaction blocks patient records” step employs

the Proof-of-Work (PoW) consensus mechanism, where

miners solve cryptographic puzzles to validate transactions

and append new blocks, as described in Algorithm 3. Addi-

tionally, a feedback loop exists: if a transaction fails verifi-

cation (e.g., due to an invalid signature or hash mismatch),

the system reverts to the ”Initialization” phase, prompting

the practitioner to resubmit corrected data, ensuring robust

error handling and data integrity.

Unlike hybrid blockchain-fog computing models [8],

which rely on additional infrastructure and introduce de-

ployment complexity, our framework avoids these trade-

offs by leveraging a fully decentralized blockchain archi-

tecture with optimized PoW consensus, eliminating the

need for external fog nodes while maintaining low latency.

Similarly, in contrast to homomorphic encryption-based

approaches [3], which incur high computational overhead,

our system employs SHA-256 hashing and RSA encryp-

tion, achieving privacy and integrity with reduced process-

ing demands.

3.2 Threat model

To ensure the robustness of the proposed blockchain-based

healthcare framework, we define a threat model that iden-

tifies potential attacks and outlines corresponding mitiga-

tion strategies. This model focuses on three primary threats

prevalent in healthcare data systems:
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– Sybil Attacks: In a Sybil attack, an adversary cre-

ates multiple fake identities to gain disproportionate

influence over the network. Our framework mitigates

this through the PoW consensus mechanism, which

requires computational effort to validate transactions

and generate blocks. This makes it economically in-

feasible for an attacker to dominate the network with

fake nodes.

– Replay Attacks: Replay attacks involve an adver-

sary resubmitting valid transactions to disrupt the sys-

tem or gain unauthorized access. The system defends

against this by incorporating timestamped nonce val-

ues in each transaction, verified through sequential

hash checks using SHA-256. Any attempt to reuse a

transaction is detected and rejected, ensuring transac-

tion uniqueness.

– Insider Threats: Insider threats occur when autho-

rized users misuse their access privileges. To counter

this, the framework employs RSA-encrypted access

control, where each user’s private key is required

to sign transactions, and permissions are strictly en-

forced by the health center controller. Additionally,

the ECDSA verifies signatures at both user and server

levels, preventing unauthorized modifications, as out-

lined in Algorithm 2.

These mitigation strategies are integrated into the system’s

architecture and cryptographic operations, ensuring com-

prehensive protection against these threats.

3.3 Interoperability with healthcare

standards

To ensure practical deployment in healthcare environments,

the proposed framework is designed to comply with key

standards, including Health Level Seven Fast Healthcare

Interoperability Resources (HL7 FHIR), Digital Imaging

and Communications in Medicine (DICOM), and Health

Insurance Portability and Accountability Act (HIPAA) reg-

ulations. HL7 FHIR is supported by mapping blockchain-

stored health records to FHIR resources (e.g., Patient, Ob-

servation) using standardized JSON encodings, enabling

seamless data exchange with existing EHR systems. For

medical imaging, DICOM compatibility is achieved by

storing DICOM metadata hashes on-chain, with actual im-

age files linked via secure off-chain storage (e.g., IPFS),

balancing efficiency and integrity. Compliance with the

HIPAA is ensured through RSA-encrypted access control

and ECDSA signatures, safeguarding patient data confi-

dentiality and auditability as mandated by HIPAA privacy

rules. This interoperability enhances the framework’s inte-

gration with diverse healthcare providers, addressing a crit-

ical limitation noted in section 2.

3.4 Smart contract security and audit

methodology

The proposed framework incorporates smart contracts to

manage access control and data transactions, necessitat-

ing safeguards against common vulnerabilities. To prevent

reentrancy attacks, where a malicious contract repeatedly

calls back into the system before state updates, we imple-

ment a non-reentrant modifier inspired by Ethereum’s So-

lidity patterns, ensuring that state changes (e.g., access per-

mission updates) are finalized before external calls. Inte-

ger overflows, a risk in arithmetic operations, are mitigated

by using Python’s arbitrary-precision integers in our Flask-

based implementation, avoiding fixed-size integer limita-

tions. For instance, nonce increments in PoW and trans-

action counters are immune to overflow due to this design

choice.

To verify these protections, we outline a security au-

dit methodology comprising: (1) static analysis using tools

like Slither to detect reentrancy and overflow risks in smart

contract logic, (2) dynamic testing with simulated attack

scenarios (e.g., recursive calls) on a testnet, and (3) for-

mal verification of critical functions (e.g., signature veri-

fication in Algorithm 2) using mathematical proofs of cor-

rectness. This multi-layered approach ensures robustness

against vulnerabilities, complementing the cryptographic

security detailed in section 3.2.

3.5 Coordination process

The proposed model ensures that a distributed controller in

public health centers regulates access to blockchain-stored

medical data. In this framework, three key participants

are involved, medical practitioners/consultants (users who

interact with health data), The distributed controller (re-

sponsible for registration and access management), and the

blockchain ledger (which functions as a decentralized, se-

cure database for patient health information). Blockchain

serves as a highly distributed and tamper-resistant ledger,

allowing only authorized entities to conduct transactions in-

volving patient records. Participating nodes can input, re-

trieve, and verify data securely. The sequence diagram il-

lustrating user activities within this model is shown in fig. 4,

depicting the order of actions taken to interact with the sys-

tem.

3.5.1 Registration

The framework initiates with a structured registration pro-

cess designed to authenticate and onboard medical practi-

tioners or consultants. To begin, practitioners submit a reg-

istration request to the health center controller, accompa-

nied by relevant professional credentials. The controller

then verifies the applicant’s registration status; if unreg-

istered, the applicant’s details are encrypted and securely

stored on the blockchain to ensure immutability and data

integrity. Following successful verification, the system dy-

namically generates a unique user identity and password,
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[if unique ID of health data = true]

18. Invoke to add or view data
[if unique ID of health data = false]

Figure 4: Diagram showing the sequence of user activities involved in blockchain based healthcare data center

which are disseminated to the practitioner via a decentral-

ized, distributed controller. This authentication mechanism

grants registered users perpetual access to the blockchain

network, enabling them to log in at any time and partici-

pate in subsequent operations.

3.5.2 Data submission

Once authenticated, the framework transitions to the data

submission phase. Consultants who are now part of the

blockchain network, collect patient-specific clinical data

such as diagnostic reports or prescribed treatments and sub-

mit these records to the health center controller. Upon re-

ceipt, the controller assigns a unique health identity to the

patient, consolidating their medical history into a singu-

lar, traceable profile. To fortify security, each record is

encoded with a hash based value by the blockchain, cre-

ating an indelible digital fingerprint that prevents tamper-

ing and enhances auditability. Access to upload or modify

health records is rigorously restricted to authorized practi-

tioners, with permissions governed by cryptographic keys

to ensure compliance and prevent unauthorized alterations.

Upon successful entry of data into the blockchain, all net-

work participants, including relevant healthcare providers

and the patients, receive instantaneous confirmation of the

transaction. This real-time notification mechanism fosters

transparency, accountability, and trust across the ecosys-

tem, ensuring that stakeholders remain informed of updates

to patient records while maintaining adherence to privacy

and regulatory standards.

3.5.3 Data access and viewing

This section provides an in-depth explanation of the

blockchain based framework for managing public health

records, ensuring the confidentiality, security, and integrity

of sensitive health data. The suggested system enables ver-

ified medical professionals and consultants to connect with

the blockchain via the health center controller. This setup

grants them access to previous health records while enforc-

ing strict security measures to regulate access.

To retrieve patient health data, medical practitioners

must first authenticate themselves using their unique dig-

ital identity and password, which is verified through the

distributed controller. They must also provide the unique

patient identifier corresponding to the specific individual’s

health record. Once the request is submitted, the health cen-

ter controller verifies the identifier’s validity and grants ac-

cess to the requested clinical data if the credentials match

the stored records. This process ensures that only autho-

rized personnel can view and analyze previous prescrip-

tions and medical history. If the verification process iden-

tifies an invalid patient identifier, the blockchain system

automatically rejects the access request. The ability to

securely retrieve prior medical records enables healthcare

professionals to monitor patient health progress, formulate

new prescriptions, and update the system accordingly.

The interactions among different entities within this sys-

tem facilitate the seamless integration of blockchain tech-

nology into public healthcare data management. The se-

quence diagram in fig. 5 illustrates the blockchain trans-
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Public/Patient Consultant/Practitioner Security Enforcement Blockchain

Blockchain Technology

2. Health data transaction

5. Retrieve
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8. Digital
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11. Validate
transaction

14. Validate
bock records
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health history

7. Signing hash with ECDSA
[Private key]

9. Accept signing data

14. Receive confirmation response

12. Confess validate data

10. Data transaction
[Public key]

13. Consensus algorithm

Figure 5: Diagram showing the sequence of processes in a blockchain transaction.

action process, which involves medical consultants, secu-

rity mechanisms, and the underlying blockchain operations.

When consultants collect health records from patients, they

interact with the blockchain to execute transactions, ensur-

ing that all health data is securely stored and processed.

The system employs a key generation algorithm to create

distinct public and private key pairs for secure data ac-

cess. These keys, generated randomly, enhance the security

of transactions within the platform by allowing encrypted

communication between users and the blockchain ledger.

To reinforce data security, the blockchain framework in-

corporates cryptographic hashing and digital signing mech-

anisms. When a consultant shares a patient’s health record

with another authorized entity, no physical data transfer oc-

curs. Rather than transferring data directly, the transac-

tion is carried out by adjusting access permissions within

the blockchain network. Every request to reallocate ac-

cess must be authenticated by a digital signature, created

using the sender’s private key and validated against their

public key to confirm legitimacy. The SHA-256 hash func-

tion is central to these operations, generating a unique cryp-

tographic hash for each transaction and allowing data re-

trieval through hashed URLs within the web based plat-

form. Additionally, participating nodes digitally sign trans-

actions to confirm their authenticity, ensuring that data in-

tegrity remains uncompromised.

A crucial aspect of this blockchain based system is the

PoW consensus mechanism, which governs block genera-

tion and verification. Nodes participating in the network

validate health transactions, and miners are selected to gen-

Algorithm 1 Generate Transaction Key-pair

1: procedure transactionKeyGenerate

2: if user Uh submits a health data transaction request to the health

center controller then

3: Procedure set(transactionKeyGenerate)

4: randomV alue← generate_random(
5: cryptographic_value)
6: privateKey ← generate_RSA(
7: 1024, randomValue,
8: padding=OAEP, mode=encryption)
9: publicKey ← privateKey · Kpb(i)
10: decode_in_PEM_ascii(privateKey, publicKey)
11: get privateKey, publicKey
12: else

13: do nothing

14: end if

15: end procedure

erate the next block. This process ensures that all stored

health data remains tamper-proof and synchronized across

the distributed ledger. The RSA cryptographic algorithm

and SHA-256 hashing play a fundamental role in secur-

ing the data, encrypting transactions, and maintaining the

confidentiality of patient records. The blockchain storage

mechanism ensures that all medical data remains accessible

while being protected against unauthorized modifications.

The system’s structural integrity relies on the SHA-256

cryptographic hash, which maintains the hierarchical orga-

nization of blockchain data blocks. Each new block added

to the chain contains essential components such as the block

number, timestamp, nonce, blockchain address, and hash

of the previous block. The block header links all blocks to-
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Algorithm 2 Digital Signature Generation for Data Trans-

action
1: procedure GenerateSignature(transaction)

2: if user Uh requests transaction T over Blockchain then

3: T ← make T exclude sender's privateKey
4: privateKey ← GenerateRSAKey(
5: sender's privateKey)
6: transactionSigner ← CreateDigitalSignature(
7: privateKey)
8: hashV alue← ComputeHash(standard_input_value)
9: signedTransaction← SignTransaction(
10: transactionSigner,
11: hashV alue)
12: return EncodeASCII(signedTransaction)
13: else

14: don’t create signature for T

15: end if

16: end procedure

Algorithm 3Creation and Addition of New Block for Hash

based Health Data Transactions
1: procedure createNewBlock(healthData)

2: Initialize healthTransactions← ∅
3: Set block← (blockNumber, healthTransactions, nonce,
4: timestamp, previousBlockHash)
5: if blockNumber = length(chain) + 1 then
6: Append block to chain

7: Reset running transaction status

8: Add block to chain

9: end if

10: if EncodeJSON(block, standard_value) as a file then
11: hash256Value← CreateSHA256Hash()
12: Update hash256Value.blocks

13: return HexEncode(hash256Value)
14: else

15: Do nothing

16: end if

17: end procedure

gether, ensuring seamless verification and establishing an

immutable record of all transactions.

The Elliptic Curve Digital Signature Algorithm

(ECDSA) further strengthens data security by verifying

digital signatures at both the user and server levels. If

any discrepancy is detected such as tampering or altered

data values, the transaction is immediately discarded,

preventing unauthorized modifications to stored health

records. This two-tier verification approach ensures that

only authenticated users can access and manage data,

mitigating risks associated with data forgery.

Within the blockchain framework, each health transac-

tion generates a public-private key pair to facilitate secure

encryption and decryption. Algorithm 1 illustrates the RSA

based key pair generation process, which assigns unique

keys to all participants for secure interactions. The PEM

method maps these cryptographic keys with ASCII encod-

ing for seamless transaction decoding. Algorithm 2 details

the process of generating digital signatures for health data

transactions, ensuring encrypted authentication during net-

work interactions.

To maintain data integrity, algorithm 3 outlines the steps

involved in creating and adding new health data blocks to

the blockchain. Each transaction block consists of essential

Algorithm 4 Append Node to Health Blockchain Network

1: procedure registrationRequest(node)

2: if health data user requests a node then

3: Create registrationNode

4: end if

5: Initialize parameters: (healthTransaction, chain,
6: nodes, genesisBlock)
7: urlNodeInfo← ParseURL(urlNode)
8: if sets urlNodeInfo.Netloc and urlNodeInfo.path then

9: Add urlNodeInfo.Netloc and urlNodeInfo.pathto

10: nodes

11: else

12: Append a new node to nodes

13: end if

14: Do not append

15: end procedure

Algorithm 5 Secure Health Data Management on

Blockchain
1: procedure AccumulateAndPublish

2: Initialize transaction parameters for healthcare data

3: Create a new transaction block

4: Authenticate digital transaction signature

5: publicKey ← GetRSAPublicKey()
6: signatureV erifier ← CreatePKCS1Verifier(
7: publicKey)
8: dataHash← GenerateSHAHash(health_transaction)
9: dataHash← GenerateSHAHash(
10: health_transaction)
11: VerifySignature(dataHash,
12: hexTransactionSignature)
13: Execute PoW mechanism

14: Fulfull mining conditions for valid proof

15: Synchronize blockchain nodes

16: Confirm blockchain transaction validity

17: Append data to the transaction chain

18: if transaction signature is verified then

19: Transfer or share data between nodes

20: Grant access to health records

21: end if

22: end procedure

attributes such as the block number, health data transaction,

nonce, timestamp, and hash value. These components col-

lectively ensure that public health records remain secure,

transparent, and immutable. Algorithm 4 describes the pro-

cedure for integrating new nodes into the blockchain based

public health center network, allowing for distributed and

decentralized transaction processing. Algorithm 5 defines

how public health data is accumulated, accessed, and man-

aged within the blockchain.

The PoW consensus mechanism plays a vital role in the

blockchain based public health network by validating trans-

actions before they are shared or accessed across different

nodes. This method dynamically adjusts the number of par-

ticipating nodes, ensuring optimal network scalability and

accelerating the health data transaction process. Once the

transactions are validated, the system publishes the data

blocks within the blockchain ledger, preserving the secu-

rity and integrity of all recorded public health center trans-

actions.
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3.6 Complexity analysis of proposed

algorithms

To evaluate the computational efficiency of the proposed

framework, we analyze the time complexity of key algo-

rithms, focusing on transaction signing (Algorithm 2) and

block validation (Algorithm 3).

For Algorithm 2 (Digital Signature Generation), the pri-

mary operations are RSA key generation, SHA-256 hash-

ing, and ECDSA signing. RSA key generation has a com-

plexity of O(k3), where k is the key size (1024 bits in

our implementation). SHA-256 hashing operates in O(n),
where n is the input data size, typically small for transac-

tion metadata. ECDSA signing has a complexity of O(k2)
due to elliptic curve operations. Since these steps are se-

quential, the overall complexity is dominated by RSA key

generation, yielding O(k3).
For Algorithm 3 (Block Creation andAddition), the com-

plexity hinges on SHA-256 hashing and the PoW mecha-

nism. Hashing the block data isO(n), where n is the block
size. However, PoW requires solving a cryptographic puz-

zle by iterating nonce values until a valid hash is found, with

an expected complexity of O(2d), where d is the difficulty
level (configurable but typically fixed for consistent perfor-

mance). Thus, block validation complexity is dominated by

PoW, resulting in O(2d).
These complexities indicate that transaction signing is

computationally intensive due to RSA, while block valida-

tion’s efficiency depends on the PoW difficulty, a trade-off

for security against Sybil attacks.

4 Results

This section provides an in-depth evaluation of the pro-

posed blockchain based secure storage management system

for public health centers, focusing on user nodes and as-

sessing its ability to meet data security and privacy require-

ments. Experimental assessments and qualitative analyses

were conducted to validate the system’s effectiveness in en-

suring confidentiality, integrity, and availability of health

records. The results presented here focus on raw perfor-

mance metrics, with comparisons and interpretations de-

ferred to the subsequent Discussions section.

4.1 Evaluation environment

The experimental setup was conducted in a controlled en-

vironment using a Windows 11 system equipped with an

Intel(R) Core i7-12700H processor (2.3GHz, 14 cores, x64

based architecture) and 16 GB RAM. The implementation

leveraged Python 3.11 (64-bit) with Flask 2.2.5 as the web

server gateway interface, ensuring seamless interactions

between user nodes and the blockchain. The evaluation

approach integrated multiple user nodes and a blockchain

node to assess the performance and scalability of the health

data management framework under real-world operational

conditions. To enhance the robustness of the evaluation,

Figure 6: Average transaction time for different user nodes.

additional tests were conducted on a cloud-based environ-

ment (AWS EC2 t2.medium instance with 2 vCPUs and 4

GB RAM) and a resource-constrained device (Raspberry

Pi 4 with 1.5 GHz quad-core processor and 4 GB RAM) to

simulate diverse deployment scenarios.

4.2 Performance evaluation

To measure performance, multiple user nodes were con-

figured to interact with the blockchain server, enabling the

evaluation of key parameters such as transaction time and

latency. The system was evaluated by having user nodes

conduct transactions in batches of 1, 5, 10, and 15 (T1,

T5, T10, and T15) within the blockchain network. As

each transaction block was mined and distributed across the

blockchain-powered health center, the test provided valu-

able insights into the system’s ability to manage growing

transaction volumes efficiently.

4.3 Transaction time

Transaction time was recorded to assess how quickly the

system processed data across different user nodes. The re-

sults, as illustrated in fig. 6, indicate that for node 1, transac-

tion time ranged from 25.2ms for T1 to 69.8ms for T15. For

node 5, transaction time started at 77.9ms for T1, reaching

a peak of 157.4ms for T15, reflecting the system’s perfor-

mance under increasing transaction loads.

4.4 Latency

Another key performance metric analyzed was latency,

which represents the delay experienced in transmitting and

receiving data blocks within the blockchain network. As

shown in fig. 7, latency for node 1 was 10.42ms for T1 and

increased to 20.32ms for T15. For node 5, latency began

at 25.18ms for T1 and reached a peak of 37.5ms for T15,

demonstrating a consistent increase with higher transaction

volumes.
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Figure 7: Average latency (ms) for different number of user

nodes

4.5 Functionality comparison

A detailed analysis was performed to evaluate the func-

tional capabilities of the proposed system in comparison

to other blockchain-based healthcare data storage solutions.

Table 2 provides a comparative overview, highlighting the

presence or absence of key security features, including

availability (A), confidentiality (C), integrity (I), server-

side verifiability (SSV), and user-side verifiability (USV),

with a simple Yes or No indication. The findings reveal

that many existing schemes lack essential security features

necessary for comprehensive health data protection. In con-

trast, the proposed model ensures robust verifiability, data

confidentiality, and system integrity, making it a more reli-

able and effective solution for secure healthcare data stor-

age and management.

Table 2: Functionalities comparison

Ref. A C I SSV USV

[16] No Yes Yes No No

[14] Yes Yes Yes No No

[9] Yes No Yes No No

[11] No No Yes No No

[2] No No Yes No No

[13] No Yes Yes No No

Our

work

Yes Yes Yes Yes Yes

4.6 Impact of blockchain storage growth

To evaluate the system’s performance as blockchain stor-

age grows, we simulated an increasing number of health-

care transactions in batches of 50, 100, 250, and 500. Trans-

action time, latency, and throughput were measured for

these batches. Results, summarized in fig. 8, indicate that

for node 1, transaction time increased from 75.3ms for 50

transactions to 152.6ms for 500 transactions, and latency

rose from 22.1ms to 45.8ms. For node 5, throughput, de-

fined as transactions per second, ranged from 46 tx/s for 50

Figure 8: Performance Metrics with Increasing Blockchain

Storage (Node 1 unless specified)

transactions to 38 tx/s for 500 transactions, reflecting per-

formance under growing storage loads.

4.7 Storage overhead analysis

To assess the system’s scalability for long-term medi-

cal record storage, we analyzed the storage overhead as

blockchain data accumulates. Each transaction block, con-

taining a header (block number, timestamp, nonce, previ-

ous hash) and health data (e.g., patient ID, hashed record),

averages 1 KB, based on SHA-256 hash outputs (32 bytes)

and metadata. For 500 transactions (fig. 8), the blockchain

size is approximately 0.5 MB per node. Extrapolating to a

healthcare center processing 10,000 transactions annually,

the storage grows to 10 MB per year per node. Over a

decade, this reaches 100MB, manageable for modern hard-

ware but potentially burdensome in a multi-node network

with hundreds of centers.

To handle long-term storage efficiently, we propose an

off-chain approach using the IPFS. Full medical records

(e.g., text, images) are stored on IPFS, with only their cryp-

tographic hashes and access metadata recorded on-chain.

This reduces on-chain growth to 1̃00 bytes per transac-

tion (hash + metadata), shrinking annual storage to 1 MB

and decadal storage to 10 MB per node, a 90% reduction.

IPFS ensures data availability and integrity via content-

addressing, while blockchain enforces access control, bal-

ancing scalability and security for lifelong patient records.

4.8 Ablation study on cryptographic

elements

An ablation study was conducted to assess the individ-

ual contributions of cryptographic components (SHA-256

hashing, RSA encryption, and ECDSA signatures) to per-

formance. We evaluated four configurations for T10 on

node 1: (1) full system (SHA-256 + RSA + ECDSA), (2)

without ECDSA, (3) without RSA, and (4) without SHA-

256. Results, detailed in table 3, show that the full sys-

tem recorded a transaction time of 48.5ms and latency of

15.3ms. Removing ECDSA reduced transaction time to

42.1ms and latency to 13.8ms, excluding RSA lowered
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Table 3: Ablation study results for T10 on node 1

Configuration Transaction

Time (ms)

Latency

(ms)

Security Im-

pact

Full System

(SHA-256

+ RSA +

ECDSA)

48.5 15.3 None

Without

ECDSA

42.1 13.8 Vulnerable

to signature

forgery

Without RSA 39.8 12.9 Weakened

access control

Without

SHA-256

36.4 11.5 Reduced data

integrity

them to 39.8ms and 12.9ms, and omitting SHA-256 re-

sulted in 36.4ms and 11.5ms, reflecting the performance

impact of each component.

5 Discussions

This section compares the results of the proposed system

with state-of-the-art (SOTA) solutions, providing numeri-

cal performance comparisons, analyzing trade-offs, and ad-

dressing the implications of design choices such as the use

of PoW and SHA-256.

5.1 Comparison with state-of-the-art

solutions

The proposed system’s performance was benchmarked

against a centralized SQL-based system and a SOTA

blockchain-based framework [17], as shown in fig. 9. For

T10 on Node 1, our system achieved a latency of 15.3 ms,

compared to 8.1 ms for the SQL baseline and 25.2 ms for

[17]. On Node 8, latency increased to 37.6 ms, higher

than the SQL baseline’s 12.4 ms but less than [17]’s 52.6

ms. Compared to other SOTA approaches in table 1, such

as [10] (high retrieval latency) and [8] (reduced transac-

tion time but complex infrastructure), our system offers a

balanced performance, avoiding excessive computational

overhead or external dependencies.

5.2 Performance trade-offs

The proposed system exhibits higher latency and transac-

tion times than the SQL baseline due to the decentralized

nature of blockchain and the computational overhead of

PoW and cryptographic operations. However, this trade-off

enhances security: the SQL system lacks tamper-proofing

and decentralized trust, making it vulnerable to single-point

failures and unauthorized access. Compared to [17], our

lower latency (15.3 ms vs. 25.2 ms on Node 1) stem from

an optimized PoW implementation and efficient SHA-256

Figure 9: Comparison of latency vs number of client nodes

for publishing a transaction

hashing, despite similar security goals. The ablation study

(table 3) confirms that removing cryptographic elements re-

duces latency (e.g., 11.5 ms without SHA-256) but compro-

mises security, justifying the performance cost for robust

protection in healthcare settings.

5.3 Energy consumption analysis of PoW

The use of PoW introduces significant computational cost

and energy consumption, as miners must solve complex

cryptographic puzzles to validate transactions and gener-

ate blocks. For 500 transactions (fig. 8), transaction time

reached 152.6 ms, reflecting this overhead. In large-scale

healthcare deployments, this could lead to high energy us-

age, raising environmental concerns and operational costs.

While PoW ensures strong resistance to Sybil attacks, its

scalability is limited compared to Proof-of-Stake (PoS),

as throughput stabilized at 38 tx/s for 5 nodes. In con-

trast, PoS eliminates mining by selecting validators based

on staked assets, reducing energy consumption to near-

negligible levels. PoS offers comparable security in per-

missioned settings but may compromise decentralization in

trustless healthcare environments, where untrusted nodes

require robust Sybil resistance, as PoS could favor wealth-

ier nodes, potentially skewing fairness among healthcare

providers. While PoW’s energy inefficiency is a limitation,

its decentralized trust aligns with the framework’s goals.

Future work could explore hybrid consensus (e.g., PoW-

PoS) to balance security and sustainability, tailoring the

system for energy-constrained healthcare settings.

5.4 Choice of SHA-256 and PoW

SHA-256 was selected for its proven collision resistance

and widespread adoption in blockchain systems like Bit-

coin, ensuring data integrity with a fixed 256-bit output

that is computationally efficient for healthcare data hash-

ing. PoW was chosen over Proof-of-Stake (PoS) or Byzan-

tine Fault Tolerance (BFT) due to its robustness in trustless

environments, critical for public healthcare where nodes

may not be fully trusted. BFT, effective in permissioned

settings, lacks the decentralization needed for broad inter-

operability among healthcare providers. PoW’s computa-
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tional barrier, though costly, aligns with our goal of maxi-

mizing security against Sybil and insider threats, as detailed

in section 3.2, making it suitable despite energy drawbacks.

RSA was chosen for key generation and encryption due to

its maturity, widespread support in cryptographic libraries,

and compatibility with existing healthcare standards like

HIPAA, which often require established asymmetric en-

cryption methods for secure access control. While alter-

natives like ECC offer smaller key sizes and faster com-

putation, RSA’s larger key sizes (e.g., 1024 bits) provide a

higher security margin against brute-force attacks, critical

for protecting sensitive health data over long-term storage.

5.5 Scaling challenges in real-world

healthcare environments

While the proposed framework demonstrates scalability for

up to 500 transactions, real-world healthcare environments

present additional challenges. A large-scale healthcare net-

work, such as a national health system, may involve hun-

dreds or thousands of nodes (e.g., hospitals, clinics, and

labs), significantly increasing network complexity. Our

evaluation with 5 nodes showed a throughput of 38 tx/s for

500 transactions, but as node count scales to hundreds, net-

work latency could rise due to increased consensus over-

head in PoW, potentially exceeding 100 ms per transaction

based on linear extrapolation. This could impact real-time

access to critical patient records during emergencies, ne-

cessitating optimizations like sharding or hybrid consensus

mechanisms (e.g., combining PoW with PoS).

Integration with legacy healthcare systems also poses

a challenge. While our framework complies with stan-

dards like HL7 FHIR and DICOM, many healthcare

providers rely on outdated systems lacking API support

for blockchain integration. For instance, a hospital using

a 1990s-era EHR system may require custom middleware

to map data to FHIR resources, introducing deployment

complexity and potential security risks during data migra-

tion. Additionally, the computational requirements of PoW

and RSA encryption (e.g., O(k3) complexity for RSA key

generation, may strain resource-constrained environments,

such as rural clinics with limited hardware. Future work

could explore lightweight cryptographic alternatives (e.g.,

ECC instead of RSA) and off-chain computation tomitigate

these challenges, ensuring broader adoption across diverse

healthcare settings.

6 Conclusion

This study tackles the increasing need for digital trans-

formation in healthcare by introducing a secure storage

system built on a privacy-focused and high-performance

blockchain. A standout feature of this system is its reliable

access control mechanism, which facilitates the safe and ef-

ficient exchange of health records among authorized users.

By structuring functional units and implementing a system-

atic blockchain-enabled process, the model facilitates de-

centralized data storage while maintaining data confiden-

tiality, availability, integrity, and scalability.

The proposed framework significantly enhances secu-

rity compared to conventional healthcare data management

schemes, allowing consultants or users to store and ac-

cess medical records securely. Performance evaluation

metrics, including publishing transaction time cost and la-

tency, demonstrate the system’s ability to efficiently pro-

cess health data transactions across multiple user nodes.

Compared to traditional storage methods, this blockchain

based approach offers a robust and reliable solution for

managing health records in public health centers.

Despite its advantages, the system’s reliance on

blockchain technology presents a potential limitation in

terms of energy consumption during data transactions and

storage. This raises environmental concerns, particularly

as blockchain networks grow in scale. Future research will

focus on optimizing energy efficiency and extending the

framework to include metadata auditing for cloud storage,

further enhancing security and data management capabili-

ties in healthcare environments.
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