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The rise of digital image tampering has increased the inability to check authenticity of images. This has
made its identification as well as the localization the tampered regions a significant challenge. Watermark-
based content authentication methods provides an effective solution to it. This study proposes a strong and
reliable watermark-based authentication algorithm. It uses two watermarks that are created using the Haar
wavelet transform, discrete cosine transform, and singular value decomposition. A tamper detection mask
is also used to highlight the tampered regions of the image. The embedded watermarks were observed to
resist various attacks, including compression, cropping, noise addition, and blurring. This highlights the
robustness of the approach. The experimental evaluations show that the proposed method achieves high
imperceptibility with various near-ideal metrics. It achieved Peak Signal-to-Noise Ratio (PSNR) values
> 38 dB, Structural Similarity Index Measure (SSIM) > 99%, and Normalized Cross-Correlation (NCC)
of ∼99.8%. The method effectively detects various types of manipulation and attacks in images. The
proposed technique shows strong applicability in various domains, including digital forensics, copyright
enforcement, and the protection of sensitive multimedia contents.

Povzetek: Študija predlaga robusten in zanesljiv algoritem za preverjanje pristnosti na osnovi vodnega
žiga. Metoda uporablja dva vodna žiga, ustvarjena s pomočjo Haarove valovne transformacije, diskretne
kosinusne transformacije in metode SVD.

1 Introduction

The use of digital media has increased significantly in re-
cent years. They are considered a suitable choice to easily
share information. Among them, images are an impactful
source of information. According to a survey, more than 2.1
trillion images are taken annually for content creation [1].
However, easy access to image editing tools poses a threat
to the authenticity and integrity of digital content [2]. The
reliability of media is very important, especially in the do-
main of journalism, publishing, law enforcement, medical
diagnostics, etc. For example, in the medical field, doctors
use medical images for accurate diagnosis and treatment
planning. On the other hand, digital images and videos are
frequently submitted as evidence in legal settings. In such
scenarios, the authenticity of digital content is directly re-
lated to important decision-making. As a result, detecting
manipulation or tampering of these digital media has be-
come an important research challenge [3, 4].
The wide use of advanced digital cameras and user-

friendly editing software provides a seamless editing expe-
rience. It provides flexibility for even non-expert users for
alteration. In addition, these edits are done using such so-
phisticated methods that usually leave no noticeable visual
artifacts. It canmislead viewers and can rapidly spreadmis-

information. This poses serious social, political, and eco-
nomic risks [5]. An example of such image manipulation
in 2017 is presented in Figure 1. A senior police officer is
presented as kneeling before a politician. The investigation
revealed that the image had been manipulated by splicing a
frame from a 2011 Bollywood film into an authentic pho-
tograph [6]. Such incidents highlight the need for reliable
image tampering detection techniques. A brief overview
of historical cases of image tampering is presented in [7].
Digital image manipulation falls into four main categories

Figure 1: Illustration of image manipulation [6]: left—
tampered image; right—original scene.

based on the type of alteration: copy-move or cloning,
splicing, retouching, and resampling [8]. In copy-move
tampering, a region of an image is duplicated and pasted
elsewhere within the same image. They are usually used
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to hide or replicate an object. Splicing involves merging
segments from different images to create a composite that
misrepresents reality. Retouching focuses on improving or
modifying the image to change its visual impact without
changing the image geometrically. Resampling applies ge-
ometric operations such as scaling, rotation, affine transfor-
mations, etc., to align tampered regions with the surround-
ing context. An illustration of all these manipulations is
shown in Figure 2. These techniques pose unique chal-
lenges to detection algorithms. This presents the need to
develop specialized approaches for detection.

(a) (b) (c) (d)

Figure 2: Row 1: the forged images: (a) cloned, (b) spliced,
(c) retouched, and (d) resampled. Row 2: the original im-
ages

Tamper detection techniques are categorized into two
broad types: active and passive methods [9]. Active meth-
ods involve the integration of additional information into
the media during its creation or transmission. This in-
formation consists of watermarks, digital signatures, etc.
These features act as integrity verifiers that can be ex-
tracted or verified to detect unauthorized alterations. Wa-
termarking techniques can be divided into fragile and robust
types. Fragile watermarks are highly sensitive to changes.
They can be easily warped by even minor modifications.
Although this makes them effective in detecting tamper-
ing, they are not built to handle intentional attacks. How-
ever, robust watermarking is designed to resist various im-
age processing operations such as compression, filtering,
geometric transformations, and noise addition [10]. As
discussed in [11], an effective and robust watermarking
scheme must meet the criteria of security, imperceptibil-
ity, and robustness, collectively known as SIR. Similarly
to a watermark, digital signatures are important in active
authentication. A digital signature is a cryptographic tech-
nique that binds a unique identifier to the content. This al-
lows us to verify the origin and integrity of the image. Un-
like watermarking, it does not alter the content of the media
itself. This makes them suitable for scenarios where main-
taining the original quality of the image is important [12].
Thus, both watermarking and digital signatures play com-
plementary roles in active tamper detection systems.
Passive or blind tampering detection techniques work

without embedded information or prior access to the origi-
nal image [13]. These methods study the visual features of

the image and the statistical irregularities introduced within
them during manipulation. It assumes that every tampering
introduces some detectable traces. These artifacts may be
present in the form of irregularities in noise patterns, color
distributions, compression artifacts, etc., [14]. Various sta-
tistical, machine learning, and signal processing techniques
have been proposed to capture and analyze these varia-
tions. This analysis provides effective tamper localization
and classification [15, 16].
Motivated by the need for an efficient image authentica-

tion system, the proposed work presents an improvement
over existing dual or hybrid watermarking schemes. It pro-
poses a strategically integrated three-level transform ap-
proach: the Discrete Cosine Transform (DCT), the Singular
Value Decomposition (SVD), and the Haar wavelet trans-
form. They are combined with a dual watermark structure
that consists of a signature and a fingerprint. Unlike tradi-
tional methods that focus solely on the verification or au-
thentication of the ownership, this method inserts the sig-
nature into the fingerprint. The resultant is then embedded
in the host image. This forms a hierarchical and layered
authentication mechanism. In addition, a novel tamper de-
tection method is introduced. It uses the embedding of a
tamper detection mask into the HL1 and LH2 sub-bands
of the Most Significant Bit (MSB) plane using a two-level
DWT. This allows authenticity to be checked and the ex-
act manipulated regions to be located. This part was ob-
served to be overlooked in existing work. Integration is not
just a fusion of existing techniques but a carefully designed
extraction process. It ensures robustness, imperceptibility,
and active tamper location. It provides a comprehensive
and novel solution for the authentication and protection of
image content.
To evaluate the effectiveness of the approach, the follow-

ing research questions (RQ) are designed to highlight the
key contributions:

– RQ1: How does the proposed approach improve the
robustness and efficiency of watermark-based content
authentication and tampering detection compared to
individual techniques?

– RQ2: To what extent does the proposed model main-
tain high performance on the basis of the Peak Signal-
to-Noise Ratio (PSNR), Structural Similarity Index
Measure (SSIM), and Normalized Cross-Correlation
(NCC) when introduced to various attacks?

– RQ3: How accurately can the proposed method de-
tect and locate tampered regions, especially in com-
plex scenarios?

The remaining sections of the paper are organized as fol-
lows: Section 2 gives a brief overview of existing tech-
nological advancements in the domain. Sections 3 and 4
present an overview of the technologies used and explain
the proposed methodology, respectively. Section 5 dis-
cusses the experimental setup and analyzes the results ob-
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tained. Section 6 concludes the paper with suggestions for
future research directions.

2 Literature review
Digital watermarking is the process of inserting unique
identifiers into host signals. They are mainly used to ver-
ify authenticity, ownership, or both. They have evolved
significantly since their prominence in the 1990s based on
methodologies and applications [17]. Watermarking is used
for various purposes, including copyright protection, pre-
vention of unauthorized duplication, assurance of digital
content integrity, etc., [18]. They can be divided into two
main groups based on their primary objective: authentica-
tion models and tampering detection models.

2.1 Authentication models
The healthcare sector relies on invisible watermarking due
to its need for secure, durable, and efficient data protection
techniques. A discrete watermarking model for the preser-
vation of copyright in medical data is described in [19].
Continuing in this direction to safeguard medical images,
the authors in [20] used DWT and SVD-based methods for
invisible watermarking. Poonam andArora [21] used DWT
and SVD-based watermarking techniques. Zermi et al. [22]
introduced a blind method for medical image authentica-
tion that integrates an electronic patient record (EPR) hash
with image acquisition data. This approach ensures data
integrity by embedding the EPR hash in medical images,
making use of DWT and SVD.
The researchers in [23] suggested a hybrid digital water-

marking model for Digital Imaging and Communications
in Medicine (DICOM) that combines visible-imperceptible
and robust-imperceptible watermarking approaches. This
method preserves the integrity of EPR data while authen-
ticating the source. The technique is applied to DICOM
images with bit depths greater than 8 bpp. The approach
was tested against twenty different geometric and signal
processing operations and was found to be robust across all
scenarios tested. The researchers in [24] proposed a water-
marking model using DCT-DWT and spatial SVD for wa-
termark embedding. It achieved a PSNR of 40 dB, an NCC
of 0.9, and an SSIM value of nearly 0.99. The method is
found to withstand noise attacks, filtering, geometric de-
formations, and compression.
Rajput et al. suggested a watermark model combining

DWT, Haar Discrete (HD), and SVD that outperformed
other existing models in terms of high resistance to attacks
and better quality [25]. Hu et al. proposed a watermark-
ing model that resists instruction-driven image editing and
withstands instruction-driven image editing (IDIE) [26]. A
Partial Instruction-Driven De-noising Sampling Guidance
(PIDSG) module with the encoder-decoder training frame-
work was integrated. It improves the strength of the water-
mark against IDIE and the semantic distortions introduced
by IDIE. The researchers have experimentally proved that

the watermark offers robustness while maintaining high vi-
sual quality and editability.
Neekhara et al. proposed a multipurpose deep learn-

ing (DL)-based watermarking technique that can embed a
secret text in image pixels [27]. The researchers created
an encoder-decoder-based training framework that recovers
secrets if the found watermark was found to be untampered
with. U-Net CNN architecture is used for the encoder and
decoder network that uses 256× 256 input images. In addi-
tion, a discriminator network is used to distinguish real and
tampered images. Its robustness also extends to images and
videos.
Nadimpalli and Rattani proposed a facial image water-

marking technique for social networks that is impenetrable
against adversarial watermark removal attacks [28]. The
proposed U-Net CNN-based architecture consisted of five
components: encoder, decoder, adversary network, dis-
criminator, and critic network. FaceForensics++, CelebA,
and the IMDB-Wiki dataset were used to train and evaluate
the model.
The researchers in [29] proposed a wavelet transform-

based reversible watermarking algorithm for the authenti-
cation of image content. A focus on avoiding tampering’s
influence on the wavelet domain was considered. Each
block of the image (four pixels in each block) is transformed
as a carrier signal for watermark information. Two dif-
ferent watermarks are used, encrypted, and scrambled us-
ing chaotic mapping with different keys. It increases se-
curity and embedding randomness. Different detection and
screening levels improve accuracy. Both watermarks re-
construct category and feature information when restoring
tampered areas.
Similarly, the researchers in [30] proposed a dual-

watermarking scheme using DWT-SVD and two authen-
tication layers. The watermarking scheme uses a non-
pixelpping 8x8 pixel block with DWT transform on a
512x512 host image. This generates an authentication bit
for tamper localization. The approach was tested and eval-
uated on the SIPI dataset.
The researchers in [31] introduced a bioinspired water-

marking algorithm for retinal fundus images in computer-
aided retinopathy diagnosis. It uses the Steered Hermite
Transform (SHT) and SVD to create imperceptible water-
marks, embed them into RGB fundus images, and encrypt
them using the Jigsaw Transform for added security. The
MESSIDOR-2 dataset was used to train and evaluate the
model. In addition, four DL models were evaluated to de-
tect the application of watermarks in the images. However,
the proposed watermarking approach was resilient and re-
mains undetected against DL models.

2.2 Tampering detection models
Hu et al. proposed a tampering identification model us-
ing watermarking and alpha mattes to detect forged images
[32]. The proposed model calculated the alpha matte of the
image using component hue-difference-based spectral mat-
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ting and used a DWT-DCT-SVD-based watermarking tech-
nique to insert the watermarks. The detection method uses
the difference in singular values to identify manipulated
foreground and background photos by inserting two distinct
watermarks based on derived alpha mattes. The technique
reliably identifies forgeries produced by image matting or
image in-painting, tampered foreground and background
photos, and traded foreground and background images. An
adaptive threshold was used that makes it suitable for real-
world scenarios. Nguyen proposed a fragile model of im-
age authentication that combines DCT, DWT, and SVD,
and DCT for feature selection and quantization index mod-
ulation (QIM) for the generation and embedding of the au-
thentication code [33]. The coefficients are calibrated using
the Gram-Schmidt process to ensure the expected retrieval
of the authentication code. The model is found to produce
watermarked photos with great visual quality and excellent
tamper detection accuracy.
The researchers in [34] proposed a visual cryptography-

based watermarking scheme to detect forgeries in images.
The approach was tested against various attacks such as
noise, sharpening, median filtering, lossy compression, and
geometric distortions. The authentication and forgery de-
tection model proposed in [35] integrates vector quan-
tization (VQ), absolute moment block truncation coding
(AMBTC), and double matrix encoding to reduce distor-
tions caused to the host due to watermarking. The authors
used images from the BOWS dataset to conduct their ex-
periments. The fragile and reversible watermarking model
proposed in [36] generates twowatermarked versions of the
image. It provides complete recovery of the original im-
age when no tampering is present. It ensures high-quality
restoration if tampering is detected.
The researchers in [37] proposed a watermarking model

to detect image manipulation using adaptive matrices and
overcome the limitations of various previous methods. The
embedding process uses a two-stage authentication mech-
anism with a 16-bit validation scheme to ensure precise
forgery localization. This adaptive approach is designed
to adapt the matrix pattern to the characteristics of the im-
age. At the same time, the utilization of logistic sequencing
enables the generation of non-periodic and non-convergent
patterns. It improves authentication efficiency and accu-
racy. The approach was tested using the USC-SIPI dataset.
An average PSNR value of 55.90 dB and an SSIM greater
than 0.99 were observed.
The researchers in [38] proposed a watermarking tech-

nique using a complex wavelet transform of quaternion two
trees for the extraction of features from images. The maxi-
mal entropy random walk algorithm identifies the best em-
bedding area within the low-frequency subband. To de-
tect and localize tampering, a watermark is created using
the Swin transformer model and embedded in the chosen
blocks. In addition, a dual scrambled image is encoded us-
ing SVD-derived principal component coefficients to au-
thenticate the watermarked image before extraction. The
semi-blind extraction method verifies authenticity by com-

paring the retrieved scrambled watermark with the original
regenerated watermark. The approach was evaluated using
three datasets, including HDR images, CASIA, and other
datasets.
The researchers in [39] proposed an approach to image

tampering and localization using the integer wavelet trans-
form (IWT). IWT coefficients were used to generate face
recovery information and embed it into cover-face images
at the sender’s side. Three algorithms are proposed, with
IWT showing superior performance. The algorithm effi-
ciently identifies altered blocks and restores unaltered ver-
sions to ensure originality, integrity, and security. The ap-
proach was tested on various images that differ in dimen-
sion and size.
A detailed review of existing studies shows that vari-

ous traditional watermarking approaches use single-domain
techniques, such as standalone DWT, DCT, or SVD. It
leads to a failure to balance robustness, imperceptibility,
and tampering localization. They usually rely on DWT.
As a result, they are vulnerable to frequency-based attacks,
such as filtering, compression, or noise addition. This
occurs because of the limited stability of wavelet coeffi-
cients under such distortions. Similarly, even if DCT-based
schemes benefit from energy compaction, they suffer from
reduced spatial localization capabilities. Although SVD-
based approaches are efficient in maintaining impercepti-
bility, they lack spatial sensitivity to detect local tampering
effectively.
In addition, only a few existing frameworks focus mainly

on watermark retrieval without offering a reliable mech-
anism to locate tampered regions. In particular, limited
attention has been given to the idea of embedding auxil-
iary tamper detection structures within transform domains.
They can include spatial markers or canvases that improve
the visual identification of manipulations. The proposed
approach addresses these issues effectively by proposing a
hybrid watermarking-cum-tampering localization model.

3 Background materials
This section highlights the mathematical details of the
transforms used: the Discrete Wavelet Transform (DWT),
the DCT, and the SVD. They play an important role in var-
ious image processing tasks due to their ability to extract,
analyze, and manipulate features in the transform domain.

3.1 Discrete wavelet transform
It has the ability to break up an image into its frequency
components. It provides analysis at multiple resolutions.
Unlike the traditional Fourier Transform, which only cap-
tures frequency content, DWT provides both spatial and
frequency localization, making it particularly suitable for
hierarchical image analysis. Among various wavelet fami-
lies, the Haar wavelet is often preferred due to its simplicity
and computational efficiency.
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For two-dimensional (2D) images, the DWT applies a set
of low-pass (L) and high-pass (H) filters along the rows and
columns of the image, followed by downsampling. This op-
eration results in four sub-band images, each representing
different frequency and directional information.
Figure 3 shows the level-1 DWT decomposition of the

standard ‘cameraman’s image using the Haar wavelet. The
right image is the original, while the left image displays the
four decomposed sub-bands: (a) LL, (b) LH, (c) HL, and
(d) HH. The basic operations of the 2D Haar-DWT, specifi-
cally, horizontal and vertical filtering, are illustrated in Fig-
ure 4.

Figure 3: Level-1 DWT decomposition using Haar wavelet

Figure 4: Level-1 Haar-DWT: Horizontal and vertical op-
erations on a 2× 2 image.

In watermarking applications, embedding data in the LL
sub-band enhances robustness but can significantly degrade
visual quality. Conversely, embedding in the HH sub-band
is less perceptible but more vulnerable to attacks such as
compression or filtering. Therefore, most DWT-based wa-
termarking techniques favor the LH and HL sub-bands,
striking a balance between imperceptibility and robustness.
DWT’s ability to provide secure, resilient, and impercepti-
ble embedding makes it ideal for applications in copyright
protection, image authentication, and tamper detection.

3.2 Discrete cosine transform

It is widely used in image compression and watermarking
because of its energy-compaction property. It transforms
spatial-domain image data into frequency-domain coeffi-
cients, making it easier to manipulate significant features
while removing redundant information.
DCT segments an image into non-overlapping blocks

(NOB) of size B ×B, where B depends on the image res-
olution and processing requirements. For each block, the

forward DCT coefficients are computed using Equation (1).

FDCT (γ, ζ) =

B−1∑
α=0

B−1∑
β=0

NOB(α, β) ·Ker(α, β, γ, ζ)

(1)
Here, NOB(α, β) represents the pixel value at position

(α, β), and the kernel functionKer(α, β, γ, ζ) is evaluated
using Equation (2).

Ker(α, β, γ, ζ) = ω(γ) · ω(ζ) cos
(
(2α+ 1)γπ

2B

)
· cos

(
(2β + 1)ζπ

2B

) (2)

The scaling factor ω(z) is calculated using Equation (3)

ω(z) =


√

1

B
if z = 0√

2

B
if z > 0

(3)

To reconstruct the image block from its frequency-
domain coefficients, the inverse DCT (IDCT) is applied us-
ing Equation (4).

RDCT (α, β) =

B−1∑
γ=0

B−1∑
ζ=0

FDCT (γ, ζ) ·Ker(α, β, γ, ζ)

(4)
Due to its ability to preserve important visual details

while minimizing perceptible distortions, DCT is an effec-
tive tool for embedding watermarks in mid-frequency coef-
ficients, where changes are less noticeable yet are resistant
to compression attacks.

3.3 Singular value decomposition
It is a linear algebra technique that is used in image pro-
cessing for tasks such as compression, noise reduction, and
watermarking. It decomposes a matrixA of sizem×n into
three matrices: U , S, and V T as defined in Equation (5).

Am×n → Um×mSm×nV
T
n×n (5)

Here, U is an orthogonal matrix of size m × m that con-
tains the left singular vectors, S is an diagonal matrix of
size m × n containing singular values that represent the
strength of each corresponding vector, and V T is the trans-
pose of an orthogonal matrix of size n×n that contains the
right singular vectors.
SVD identifies the directions in which the data are most

variable and separates the signal from the noise. The orig-
inal matrix A can be reconstructed from its decomposed
components using the inverse operation using Equation (6).

Am×n ← Um×mSm×nV
T
n×n (6)

In watermarking, SVD is particularly useful because
slight changes in singular values do not significantly af-
fect image quality. Embedding watermark data in singular
values ensures SIR, making SVD a preferred technique in
high-performance watermarking systems.
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4 Proposed framework
The proposed pipeline for digital image content authenti-
cation and tampering detection framework consists of the
following phases:

1. Embedding of dual watermarks and the tamper detec-
tion mask into the cover image.

2. Tampering and Attack Simulations.

3. Retrieval of embedded watermarks to verify the in-
tegrity and authenticity of the image.

4. Extraction of the tamper detection mask to detect and
locate tampered regions.

Each of the phases is designed to systematically address the
requirements of secure watermarking and tampering detec-
tion, ensuring the integrity and authenticity of the cover im-
age.

4.1 Watermark embedding phase
As presented in Figure 5, the embedding process begins by
separately processing two components of the watermark:
the signature (Ws) and the fingerprint (Wf ). Each wa-
termark undergoes a single-level DWT, yielding four sub-
bands: LL, LH ,HL, andHH . The DWT of the signature
is represented using Equation (7).

Ws
DWT−−−→ {LLs, LHs,HLs,HHs} (7)

TheHHs sub-band is selected for further processing due
to its high-frequency detail preservation and imperceptibil-
ity. A DCT is applied to HHs using Equation (8).

HHs
DCT−−→ DCT (HHs) (8)

Next, SVD is performed on the transformed sub-band and
computed using Equation (9).

DCT (HHs) = UsSsV
T
s (9)

The same operations are applied to the fingerprint (Wf )
and the cover image (I) to obtain their respective singular
values using Equation (11).

Wf
DWT→DCT−−−−−−−→ DCT (HHf ) = UfSfV

T
f (10)

I
DWT→DCT−−−−−−−→ DCT (HHI) = UISIV

T
I (11)

Next, the singular values of the signature are embedded
into those of the fingerprint using Equation (12).

S′
f = Sf + αSs (12)

The transformed singular values of the watermarks are
embedded into the singular value (SI ) of the cover image
using Equation (13).

S′
I = SI + βS′

f (13)

Here, α and β are scaling factors controlling the strength
of embedding. The inverse SVD, DCT, and DWT oper-
ations are then applied sequentially to obtain the partially
watermarked image (Ipw) using Equation (14).

Ipw = IDWT
(
IDCT

(
UIS

′
IV

T
I

))
(14)

To enhance tamper localization, a tamper detection mask
(T ) is embedded in the LH2 of HL1 sub-bands of the MSB
plane using a two-level DWT decomposition using Equa-
tions (15) and (16).

Ipw
2-level DWT−−−−−−−→ {LL1, LH1,

{LL2, LH2,HL2,HH2},HH1} (15)

HL1′LH2′ = HL1LH2 + T (16)

Applying inverse DWT yields the final watermarked im-
age Iw using Equation (17).

Iw = IDWT({LL1, LH1,

{LL2, LH2,HL1′, LH2′,HH2},HH1}) (17)

This ensures a robust and imperceptible watermark with
improved tamper localization.

4.2 Tampering and attack simulations
In this phase, the watermarked image is subjected to various
types of tamperings such as cloning, splicing, retouching,
and resampling, followed by common signal processing at-
tacks such as cropping, compression, noise addition, blur-
ring, and geometric distortions. This step plays a crucial
role in evaluating the reliability and robustness of the pro-
posed model under both malicious and nonmalicious mod-
ifications/alterations.

4.3 Watermark retrieval phase
The watermark retrieval process as shown in Figure 7 be-
gins by applying DWT and DCT to the HH sub-band of the
received watermarked image (Iw), followed by SVD using
Equation (18).

Iw
DWT→DCT→SVD−−−−−−−−−−−→ DCT (HHw) = U ′

IS
′
IV

′T
I (18)

The transformed watermark is recovered by subtracting
the original singular values of the cover image using Equa-
tion (19).

Ss =
S′
f − Sf

α
(19)

Where,

S′
f =

S′
I − SI

β
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Figure 5: Proposed watermark embedding model.

Figure 6: Flow of the watermark extraction procedure

The inverse SVD, DCT, and DWT steps reconstruct the
fingerprint and signature in the spatial domain are com-
puted using Equations (20) and (21).

W ′
f = IDWT(IDCT(UfS

′
fV

T
f )) (20)

W ′
s = IDWT(IDCT(UsSsV

T
s )) (21)
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Figure 7: Overall steps of the proposed tampering detection model

4.4 Tampering detection phase
As shown in Figure 7, tampering detection starts with ap-
plying a two-level DWT to the final watermarked image
using Equation (22).

Iw
2-level DWT−−−−−−−→ {LL1, LH1,

{LL2, LH2,HL2,HH2},HH1} (22)

The tamper detection mask T ′ is extracted from the LH2
of HL1 sub-bands of the MSB using Equation (23).

T ′ = Extract(LH2) (23)

To detect manipulated regions, the difference between
the original and extracted tamper mask is evaluated using
Equation (24).

∆T = |T − T ′| (24)

Any significant non-zero values in ∆T are flagged as
tampered pixels. It provides accurate localization of al-
tered regions in the image. Further morphological opera-
tions, i.e., opening and closing, are applied to the extracted
tamper mask to improve the accuracy of the localization.
Together, these three phases ensure secure and layered

watermarking. It supports robust authentication and pro-
vides fine-grained localization of tampered regions.

5 Analysis and discussion of the
findings

This section presents a comprehensive evaluation of the
proposed method through a detailed experimental analysis.
Subsection 5.1 describes the experimental setup. Subsec-
tion 5.2 describes the details of the dataset. Section 5.3 de-
scribes various evaluation metrics used to assess the robust-
ness and reliability of the approach. Subsection 5.4 presents
an in-depth discussion of both qualitative and quantitative
findings from the results.

5.1 Experimental setup
The performance of the suggested approach is evaluated
through various experiments. They were conducted on a

64-bit Windows 11 Pro system (version 23H2) using an In-
tel Core i7-10700 CPU running at 2.90 GHz with 8 GB of
RAM.
In the experimental phase, two distinct watermarks—

a signature watermark and a fingerprint watermark—were
embedded in digital images along with a tamper detection
mask to evaluate the proposed authentication framework.
Signature and fingerprint watermarks serve the purpose of
verifying the authenticity and ownership of the image con-
tent. The tamper detection mask helps to localize the exact
regions where manipulations have occurred. These compo-
nents were embedded using a combination of DWT, DCT,
and SVD. It ensures robustness against common image pro-
cessing attacks. During the verification stage, both water-
markswere extracted andmatched to the original references
to confirm the authenticity. The tamper detection mask can
detect any mismatch to pinpoint the manipulated areas.
The following techniques were used during the experi-

ments to evaluate the efficacy of the watermark and tamper
detection model:

– Image manipulation operations: Retouching, resam-
pling, splicing, and cloning.

– Noise attacks: Gaussian, salt&pepper, and speckle.

– Image enhancement procedures: Filtering, sharpen-
ing, histogram equalization, blurring, and lossy com-
pression.

To quantify the performance, various metrics including,
PSNR, SSIM, NCC, and detection accuracy, were used.
The results show the efficacy of the proposed approach in
both authenticating the image and locating tampered re-
gions.

5.2 Dataset details
The USC-SIPI dataset [40] is used for experimentation. It
is organized into volumes according to the image size. It in-
cludes grayscale images at 8 bits per pixel (bpp) and color
images at 24 bpp. For simulation of experiments, six com-
monly used images were selected from the dataset: splash,
baboon, Lena, sailboat, pepper, and house. As shown in
Figure 8, all selected images are 512 × 512 pixels in size
and are 24-bit color images. The watermarks used in the
experiments, including the signature and fingerprint, were
provided by the authors. The signature, fingerprint, and
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tamper detection mask are monochrome images of 64× 64
bits, 128× 128 bits, and 32× 32 bits, respectively.

Figure 8: Illustration of test images from the SIPI image
database

5.3 Performance metrics
The effectiveness of the proposed model is evaluated using
a set of well-established performance metrics. To assess
the robustness of the image watermarking process, met-
rics such as PSNR, SSIM, Mean Squared Error (MSE), and
NCC are employed. To evaluate the accuracy of tampering
or forgery detection, various classification metrics are used.
These indicators provide a comprehensive understanding of
both the preservation of visual quality and the detection ca-
pability of the proposed framework.

5.4 Result analysis
Table 1 presents the quantitative evaluation of the imper-
ceptibility and robustness of the watermark using three
widely adopted image quality metrics: PSNR, NCC, and
SSIM. These metrics were computed for six standard test
images after embedding of the watermark. The PSNR val-
ues for all watermarked images range from 38.926dB to
40.322dB. This indicates a high visual quality with mini-
mal perceptible distortion. The NCC values, all exceeding
99.8%, confirm a strong correlation between the original
and watermarked images. This signifies excellent robust-
ness and successful preservation of the watermark. Simi-
larly, the SSIM values, ranging from 99.056% to 99.713%,
demonstrate that the structural content and perceptual qual-
ity of the images remain intact after embedding. These re-
sults validate that the proposed scheme maintains a high
level of imperceptibility and fidelity across diverse image
content. It makes the scheme suitable for secure image au-
thentication applications.
To evaluate the robustness of the proposed watermark-

ing method, various common image processing attacks
were applied to the watermarked Lena image. Figure 9
demonstrates the visual impact of these attacks. The ap-
plied distortions include median filtering, Gaussian noise,

salt&pepper noise, speckle noise, JPEG and JPEG2000
compression, sharpening, histogram equalization, averag-
ing, motion blur, and Gaussian low-pass filtering. These at-
tacks simulate real-world distortions and compression sce-
narios commonly encountered in digital image transmis-
sion and storage. Figure 10 and Figure 11 show the sig-
natures and fingerprints extracted from the attacked im-
ages. Despite various distortions, the watermarks remain
visually identifiable, demonstrating the model’s resilience
in preserving embedded watermark information. Although
some degradation is visible under severe attacks, such as
Gaussian noise and quantization, the embedded signature
remains recognizable. This validates the robustness of the
hybrid watermarking scheme. The qualitative analysis con-
firms that the proposed DWT-DCT-SVD-based embedding
strategy effectively preserves watermark integrity under
typical attack scenarios. This supports the robustness and
applicability of the model in real-world multimedia authen-
tication tasks.
Figure 12 presents the quantitative analysis of the pro-

posed watermarking method under various image pro-
cessing attacks using three standard performance metrics:
SSIM, PSNR, and NCC. These metrics assess visual qual-
ity, distortion level, and correlation between original and
watermarked images with different attacks. As shown in
Figure 12, without attack, the SSIM, PSNR, and NCC val-
ues are the highest. This indicates perfect preservation of
visual quality and watermark integrity. Most attacks, in-
cluding median filtering, JPEG compression, and sharpen-
ing, maintain high SSIM and NCC values (> 98%). This
shows strong resistance to common distortions. PSNR val-
ues remain above 30 dB in these cases. This ensures min-
imal perceptual degradation. However, some attacks, in-
cluding Gaussian noise, histogram quantization, and mo-
tion blur, led to a slight reduction in few metrics. PSNR
of∼25 dB and SSIM < 90% were observed. It shows more
noticeable distortions. Despite this, the NCC values remain
relatively high (above 96% in most cases), demonstrating
the robustness of the watermark against noise and filter-
ing attacks. This analysis validates the effectiveness of the
proposed scheme in maintaining the fidelity and perceptual
quality of the watermark in both mild and moderate attack
scenarios.
Figures 14, 13, and 15 illustrate the impact of differ-

ent values of the scaling parameter α on SSIM, PSNR,
and NCC in various common image attacks. These results
reveal a significant trade-off between imperceptibility of
watermarks and robustness. As α increases, the robust-
ness of the watermark improves. It can be observed by
the consistently high NCC values in attacks, particularly
for salt&pepper, Gaussian noise, and JPEG compression.
However, this affects visible image quality. In Figure 14,
higher values α result in reduced PSNR. This indicates a
large distortion in the watermarked image. Similarly, the
SSIM values in Figure 13 show a downward trend with in-
creasing α, especially for high-distortion attacks such as
motion blur and histogram quantization. This highlights
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Table 1: PSNR, NCC, and SSIM of the watermarked images

Watermarked Image

PSNR 40.322 38.926 40.014 39.703 40.133 40.130
NCC 99.944 99.868 99.907 99.925 99.923 99.895
SSIM 99.356 99.449 99.658 99.056 99.713 99.641

Figure 9: Different attacks were applied to the watermarked Lena image

Figure 10: Extracted fingerprints from attacked images

the role of αwatermarking systems. A smaller one αmain-
tains high visual fidelity but offers less robustness against
attacks. On the other hand, the increase in α improves re-
sistance to tampering but reduces the image quality. There-
fore, selecting an optimal α value is essential to balance
robustness and imperceptibility in real-world applications.

Tables 2 and 3 demonstrate the robustness and impercep-
tibility of the proposed method under two common image

processing attacks: JPEG compression and Gaussian low-
pass filtering. The visual results of extracted/retrieved sig-
natures and fingerprints, alongwith PSNR,NCC, and SSIM
metrics, are used to evaluate the performance. As presented
in Table 2, the watermarking algorithm shows strong re-
silience to JPEG compression, even at low quality factors
(Q). The NCC remains above 97% in all compression lev-
els, which indicates an accurate retrieval of the embedded
watermark. SSIM and PSNR improve steadily as the qual-
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Figure 11: Extracted signatures from attacked watermarked images

Table 2: Watermark extraction from JPEG compressed watermarked images
Quality factor (Q) 10 20 30 40 50 60 70 80 90

Watermarked image

Extracted signature

Extracted fingerprint
PSNR 27.531 29.832 30.909 31.537 32.014 32.410 32.907 33.604 34.748
NCC 97.537 99.030 99.243 99.344 99.412 99.463 99.521 99.592 99.687
SSIM 95.931 97.378 97.885 98.133 98.311 98.444 98.601 98.789 99.048

Table 3: Retrieval accuracy after Gaussian low-pass filtering with different sigma values
Sigma 0.5 1 1.5 2 2.5 3 3.5

Watermarked Image

Retrieved Signature

Retrieved Fingerprint
PSNR 39.592 32.513 29.989 28.4333 27.330 26.480 25.788
NCC 99.898 99.481 99.070 98.667 98.280 97.907 97.544
SSIM 99.683 98.515 97.463 96.571 95.848 95.262 94.777

ity factor increases. This reflects better visual quality and
less distortion in the watermarked image. In particular,
even at a low Q=10, the watermark remains recoverable,

although with slightly reduced visual fidelity. In Table 3,
Gaussian low-pass filtering with increasing standard devia-
tion (σ) is applied to assess the robustness of the watermark
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Table 4: PSNR, NCC and SSIM values obtained by the model for six tampered images

Tampered Images

PSNR 11.200 25.209 27.531 20.126 21.907 16.325
NCC 54.491 97.140 98.357 93.170 95.128 77.110
SSIM 57.973 98.360 95.931 92.081 95.658 82.182

Figure 12: SSIM, PSNR, and NCC of attacked water-
marked images

under blurring conditions. As σ increases from 0.5 to 3.5,
PSNR and SSIMvalues decrease. This indicates an increas-
ing distortion and reduced perceptual quality. However, the
NCC remains relatively high (above 97%) throughout the
study. This shows that the fingerprint can still be accurately
retrieved even with significant smoothing. In addition, the
robustness of the method is demonstrated against blurring
attacks, although some degradation in image quality is un-
avoidable with stronger filtering. Both tables validate the
trade-off between imperceptibility and robustness. The wa-
termarking systemmaintains high fidelity in light to moder-
ate attacks. It still retrieves the watermark with high accu-
racy, even under severe distortions. These findings support
the algorithm’s suitability for practical use where resilience
to real-world manipulations is essential.
Table 4 presents the values of different performance met-

rics for six tampered images used to assess the robustness
of the proposed scheme against various image tampering at-
tacks. It includes JPEG compression (QF = 10), rotation by
90° clockwise, retouching, cropping, resampling cloning,
retouching cloning, retouching splicing, resampling splic-
ing, and retouching splicing. These scenarios helps to test
both visual distortion and the effectiveness of watermark
retrieval in manipulated scenarios. The results show signif-
icant variability in performance for different types of tam-
pering. The PSNR values range from as low as 11.200 to
27.531. This shows different degrees of visual degradation
due to tampering. The lower PSNR (e.g., 11.200) shows
severe distortion, as seen in the first image. On the other

Figure 13: PSNR of different attacked watermarked images
with varying alpha values

hand, higher values suggest minor perceptual changes. De-
spite such variations, the NCC remains relatively strong in
most cases. It was observed to be greater than 90% in four
of the six altered images. This indicates that the model is
capable of retrieving the embedded watermark with high
accuracy, even with unwanted modifications. The lowest
PSNR observed was 54.491. This shows the correlation be-
tween high distortion and reduced retrieval fidelity. SSIM
values show that the image structure is better preserved in
less tampered images (e.g., 98.360, 95.931) and more af-
fected in heavily tampered ones (e.g., 57.973). This table
shows the flexibility of the proposed watermarking system.
Even in cases of aggressive tampering, the model achieves
high performance. It demonstrates its applicability in real-
world content authentication scenarios.
Figures 16 and 17 present the performance of the pro-

posed method against various image tampering operations.
Each row in the figures corresponds to a distinct tamper-
ing technique. Figure 16 presents a visual overview of the
extraction of the watermark and the location of the tamper.
For each tampered image, four representations are shown:
(i) the forged watermarked image, (ii) the retrieved water-
mark signature, (iii) the extracted fingerprint watermark,
and (iv) the localized tampered region. The watermarks and
tamper localization were observed to stay identifiable and
accurate despite major modifications. It shows the flexibil-
ity of the model for forgeries. Figure 17 further validates
this by comparing predicted tamper regions with ground
truth masks. Each row presents (i) the forged image, (ii)
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Table 5: Performance analysis of the proposed tamper detection method under various forgery types
Tampered TP FP FN TN Precision Recall Accuracy F1 Score

retouched 28274 974 2663 230233 0.9667 0.9139 0.9861 0.9396
cloning with resampling 23075 6173 761 232135 0.7889 0.9681 0.9735 0.8694
cloning with retouching 18676 3148 6472 233848 0.8558 0.7426 0.9633 0.7952
splicing with resampling 33006 2002 1252 225884 0.9428 0.9635 0.9876 0.9530
splicing with retouching 14997 2219 3937 240991 0.8711 0.7921 0.9765 0.8297

Figure 14: SSIMs of different attacked watermarked im-
ages with varying alpha values

the ground truth tamper mask, and (iii) the tamper map pre-
dicted by the proposed method. The close visual match be-
tween ground truth and predicted masks shows the relia-
bility of the system in detecting the exact location of the
tampering.
Table 5 presents a detailed evaluation of the proposed ap-

proach in eight types of image forgery. The details of the
correct predictions and errors, along with various perfor-
mance metrics, are presented. The results show near-ideal
performance on different geometric and compression-based
attacks.
This indicates that the system is highly effective in de-

tecting these types of manipulations without introducing er-
ror. The detection performance was observed to decrease
slightly when complex tampering techniques were com-
bined with resampling or retouching. Lower precision and
recall values are observed, especially for retouched cloning
and retouched splicing. The F1 scores for both scenarios
were 0.7952 and 0.8297, respectively. These drops sug-
gest that although the system presented reliable detection,
this decrease suggests that these forgeries pose greater chal-
lenges to the system. It is due to their fine alterations and
blending effects. The method maintains high overall accu-
racy and consistent F1 scores > 0.79 in all simulated attacks.
This illustrates the robustness of the proposed approach for
real-world tamper localization and forgery detection tasks.
Tables 6 and 7 present a comprehensive comparative

analysis of the proposed method with existing state-of-
the-art techniques. As observed in Table 6, the proposed

Figure 15: NCC of different attacked watermarked images
with varying alpha values

method uses a cover image size of 512 × 512 and a dual
watermark size of 128 × 128 and 64 × 64. It can be seen
from the tables that the existing methods either lack forgery
detection altogether or have not been tested under attack sit-
uations. On the other hand, the proposed model success-
fully authenticates and detect forgeries in various attack
situations. Table 7 further evaluates the robustness of the
proposed method against various image processing attacks.
Consistent high NC values (above 0.92 for all attacks), high
PSNR (18.384–39.2265), and SSIM values (mostly above
0.98) were achieved. This approach offers better structural
consistency under various distortions compared to existing
methods (e.g., [24] and [25]). It performs especially well
under Gaussian, median, and speckle noise. In most cases,
it achieves higher SSIM and NC values. This indicates bet-
ter accuracy in watermark retrieval and preservation of vi-
sual quality, making it a reliable choice for authentication
and tamper detection tasks.
In addition to the above results, Table 8 provides detailed

responses to the RQs, formulated to evaluate the effective-
ness and novelty of the proposed watermark and tamper de-
tection method.

6 Concluding remarks
This study presents a robust watermark-based framework
for digital image authentication and tamper detection. It
uses three transformations for robust watermark embed-
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Table 6: Comparison of the proposedmethodwith existing approaches in terms of authentication, forgery detection, PSNR,
SSIM, types of forgery detected, and robustness under various attacks.

Ref Authentication Forgery De-
tection

PSNR SSIM Types of forgery detected Forgeries detected under types of
attacks

[24]   39.45 0.9964 – –
[25]   31.49 0.8618 – –
[29]   43.79 – Only copy-move –
[30]   46.16 0.9988 Copy-move and splicing –
[35]   48.21 – Cropping and copy-move –
[36]   46.36 0.9963 Cropping up to 50% –
[37]   55.92 0.9999 Resampling, retouching, copy-

move, and splicing
–

Proposed   39.23 0.9960 Copy-move, splicing, retouching,
resampling, and cropping

Salt & Pepper Noise,Gaussian
Noise,Gaussian Filter,Median
Filter,Sharpening,Motion
Blur,Average Filter,Histogram
Equalization ,JPEG,JPEG2000

Table 7: Comparison of NC, PSNR, and SSIM of the proposed method for various attacks with existing techniques
Attack Type NC PSNR SSIM

[24] [25] Proposed [24] [25] Proposed [24] [25] Proposed

Salt & Pepper Noise 1 0.9943 0.9708 – 26.7142 24.9361 – 0.931 0.970
Gaussian Noise 0.9988 0.9938 0.9897 – 31.4845 29.5304 – 0.970 0.970
Speckle Noise 0.9999 0.9814 0.9069 – 22.4363 19.6197 – 0.789 0.891
Gaussian Filter 0.9995 0.9995 0.9536 – 26.8799 23.4604 – 0.937 0.939
Median Filter 0.9999 0.9975 0.9979 – 31.6371 36.4213 – 0.992 0.992
Sharpening 0.999 – 0.9962 – – 33.6651 – – 0.990
Motion Blur 0.997 – 0.9547 – – 23.1454 – – 0.937
Average Filter 0.999 0.9976 0.9847 – 26.7821 27.8641 – 0.964 0.964
Histogram Equalization 0.985 0.9476 0.9218 – 10.3095 19.1834 – 0.906 0.942
JPEG 0.999 – 0.9836 – – 27.5314 – – 0.959
JPEG2000 0.999 – 0.9988 – – 38.9505 – – 0.996

Table 8: Comprehensive answers to the RQs
RQ No Answer

RQ1 DWT analyzes spatial-frequency features for localized detection. On the other hand, DCT compresses energy into fewer co-
efficients. This improves resilience to compression. SVD provides stability against noise, rotation, and scaling that preserves
image integrity. In addition, a tamper detection mask is inserted to localize the tampered section. Together, these methods
provide reliable image content integrity verification and forgery localization.

RQ2 The suggested model resists attacks with high PSNR, SSIM, and NCC. SSIM and NCC values of ∼100% in watermarked
images. It highlights the watermarking’s durability and the efficiency of the detection model even in noisy environments.

RQ3 Even after different types of attacks on the watermarked photos, the results provided in figures 16 and 17 indicate the effec-
tiveness of the proposed model.

ding: DWT, DCT, and SVD. The model embeds both fin-
gerprint and signature watermarks. It also uses a tamper
detection mask in the LH2 sub-band of the LH1 band for
accurate localization of manipulated regions. The experi-
mental results show high imperceptibility. PSNR, SSIM,
and NCC values greater than 38 dB, 99%, 99.8% were re-
ceived, respectively. This shows minimal visual distor-
tion and strong watermark fidelity. The system remains
highly robust under various attacks and maintains the in-
tegrity of the watermark. High F1 scores of 0.9530 and
various other near-ideal metrics were received for tamper
detection even in complex forgery situations. Various other

visualizations further signify the efficacy of the proposed
scheme in preserving watermark information for different
manipulations. Although the proposed model successfully
localized manipulations for various attacks, it faces chal-
lenges in dealing with rotation and compression. In addi-
tion, the requirement of original watermark data during ver-
ification limits the model’s applicability in blind authenti-
cation scenarios. Future research should focus on blind wa-
termarking techniques and deep learning-based methods to
locate tampered regions. This provides improved automa-
tion and adaptability. Integration of emerging technologies,
including blockchain and artificial intelligence, could fur-
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Figure 16: Watermark extraction and tamper localization
across various forgery types

ther strengthen the approach. This can help to widen its
applicability and address challenges in rotation and com-
pression challenges.
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