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This comparative assessment looks at various deep learning architectures for video anomaly detection
(VAD), including CNNs, Autoencoders (AEs), Variational Autoencoders (VAES), Recurrent models
(RNN/LSTM), GANs, and hybrids. We look at more than 60 studies on standard benchmarks like UCSD
Ped1/2, CUHK Avenue, ShanghaiTech, UMN, and Subway. We use unified measures such as frame-level
AUC, F1, precision/recall, and computational characteristics like inference latency/compute. Some
reported findings that are representative are: AE-based methods getting AUCs of about 0.92-0.98 on
UCSD variations; a ConvLSTM-VAE getting AUC = 0.965; and prediction-/hybrid-based models getting
excellent AUCs on UCSD/Avenue/ShanghaiTech. We combine robustness to occlusion and domain shift,
the effects of temporal modeling (like ConvLSTM-AE vs. static AE), latent-space modeling in VAEs (single
vs. mixture of Gaussians), the trade-offs of adversarial training (reconstruction vs. adversarial loss, mode
collapse), and hybrid designs (like CNN+RNN, AE+memory). We point out problems that still need to be
solved in large-scale standardized datasets and cross-scene generalization. We also give a choice matrix
for practitioners to use when choosing a model that takes into account compute, latency, and data limits.

Povzetek: Primerjalna analiza vec kot 60 studij pokaze, da napredni in hibridni modeli globokega ucenja
dosegajo visoko natancnost pri zaznavanju video anomalij.

1 Introduction

It aims to detect abnormal video events using computer
vision techniques [1], [2]. Anomaly detection deals with
determining events different from typical behavior or
patterns a model expects in a particular environment [3].
It has several applications in video surveillance, crowd
monitoring, industrial inspection, traffic analysis, and
structural health monitoring [4-8]. The fundamental
principles of event prediction using machine learning are
utilized in crucial medical contexts, such as forecasting the
efficacy of defibrillation from ECG readings via neural
networks [9]. Anomaly detection systems, many of them
vision-based, leverage the inner workings of computer
vision algorithms, analyzing the content of the video
frames for any deviation from standard patterns, with
subsequent alerting of the user for appropriate actions
[10,11]. These can improve safety, security, and efficiency
in many industries and domains.

Those include unsupervised and supervised learning
schemes, which form the basis for potential unsupervised
and supervised tactics in vision-based anomaly detection
[12, 13]. In general, unsupervised learning schemes rely
on clustering and outlier detection algorithms, while
supervised ones rely on labeled training data to learn
classification models [14, 15]. Another approach is DL-

oriented tactics, which leverage the depth of NNs to
extract relevant traits from the visual input [16, 17].

DL-oriented tactics have thus been studied more in
vision-based anomaly detection than other tactics since
they performed better in finding anomalies in complex and
high-dimensional data [18-20]. This ability to handle
high-dimensional inputs isn't just for visual data; similar
machine learning methods are also utilized to predict
Bitcoin illiquidity based on complicated financial and
language elements [21].

Besides, DL tactics can automatically learn relevant
traits from data and handle large data volumes, making
them suitable for the anomaly detection task [22, 23]. DL
tactics can further assist this, and they also benefit from
large-scale databases and computing resources, making
them suitable for real-world applications. Powerful GPUs
and cloud computing resources have empowered the
training and deployment of DL at scale. This has resulted
in considerable performance improvement in anomaly
detection tactics [19, 24]. Therefore, DL-oriented tactics
have been studied more than conventional tactics since
they offer superior performance, flexibility, and
scalability in vision-based anomaly detection [25].

The literature presents many review studies in DL-
oriented anomaly detection. Nevertheless, previous survey
studies did indicate a few challenges and research gaps in
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this domain, including standardized databases, more
robust feature extraction techniques, and more explainable
and interpretable models.

Therefore, the present study compares current
innovative DL-oriented video anomaly recognition
tactics. By analyzing previous studies, the current research
intends to analyze the prevailing techniques and their
performance based on evaluation while identifying
research gaps that provide directions for researchers in
developing newer tactics or tactics in this domain.

The contributions of this investigation are:

1. Deeply discuss innovative DL tactics applied in

video anomaly recognition tactics.

2. A comparative analysis of existing techniques
can be conducted to enable both the researcher
and practitioner to select the best approach for a
particular application.

3. Identifying obstacles and research gaps helps the
researcher focus on the significant barriers and
gaps in DL-oriented anomaly detection in vision-
based data.

4. Suggestions are made for future research
directions to help researchers construct new ways
to boost DL-oriented anomaly recognition in
vision-based data.

We systematically compare six well-known families
of deep learning architectures for video anomaly
detection: Convolutional Neural Networks (CNNs),
Autoencoders (AEs), Variational Autoencoders (VAES),
Recurrent Neural Networks (RNNs), Generative
Adversarial Networks (GANSs), and hybrid designs that
combine these elements. The evaluation uses well-known
benchmarks like UCSD Pedl1/Ped2, CUHK Avenue,
ShanghaiTech, UMN, and Subway, and it uses the same
performance metrics for all of them, such as frame-level
Area Under the Curve (AUC), F1-score, precision, recall,
and, if possible, computational cost and latency. Our work
is different from previous surveys because it uses defined
metrics to combine results from different designs,
highlight their respective strengths and weaknesses in
different situations, and identify new areas of research that
need more attention. This timely comparison is necessary
for both academic research and real-world use because
architectures and datasets have changed so quickly in
recent years.

2 Related works

The focus of this section is the review of previous studies
related to vision-based anomaly recognition in videos.
Nayak et al. [1] designed a broad review of DL-
oriented tactics in video anomaly detection. First, this
paper presents in-depth surveys of recommended
techniques and their performances on diverse databases
for several performance evaluation criteria. The salient
traits of the article include comprehensive insight into the
tactics and their practical implementations, their
advantages and limitations, and a discussion of real-world
applications. This is demonstrated in the study where
tactics based on DL outperform other systems related to

S. Liang et al.

anomaly detection in videos. Autoencoders and CNN have
emerged to be very accurate in monitoring anomalies.

Authors in [21] review DL-oriented video data
anomaly recognition. The authors perform a systematic
review and present an in-depth performance-based
comparison of DL-oriented tactics for detecting unusual
events in video data. This work is distinguished by
carefully discussing the strengths and restrictions of the
diverse methodologies introduced, an extensive database
review, and a profound analysis of the various metrics
used for evaluation. This research presents the auspicious
performance obtained using DL-oriented tactics in video
anomaly detection, some of which outperform others
based on classic tactics. However, this also puts into
perspective the challenges that exist given more extensive
and more varied databases, more interpretable models, and
a need for robust feature extraction techniques to enhance
anomaly detection reliability. Similar endeavors to
examine  unsupervised  architectures, including
autoencoders and transformers, have been conducted in
the related field of time-series signal analysis, which
encounters analogous temporal dependency issues seen in
video [26].

Paper [27] reviewed DL-oriented tactics for anomaly
recognition. The authors initially provide the key notions
and types of anomalies and then survey several deep-
learning models and their applications in anomaly
detection for different domains. For instance,
Convolutional Neural Networks have been successfully
utilized for anomaly detection in medical imaging,
including the identification of spontaneous pneumothorax
in chest X-rays [28], detecting brain tumors from MRI
scans [29], and classifying dental implants [30]. Similarly,
unsupervised machine learning algorithms are being used
in many areas, including business, to model complicated
things like transformational entrepreneurship on digital
platforms [31].

The salient traits of the article are that it provides a
detailed description of the other models, analyzes the
advantages and limitations, and compares the productivity
of several models on various databases. The review says
DL-oriented tactics show promising anomaly detection
outcomes relative to traditional tactics, while autoencoder-
based ones are widely used. However, the authors note
that the lack of interpretability of DL models and the need
for large amounts of labeled data are still significant
challenges in this field. Additionally, machine learning
methods have been utilized to prioritize and discover
significant elements in several fields, including the
analysis of user reviews in software programs [32].

The goal of vision-based human action identification,
as described by Camarena et al. [33], is to identify human
activities in films automatically. The authors discuss this
field's key challenges and applications and the various
tactics and techniques used for action recognition. Key
traits of the article include a detailed discussion of the
databases and appraisal metrics utilized in the field and an
in-depth appraisal of the innovative tactics.

Previous reviews like [1], [21], and [25] have given
useful overviews of deep learning algorithms for finding
video anomalies, but they have some significant flaws.
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There is no uniform evaluation system in these works that
uses the same metrics for all model categories, which
makes it hard to compare models from different families.
They also do not execute a meta-analysis or show trade-
offs in accuracy, efficiency, and generalization clearly
with visual syntheses like radar plots. Also, their
consideration of deployment problems is primarily
descriptive and does not include any particular technical
answers for problems like domain generalization, labeling
noise, and real-time inference. The current study, on the
other hand, fills in these gaps by defining evaluation
criteria, combining and displaying comparative
performance data, and having a critical, solution-oriented
conversation targeted at closing the gap between academic
research and real-world use.

To enable rapid comparison and synthesis of previous
survey studies, we have encapsulated the most pertinent
works examined in this section, encompassing their
datasets, assessment measures, representative quantitative
outcomes, and principal strengths and weaknesses, in
Table RW1.

3 Review of DL-oriented tactics

As discussed earlier, DL-oriented tactics recognize
abnormal events in video streams by comparing them to
the learned normal patterns. Various DL architectures are
discussed and analyzed in the following contexts.

We use the same set of evaluation criteria for all the
method families we looked at in Sections 3.1-3.6 to ensure
the comparisons are fair and meaningful. The following
metrics are reported whenever they are available for each
type of architecture: Convolutional Neural Networks
(CNNSs), Autoencoders (AEs), Variational Autoencoders
(VAEs), Recurrent Neural Networks (RNNs), Generative
Adversarial Networks (GANSs), and hybrid designs. (i)
Area Under the Curve (AUC) at the frame level, which
shows how accurate the detection is; (ii) F1-score, which
shows how well the system balances precision and recall;
(iii) latency, which is measured in milliseconds per frame
and shows how efficient the system is at computing; and
(iv) generalizability, which is based on cross-dataset
performance reported in the original studies. When a
source did not disclose a measure, it is shown as NR (Not
Reported) in the comparison tables. This framework
enables the direct comparison of the performance of
different families and shows the trade-offs between
accuracy, efficiency, and resilience.

3.1 CNN-based tactics

The CNN-based tactics have proven efficient in
recognizing anomalies, including abnormal activities and
behaviors in surveillance footage. This section reviews
some of the most recent CNN-based tactics for video
anomaly detection.

The researchers in [34] presented AnomalyNet, a
network for detecting anomalies in video surveillance that
combines the CNN and LSTM networks to record spatial
and temporal traits. Using a two-stage training strategy,
the recommended network is trained on both normal and
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anomalous video data. First, it is pre-trained on standard
data and then fine-tuned on normal and anomalous data.

In [35], scholars introduce an intelligent architecture
of a dual-stream CNN-ESN for video anomaly
recognition. The scheme relies on two streams of CNNs:
one for capturing spatial information and the other for
temporal information. It also uses the ESN to extract traits
from the time axis. It leverages a dual-stream CNN that
can separately learn the spatial and temporal traits of the
data and an ESN that can simulate the long-term
dependencies in the data. This model was put to the test
on various benchmark databases. To point out some
limitations, careful hyperparameter tuning and extensive
computational resource requirements are needed.

Work in [36] combined an attention mechanism for
determining key characteristics with a CNN, featuring the
extraction of video frames. The system is weakly-
supervised; as such, it does not depend on training based
on pixel-level annotation. According to several metrics,
such as the AUC and Fl-score, the recommended
technique performs innovatively when tested against
multiple benchmark databases. It consists of an attention
mechanism for finding significant characteristics and a
weakly supervised approach that limits the requirement of
expensive annotations. The limitation of the suggested
method is that it needs considerable training to figure out
the complicated spatiotemporal patterns in videos.

Based on scene categorization, authors in [37]
recommended a video anomaly detection technique. First,
this method segments the movie into scenes and extracts
deep traits through a pre-trained CNN deep model. It uses
these collected traits to train an SVM to sort the scenes as
normal or abnormal.

3.2 Autoencoder-based tactics

Autoencoder-based tactics for detecting video anomalies
are a sub-category of DL tactics. These are put to work to
train the NN to reconstruct input video frames by reducing
their dissimilarity with the original ones. An encoder and
a decoder compose the autoencoder model. The encoder
should encode input video frames into some low-
dimensional representation of compressed form while the
decoder generates reconstructed frames. During training,
the autoencoder learns to reconstruct only regular video
frames. Hence, it detects anomalies when presented with
frames far from the learned normalcy pattern. Several
recent autoencoder-based tactics are discussed in detail
below.

The work in [38] introduced an autoencoder-centered
method for detecting abnormal activity from surveillance
videos by extracting the normal activities' traits in space
and time using a parallelepiped spatiotemporal region.
The process then generates compact representations of
video frames through a CNN-based encoder; the
recommended threshold-based approach subsequently
computes the anomaly score. Many benchmark databases
show high performances with AUC scores between 0.918
and 0.984. However, the recommended tactic may be
limited when anomalies are highly complex or variable
due to low representation. Second, the scalability of this
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method may be limited since it is computationally
complex to run on larger video databases.

This work [39] presented an attention-based residual
autoencoder that used an attention mechanism and a
residual learning architecture to capture the temporal and
spatial information within video data for video anomaly
recognition. Video anomalies are identified using an
autoencoder that rebuilds standard data while underlining
the anomalies through an attention mechanism. By
rebuilding standard data and highlighting the
abnormalities using an attention mechanism, the
suggested model can effectively detect abnormal events
within a video series. It might require careful tuning of the
attention mechanism's parameters, and, as mentioned, the
recommended tactic has limitations in dealing with
challenging situations involving many abnormalities.

Comparative studies show that temporal modeling in
autoencoders, especially with Convolutional LSTM
Autoencoders (ConvLSTM-AE), generally gives video
anomaly detection jobs far better results than static AEs.
For instance, ConvLSTM-AE models have been shown to
boost AUC from about 0.92 (static AE) to 0.96 on the
UCSD Ped?2 dataset by leveraging the fact that frames are
related to each other over time. This benefit is most clear
in situations where there are minor or gradual anomalies
that need motion context to be found correctly. In most
AE-based methods, the anomaly scores are usually the
reconstruction error between the input and the
reconstructed frame or sequence. Choosing the right
threshold for this error is very important. It can be done by
testing it on a validation set, setting it as a fixed value
based on training reconstruction statistics, or using
statistical methods to estimate it adaptively. The trade-off
between false positives and missed anomalies is directly
affected by the choice of thresholding approach.

3.3 Variational autoencoder-based tactics

The Variational Autoencoder (VAE) is a probabilistic
version of the regular autoencoder that treats the latent
space as a distribution instead of a fixed vector. This
makes it possible to create a wide range of reconstructions
and gives a probabilistic basis for finding abnormalities.
VAE-based strategies employ an encoder-decoder
network to find out how regular frames are distributed and
then use sampled latent representations to put input frames
back together. Frames that have a significant
reconstruction error are called "anomalous.” Several types
of VAEs, including convolutional VAEs, recurrent VAEs,
and hybrid designs that use temporal modules like
ConvLSTMs, have shown promise in finding video
anomalies. For example, the double-flow ConvLSTM
VAE from [40] adds temporal modeling to the VAE
framework to better capture motion patterns, which makes
it more resistant to complicated scene dynamics. VAES
are comparable to standard autoencoders in specific ways.
However, they are different enough in terms of their
probabilistic formulation, training goals, and evaluation
criteria that they should be looked at as a separate group
in this review. To keep things consistent, this section lists
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all of the VAE-based methods that were found, including
hybrid versions.

A new approach, GMFC-VAE, is recommended in
[41] for video anomaly detection and localization. GMFC-
VAE explicitly models the distribution of latent variables
as a mixture of Gaussians. Besides, a fully convolutional
network allows pixel-level localization of anomalies. The
main characteristics of this approach are simultaneous
anomaly recognition and localization, drawing on only
fully convolutional architecture, which can process high-
resolution videos in real time.

The article [42] 's approach is a hierarchical design
containing numerous layers of anomaly detection, which
embeds both global and local information. From the
expected behavior of the agent, the system learned through
a variational autoencoder based on the reconstruction error
to detect abnormalities. The outcomes showcase the utility
of the recommended tactic in detecting anomalies in trivial
and challenging scenarios. A publicly available database
is used for evaluating this method. 2 significant
disadvantages of the recommended tactic are that labeled
data is needed during the training and the domain-specific
feature extraction at its best performance.

The article [43] proposes a method of visual anomaly
detection using VAE that learns from the input video data
a compact representation concerning which anomaly
detection shall be done considering the reconstruction
error. It trains the VAE learning low-dimensional data
representation leveraging the spatiotemporal patches
extracted from an input video. Anomaly scores are
computed by the reconstruction error of VAE and
thresholded to classify anomalies. The article's key result
is that the recommended tactic based on VAE works
effectively in visual anomaly detection in video data. The
limitation of this method involves pre-defined
thresholding for classification that may fail to work
optimally in all scenarios.

In VAE-based anomaly detection, the encoder learns
a probabilistic mapping from input frames to a latent
space, which is usually modeled as a Gaussian distribution
with mean and variance vectors. When making inferences,
we find anomalies when a sample's latent representation is
in a low-probability area of this learnt distribution or when
its reconstruction error is higher than a set threshold. Many
methods use a single Gaussian prior, which means they
assume that all standard samples come from one unimodal
distribution. However, new research has demonstrated
that Gaussian Mixture Models (GMMs) in the latent space
can capture more than one mode of normal behavior. This
makes it easier to tell the difference between things in
datasets when regular patterns are different, such as multi-
scene surveillance footage. Real-world data shows that
VAE+GMM setups generally get higher AUC scores on a
variety of datasets than single-Gaussian VAEs. However,
this comes with a little increase in computational cost.

3.4 Recurrent neural networks-based tactics

In applications that require sequence modeling, RNNs
form a class of NNs that are usually applied. RNNs can
model temporal dynamics in the video data to detect
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anomalous events and deviate from the taught patterns.
The network is trained on a large database of typical films
and tested on a different database of typical and abnormal
movies. This will be the fundamental way to apply an
RNN-based approach for video anomaly identification.
While training, the network learns to model the temporal
dynamics of regular videos and thus predict frames based
on learned patterns. At test time, the network will compare
the expected video frames with the actual ones and
identify deviations as anomalies. This predictive method,
in which a neural network learns how things change over
time to anticipate future states, is also used in other fields,
such predicting water levels from sensor data several steps
ahead [44].

It proposes an RNN-based anomaly trajectory
detection method. It encodes the trajectories using an
RNN-based autoencoder and classifies them into
anomalous or normal classes using another RNN classifier
[45]. Nevertheless, it requires a lot of labeled data for
training and may not be appropriate for real-time
utilization.

In the authors' work in [46], RNNs have been used to
develop a method for detecting abnormal trajectories. The
recommended methodology consists of a two-stage
process: first, trajectories are encoded using an RNN-
based autoencoder, and second, the trajectories are
identified as abnormal or normal using a different RNN
classifier. One disadvantage may be that it is often non-
feasible in real-time applications and takes much-tagged
data for training.

Anomaly detection is done for the surveillance videos
using the MLP-RNN algorithm [47]. The suggested
methodology consists of 2 stages: feature extraction and
anomaly detection. The pre-trained CNN extracts spatial
traits from video frames during the first stage, and RNN
extracts temporal traits. The second stage is training the
MLP-RNN on the retrieved traits to detect video
abnormalities. It was then identified that the
recommended tactic had a much-reduced computation
time compared to the earlier tactics and, thus, was
computationally efficient. The limitation of the
recommended tactic is that its training involves a lot of
labeled data, which may be cumbersome in specific
scenarios.

The length of the sequence you choose has a
significant effect on how well RNN-based anomaly
detection works. Short sequences might not capture
important time-based dependencies, which would make
detection less accurate. On the other hand, very long
sequences cost more to compute and could produce
gradient vanishing problems. Choosing the best sequence
length typically requires trial and error, depending on the
dataset's features and the complexity of the motion. Also,
RNNs tend to overfit when they are trained on limited
datasets because they have many parameters. Dropout
regularization, early halting, and temporal data
augmentation are among the methods that can help lower
this risk.

Along with traditional RNN versions like LSTM and
GRU, other designs like Temporal Convolutional
Networks (TCNs) and Transformers have also shown
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promise as alternatives. TCNs use dilated convolutions to
model long-range dependencies without needing recurrent
connections. This makes them more stable and easier to
parallelize. Transformer-based models, on the other hand,
use self-attention to effectively capture global temporal
relationships, which means they often do better than
RNNs at understanding large-scale videos.

3.5 Generative adversarial network (GAN)-
based tactics

These tactics have created outstanding potential for
video anomaly recognition. GANs are DL schemes
capable of learning the generation of realistic synthetic
data by training a generator network to fool a
discriminator network trained to identify real versus fake
data. In video anomaly detection, GAN-based tactics use
this framework to learn the generation of standard frames
and detect anomalies as deviations from this normality.
The following section reviews some of the most recent
GAN-based tactics.

The dominant and rare event detection approach in
videos was recommended using a GAN network-based
approach [48]. The recommended tactic first trains a GAN
on the input video frames to generate a backdrop picture.
Then, it segregates the input frames into dominant and rare
occurrences using a binary classifier. The article's
significant contribution is the GAN-based technique that
enables the scheme to build an accurate background image
and precisely discriminate between dominating and rare
occurrences. Limitations: The recommended tactic is
computationally expensive and requires numerous
training data.

Paper [49] discussed a GAN-based approach for
screening DBT images for breast cancer recognition. The
recommended tactic, GANAD, detected malignant masses
and microcalcification clusters in DBT images utilizing
only standard images for model training. Anomaly
detection based on a GAN model that generates
anomalous picture samples and an anomaly detection
model to find the off-kilter areas in DBT images are the
key parts of GANAD. One disadvantage of this method is
that the GAN model needs much standard data to be
trained, and the expected data may not be available for
some databases.

An abnormal behavior detection technique was
developed based on GAN for massive crowd videos [50].
The GAN model employed the recommended GAN-based
technique to generate regular background frames, while a
separately designed anomaly detection network was used
to detect the aberrant frames. The method was evaluated
with the performance test using the database of crowd
videos captured during the Hajj. The recommended
technique is robust to occlusion, time-varying lighting
conditions, and camera jitter. The work presented here
also proves that contrary to what existed before, the GAN-
based tactics detect anomalous behaviors in footage with
large crowds with high accuracy. However, this
investigation is limited in scope by relying on a single
database, which makes it challenging to extrapolate its
outcomes to any other situation.
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The authors of [51] propose a video anomaly
detection method, namely DCGAN. In this work,
DCGAN is designed to flag any deviation from the
expected pattern of appearance and motion within a video
as abnormal. The recommended tactic first employs a
CNN for extracting spatiotemporal traits, followed by a
DCGAN that learns the distribution of the standard traits.
The recommended tactic typically involves incorporating
a generator and discriminator network trained with
standard traits and using dynamic convolutional layers to
capture the temporal dynamics of the video data.
Limitations: The productivity of the recommended
technique depends on hyperparameters; further, unusual
abnormalities are difficult to detect.

A lot of GAN-based methods for finding video
anomalies try to find the best balance between adversarial
loss, which makes the generator create outputs that
resemble real samples, and reconstruction loss, which
ensures that the input frames or features are reproduced
accurately. It is essential to find the right balance between
these two goals. If you put too much emphasis on
adversarial loss, you can get reconstructions that look
authentic but do not make sense. On the other hand, if you
put too much emphasis on reconstruction loss, the
discriminator might not be able to find little anomalies as
well. Mode collapse is a typical problem while training
GANSs. This happens when the generator learns to make
only a few types of outputs, which can mean that it does
not pay attention to some expected behaviors, and makes
it harder to find anomalies. It is important to note that
specific GAN-based algorithms only train on normal data,
which means they mimic the distribution of standard
patterns in the latent space. In addition to GANs, other
current generative methods like diffusion models are also
working well for finding industrial anomalies. For
example, they can help find glass faults by learning how
normal samples are distributed [52]. When making
predictions, any differences from this learning distribution
that show up as high discriminator scores or
reconstruction errors are marked as anomalies. This
training method that exclusively uses standard samples is
helpful in areas where unusual samples are hard to find,
expensive to label, or not very common. This makes it a
good choice for many real-world surveillance
applications.

3.6 Hybrid-based tactics

Hybrid-based tactics can depict spatial and temporal
information by combining the strengths of different
techniques. They can also adapt to various scenarios and
types of anomalies. The subsequent section reviews some
of the very latest hybrid-based tactics.
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The authors in [53] have recommended a hybrid
autoencoder based on unsupervised learning for abnormal
event detection in surveillance videos. The recommended
system first converts each video frame to grayscale and
resizes it during pre-processing. Then, feature extraction
is done using a hybrid autoencoder combining CNN and
RNN. Finally, anomaly detection will be performed by
thresholding the computed reconstruction error. One of
the weaknesses of the recommended tactic is that it
requires data to be trained on, which is not possible under
certain circumstances.

The authors of [54] propose a DL model for abnormal
activity detection from surveillance videos, incorporating
the strengths of CNN and LSTM. This model
recommended by the authors is divided into two parts: the
first part is a pre-trained CNN model for extracting the
spatial traits of every frame. In contrast, the second part is
an LSTM network that learns the temporal patterns of the
extracted traits. The scheme is trained using normal and
abnormal videos to capture the discriminative traits
between normal and abnormal behaviors. The
recommended model has limitations in handling complex
and crowded scenes, which can affect its performance in
real-world scenarios.

4 Comparative analysis of DL-vased
tactics

Based on the investigation of previous studies and a
literature review on the related topic, the following
parameters have been considered in Tables 1 to 6:

o Database: The training database should be
diverse and represent the target application.

e Evaluation metrics: The evaluation metrics are
utilized to compare the different tactics'
performance objectively.

e Computational complexity: The computational
complexity and efficiency of the schemes are
important factors when deploying the system in
real-world scenarios.

e Robustness: The robustness and generalization
ability of the schemes should be evaluated, which
is the ability to accurately detect anomalies and
recognize actions in different scenarios and
environments.

We estimated values for the "Computational
Complexity" column based on the descriptions of the
experimental setups that were available, or we indicated
that no values were available and left it as "unreported."
This openness lets readers consider any uncertainty that
might be present in the comparisons.

Table RW 1: Summary of key prior review studies on deep learning-based video anomaly detection

Referenc Method Dataset(s) Metrics Represe.n ta.tlv TN
. e Quantitative Strengths Limitations
e Focus Covered Discussed
Results
Nayak et | DL-based UCSD AUC, EER, UCSD Pedp; | Comprehensiv | Limited
al. [1] tactics Ped1/Ped2, Accuracy AUC~095— e taxonomy of dlSCuS.S}On on
) Avenue, ) DL methods; scalability and
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(CNN, Subway, 0.97 (CNN/AE includes generalization;
AE) UMN methods) practical focuses mainly
implementatio on early
n notes CNN/AE
ated i
DL-based ShanghaiTech AUC, F1, ShanghaiTech: analysis: computgtlonal
Author(s) anomaly . AUC=0.88, complexity; less
Py , UCSD, Precision/Recal N strong
[22] recognitio F1=0.76 (best focus on
Avenue 1 temporal . .
n reported) . lightweight/real
modeling .
. -time models
insights
Cross- Broad Lacks
. Multiple NR (review coverage benchmark
domain . . .
Author(s) domains nature; across unification;
DL . AUC, Accuracy L . .
[26] anomal (Surveillance, qualitative domains; limited
Yy Industrial) emphasis) highlights AE quantitative
detection : .
dominance synthesis
Vision- UCF101, In-depth Not focused on
based HMDB51, UCF101: discussion of anomaly
Camarena human Kinetics Top-1/Top-5 Accuracy up to action detection;
et al. [27] action (human Accuracy ~94% (deep recognition transferability
recognitio activity CNN models) tactics and to VAD not
n datasets) datasets evaluated
Table 1: Overview of CNN-based anomaly detection tactics
Performance Computation s
Method Database Metrics Complexity Robustness and Generalization
UCSD Pedl and | AUC, Precision, | High  computation Performs well on UCS.D databases
[54] but may not generalize well on
Ped?2 databases Recall, F1-score | cost, uses GPU L
other databases due to overfitting
. Low computation | Performs well on ShanghaiTech
ShanghaiTech . .
[55] database AUC complexity, uses | database, may not generalize well
CPU to other databases
[36] ShanghaiTech AUC, Precision, | High  computation R:r?gf:n:o valgzlljs'ognandmﬂll{[titelre’
database Recall, F1-score | cost, uses GPU P P
databases
Low  computation | Performs well on UMN database,
[37] UMN database AUC complexity, uses | may not generalize well to other
CPU databases
Table 2: Overview of autoencoder-based anomaly detection tactics
Method Database Perfqrmance Computagon Robustness and Generalization
Metrics Complexity
Robust to variations in occlusions
[38] UCSD Pedl and | Precision, Recall, | Moderate and lighting conditions but limited
Ped2 Fl-score (CPU/GPU) generalization to new
environments
Robust to variations in occlusions
[56] UCSD Pedl and | Precision, Recall, | Moderate and lighting conditions but limited
Ped2 Fl1-score, AUC (CPU/GPU) generalization to new
environments
Robust to variations in occlusions
[57] UCSD Pedl and | Precision, Recall, | Moderate and lighting conditions but limited
Ped2 Fl-score (CPU/GPU) generalization to new
environments
Robust to variations in object
Pool and River | Precision, Recall, appearances but limited
[58] database F1-score, AUC Low (CPU) generalization to new

environments
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Robust to variations in object

appearances, occlusions, and
MVTec AD | Precision, Recall, . lighting conditions, and better
[59] database F1-score, AUC High (GPU) generalization ability to new
environments compared to other
tactics
Table 3: Overview of variational autoencoder-based anomaly detection tactics
Performance Computation L
Method Database . . Robustness and Generalization
Metrics Complexity
Model performance was not tested
Precision, recall, . on other databases, but the article
[60] UMN database F1-score, AUC High (GPU) reports that it performed well on
crowded scenes
Model performance has not been
Precision, recall, . tested on other databases, but the
[39] UCSD database F1-score, AUC High (GPU) article reports good outcomes on
the UCSD database
Robust to variations in object
. Precision, Recall, . appearances but limited
[40] ShanghaiTech F1-score, AUC High (GPU) generalization to new
environments
Multiple AUC.  Fl-score Sl?gmatili)s:d, 23 The scheme generalizes well to
[41] simulated accuracy computation different datgbases and
databases complexity outperforms baseline models
GPU used, no .
information on The scheme generalizes well to
[61] Custom database | AUC, Fl-score computation different databases and
com]pa lexity outperforms baseline models
Model performance has not been
UCSD Pedl, | Precision, recall, . tested on other databases, but the
[43] UCSD Ped2 F1-score, AUC High (GPU) article reports good outcomes on
publicly available databases
Custom  retinal | Precision, recall The scheme generalizes well to
[62] OCT database Fl-score, AUC High (GPU) different datjclbases and
outperforms baseline models
Table 4: Overview of RNN-based anomaly detection tactics
Performance Computation L
Method Database . . Robustness and Generalization
Metrics Complexity
SMD, CUHK | Precision, Recall, High cpmputatlon Robust to illumination changes,
[44] complexity, GPU | limited robustness to occlusion,
Avenue, Subway F1-score, AUC . ..
usage and target size variations
Moderate Robust to illumination changes
[45] UCSD Ped2, | Precision, Recall, | computation and occlusion, limited
Avenue, Subway | Fl-score, AUC complexity, =~ GPU | generalization to target size
usage variations
Low computation | .. . .
[63] In-house database Accuracy, F1- complexity, CPU L1rp1t§d analysis of robustness to
score usage varlations
Moderate Robust to illumination changes
[64] UCSD Pedl, | Precision, Recall, | computation and occlusion, limited
Ped2, Avenue F1-score, AUC complexity, =~ GPU | generalization to target size
usage variations
UCF-Crime, Precision, Recall Low ~computation aRr?(llj . tooclcgzziq(l;atlon Clhi?rllli%:(si
[65] ShanghaiTech, F1-score ,AUC | complexity,  CPU eneralization to ’ target size
UCSD Ped2 ’ usage & &

variations
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Table 5: Overview of GAN-based anomaly detection tactics

Method Database II\’Ef;)irCrsnance 222113 lllet:gn Robustness and Generalization
UCF-Crime, Fl-score. AUC Robust to illumination changes
ed2, and occlusion due to the use o
66 UCSD Ped2 Recall ’ > | GPU d lusion d h f
Subway Entrance GAN for feature extraction
. .. Robust to occlusion and changes in
ey ’ ’ target size due to the use o
d |G| Moo el | g o o e T AN
& for feature extraction
Digital Breast Robust to variations in target size
[47] Torgn osvnthesis Precision, Recall, CPU and GPU and other variations due to the use
Databa};e F1-score of GAN for feature extraction and
training on only standard images
Robust to illumination changes
recision, Recall, and occlusion due to the use o
[48] gggg gzg;f Precisi Recall GPU d lusion d h f
Subway Entrance ’ | Fl-score GAN for feature extraction and
Y modeling of temporal dynamics
Table 6: Overview of hybrid-based anomaly detection tactics
Method Database llz;;ffircr;lance ggﬁgﬁiﬁ;ﬂ Robustness and Generalization
[49] UCSD Pedestrian | Precision, Recall, | Computationally Robust to illumination changes
database F1-measure efficient, tested on CPU | and occlusion
ShanghaiTech Precision, Recall, Compu'tatlonally Robu.st . to occlusion,
[67] expensive, tested on | illumination changes, and
Campus database | F1-measure L :
GPU variations in target size
[68] UCSD Pedestrian | Precision, Recall, g;?ﬁ;?gon?;ls}t,e 4 on Robust to illumination changes
database AUC GI?U ’ and occlusion
UCF-Crime Precision, Recall, Compuﬁaﬂonally Robugt . to occlusion,
[60] database Fl-measure expensive, tested on | illumination changes, and
GPU variations in target size
[70] Pedestrian Precision, Recall, | Computationally i{iggufliuzi;::ilsgirﬁzr;nestaragne(;
Behavior database | AUC efficient, tested on CPU i £es,
occlusion
[71] Hajj crowd | Precision, Recall, | Computationally CR;);;usés tzccluslil(l)immaggg
database F1-measure efficient, tested on CPU nees, .
varlations 1n target size
. .. R lusi
ShanghaiTech AUC, Precision, | Moderate iu?l t;;llisriatitgn oce usglr;n a;lsd
[34] and UCSD Ped2 | Recall, F1-score, | computation erforms well on mult% le’
databases, Accuracy complexity uses GPU P p
databases
Performs well on UCSD
35] UCSD Pedl and | AUC, Precision, | High  computation | databases, may not
Ped2 databases | Recall, Fl-score | cost, uses GPU generalize well on other
databases due to overfitting
Robust to variations in object
. Precision, Recall, . appearances and occlusions but
[40] ShanghaiTech F1-score, AUC High (GPU) limited generalization to new
environments
Robust to illumination changes
[44] UCSD Ped2, | Precision, Recall, | Low computation | and occlusion, limited
Avenue F1-score complexity, CPU usage | generalization to target size
variations
. .. Robust to occlusion due to the
use of autoencoder an
[50] g;ltzltl)zse CCTV I;rscés10n, Recall, CPU ¢ d 4 CNN

for feature extraction
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The results in Tables 1-6 show that the architectures
examined had different trade-offs in terms of resilience,
computational efficiency, and the ability to generalize.
Hybrid models, especially those that combine CNNs with
temporal modules like LSTMs or ConvLSTMs,
consistently achieve the highest average AUC (around
0.96) and are very resistant to domain shift. They keep
performing well on datasets with scenes of varying
complexity. GAN-based approaches work well in familiar
areas (AUC ~0.94), but they do not fare as well when used
on new datasets, which suggests that they are more
sensitive to patterns that are distinctive to each dataset.
Autoencoder-based and VAE-based methods can make
predictions faster and need less training data, but they
cannot generalize as well without temporal modeling
components. RNN-based designs are good at capturing
sequential dependencies, but their performance depends
on the length of the sequence. It may get worse on datasets
with much variability within the same class.

S. Liang et al.

We did a meta-analysis to synthesize all of these results.
This involved adding up the average AUC, F1-score,
latency, and generalizability for each model family. Figure
X shows these trade-offs in a radar plot, which makes it
clear that no one architecture is better than all the others
on all criteria. This shows how important it is to develop
balanced models, considering deployment limits such as
the need for real-time processing, memory limits, and the
ability to generalize across domains.

We produced a radar plot (Figure 1) that shows how AE-,
VAE-, RNN-, GAN-, and Hybrid-based architectures
compare across four unified assessment dimensions:
frame-level AUC, F1-score, computational efficiency, and
domain generalization. This gives a quick visual summary
of the trade-offs. The plot helps readers quickly see the
pros and cons of each technique, which is complemented
by the numerical comparisons in Tables 1-6.

Meta-Analysis of DL Architectures for Video Anomaly Detection

Domain Gengralf

—_ A
VAE
—— RNN
— GAN
—— Hybrid

P Liscore

Computational Efficiency

Figure 1: Radar plot summarizing the relative strengths of AE-, VAE-, RNN-, GAN-, and Hybrid-based
architectures across four key dimensions: frame-level AUC, F1-score, computational efficiency, and domain
generalization.

5 Database and benchmarks

Several public databases have been developed to evaluate
the productivity of various anomaly detection algorithms,
providing a benchmark for comparing different tactics.

These databases include real-world surveillance videos
captured in multiple scenarios and conditions, with
labeled abnormal events or anomalies. Some of the most
popular databases for video anomaly detection are listed
in Table 7.

Table 7: Most popular databases for video anomaly detection

Database Name Description

UCSD’. usbe A database of video clips from a pedestrian walkway with anomalies such as running, biking,
Pedestrian [72], .
[73] and skateboarding

Avenue [74], [75] accidents, and roadblocks

A database of video clips from a busy urban avenue with anomalies such as fighting, car

ShanghaiTech [75],

[76] jaywalking and vehicle collisions

A database of video clips from a busy intersection in Shanghai with anomalies such as

UMN [72], [77]

A database of video clips from a university campus with anomalies, such as people walking
on grass or through restricted areas
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Subway [78], [79] | 314 Ioitering

A database of video clips from a subway station with anomalies such as jumping over turnstiles

CUHK
[75], [80]

Avenue

A database of video clips from a busy urban avenue similar to Avenue, but with additional
challenges such as low resolution and occlusion

These databases provide a standard benchmark for
investigators to test and compare their video anomaly
detection tactics. They differ across various scenarios and
challenges, such as the type of anomaly, lighting
conditions, and camera angles.

6 Performance evaluation metrics

Performance appraisal metrics quantify the approach's
effectiveness in a video anomaly detection system. Four
commonly used metrics are precision, recall, F1-measure,
and AUC [81], [82].

1. Precision: The precision is the proportion of
actual positives to the scheme's optimistic
predictions. It displays how accurately the
scheme's optimistic predictions came true. The
recipe for accuracy is. The formula for precision

is:

Precisi TP
recision = TP + FP (1)

2. Recall: Also known as sensitivity, it measures

the ability of a model to identify positive samples

within the database correctly. It is calculated as

the ratio of true positives to the total number of

positive instances. The recall formula is used to

quantify this performance:
TP

Recall = TP+ FN 2)
3. Fl-measure: It is a balanced indicator of the
scheme's performance and is the harmonic mean
of recall and accuracy. It comprehensively
evaluates the scheme's accuracy by accounting
for both recall and precision. The formula for F1-
measure is:
F1 5 (Precision * Recall)
measure = &% (Precision + Recall) 3)

4., AUC: it serves as a yardstick for gauging the
overall effectiveness of a binary classifier. It
essentially quantifies the area under the receiver
operating characteristic (ROC) curve, which
graphically illustrates the trade-off between
sensitivity (actual positive rate) and the
complement of specificity (false positive rate) as
classification thresholds are adjusted.

5. Accuracy is another commonly used evaluation
metric for video anomaly detection. It is the ratio
of correctly classified instances to the total
number of cases in the database. The equation for
accuracy can be written as:

(TP + TN)

(TP + FP + TN + FN)

Accuracy =

“

Several key challenges need to be solved before deep
learning-based video anomaly detection systems can be

used in the real world. These problems go beyond just
describing the datasets and evaluation metrics. Domain
generalization is still a big problem because many models
that work well on one dataset do not work well on another.
Domain adaptability, adversarial training, and significant
data augmentation are some of the methods that can assist
in closing this gap. Another big problem is a lack of data,
especially for unusual events, which are by nature rare and
expensive to record. Few-shot learning, semi-supervised
methods, and synthetic anomaly production are some
good ways to get around this problem. Also, labeling
noise, which can come from mistakes made by humans or
cases that are hard to understand, might make models less
accurate. Some people have suggested using poorly
labeled data, strong loss functions, and noise-tolerant
training techniques to solve this problem. To construct
models that are not only accurate under controlled
benchmarks but also strong and dependable across a wide
range of real-world monitoring situations, we must first
address these issues.

7 Discussion

When we compare the examined architectures using state-
of-the-art (SOTA) benchmarks, we see that they all have
the same performance and trade-offs. Hybrid architectures
that integrate spatial and temporal modeling (such as
CNN+RNN or AE+memory) tend to get the closest to
SOTA, usually within 0.3-1% on datasets like UCSD
Ped2 and Avenue, and their performance stays steady
across a wide range of situations. On the other hand,
single-family models like basic CNNs or static
autoencoders do not do as well when temporal reasoning
or strong generalization is needed. For example, they can
reveal gaps of up to 6% on more complex datasets like
ShanghaiTech.

There are a few reasons why performance gaps happen: (i)
limited generalization because of a lack of diversity in the
training scene; (ii) not enough spatial/temporal data
augmentation, which makes the model less robust to
occlusion, lighting changes, and camera motion; (iii)
dataset bias, where some types of anomalies are over-
represented, which makes results on similar anomalies
look better but makes it harder to find new patterns; and
(iv) architectural constraints, like the risk of overfitting in
RNN-based models and instability or mode collapse in
GAN-based methods without careful loss balancing.

The analysis suggests that hybrid designs are better when
accuracy is the main goal and there are enough
computational resources. On the other hand, optimized
CNN or lightweight AE variants may be better for
environments that need to work in real time and do not
have many resources. Better augmentation tactics,
attention mechanisms for interpretability, and domain
adaptation techniques to reduce dataset bias are
anticipated to lead to future advancements in SOTA.
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8 Research challenges of DL-

oriented anomaly detection

As discussed earlier, video anomaly detection using DL-
oriented tactics has gained significant attention recently.
Despite the progress made in this area, several research
gaps still need to be addressed in DL-oriented video
anomaly detection tactics. Some of them are listed as
follows:

1. Lack of large-scale annotated databases: There
are some publicly available datasets; however,
they are usually limited, only valid for some
domains, and have inconsistent annotations,
which makes models less accurate. This problem,
which was mentioned in prior surveys, is now
even more important because new designs
require extensive data to make good
generalizations. To deal with it, you need to use
techniques like synthetic anomaly production,
simulation-based datasets, enhanced
augmentation, and sharing datasets with others.

2. Generalization of real-world scenarios: Most
existing tactics are evaluated in lab settings, and
their performance may not be consistent in real-
world scenarios. Thus, models that would
generalize well to different environments,
lighting conditions, and camera viewpoints are
needed.

3. Dealing with several types of anomalies: Most
of the available techniques focus on the detection
of only one kind of anomaly, such as anomalies
in crowd behavior, detection of violence, or
traffic accidents. Further efforts are required to
create models that can handle and detect various
types of anomalies correctly.

4. Interpretability and explainability: DL models
are black boxes with no transparency into how
decisions are reached. This calls for developing
models that could provide interpretable and
explainable outcomes.

5. Efficiency and real-time processing: Most DL
models for video anomaly detection are very
expensive computationally and require high-end
GPUs. Therefore, models that can be efficiently
processed on a low-end device and provide real-
time outcomes need to be developed.

There are possible technical solutions to the problems
of real-time inference and interpretability that have been
found. Adding attention techniques to CNN-, RNN-, or
Transformer-based architectures can help make the model
more transparent and trustworthy by showing which
spatial or temporal areas had the most significant impact
on the anomalous judgment [83]. You may also use post-
hoc explanation tools like Grad-CAM and LIME on
trained models to show why decisions were made at the
feature or visual level. Model compression methods like
knowledge distillation, pruning, and quantization can
make real-time inference a lot easier for computers
without losing accuracy. Lightweight designs that work
best on edge devices, along with efficient feature
extraction pipelines, can help make deployment possible

S. Liang et al.

in contexts where latency is significant, such as live
surveillance systems.

9 Conclusion

This review has filled in several important holes in the
current research on using deep learning to find unusual
things in videos. We used a single evaluation framework
for all model families, and combined comparison data
through meta-analysis. We showed performance trade-
offs using a radar map, which is different from previous
surveys. We have also talked about the real-world
problems that come up when deploying these systems,
such as domain generalization, data scarcity, labeling
noise, interpretability, and real-time inference, and given
specific technical solutions to help with them.

Our research indicates that hybrid models that combine
spatial and temporal components always give the best
accuracy and generalization over a range of datasets. At
the same time, they do come with some extra computing
costs. GAN-based approaches work very well in some
domains, but autoencoders and VAEs are still good
choices for applications that need low latency and do not
have limited computing power. RNN-based designs are
great for modeling sequences, but they need to be carefully
tuned to avoid overfitting. New Transformer topologies
are also showing promise for modeling long-range
dependencies.

Future research should focus on increasing domain
generalization through advanced domain adaptation and
augmentation techniques, establishing interpretable
architectures through integrated attention mechanisms,
and making efficient, lightweight models that may be used
in real-time edge deployment. Also, looking into hybrid
architectures that combine the best features of different
model types could lead to solutions that are balanced and
address accuracy, robustness, and efficiency all at once.
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