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Intrusion Detection Systems (IDS) are critical in shielding digital infrastructures from cyber threats. This 

paper discusses a hybrid method to enhance a Host-based IDS (HIDS) detection and trustworthiness by 

incorporating Machine Learning (ML) into Blockchain. We used the CSE-CIC-IDS2018 dataset to 

benchmark various ML classifiers, including Decision Tree, Random Forest, Support Vector Machine, 

and XGBoost, all according to standard metrics of accuracy, precision, recall, and F1 score, even with 

potential class imbalance in the dataset. Between the classifiers examined, the XGBoost algorithm 

performed the best of all; prior to feature selection, the F1 score averaged 0.98 in a binary classification 

and 0.80 for the multiclass classification. Following the application of the SelectKBest method the 

performance played a role dropped to 0.73 (binary) and 0.55 (multiclass), indicating that model accuracy 

is sensitive to reducing feature selection methods.We proposed a blockchain-enabled log management 

and integrity monitoring system for an HIDS, which used a private Proof of Authority (PoA) Blockchain 

and smart contracts for evidence collection. The proposed system is intended to allow tamper-resistant 

logs, as well as automated event alerts if the logs had been tampered with. We conducted preliminary 

and simulated tests and showed that the system detected a lack of integrity and evidence with low resource 

overhead. This study contributes to the design of resilient, intelligent IDS architectures and outlines 

future directions for integrating adaptive detection with secure, decentralized log management. 

Povzetek: Študija predstavi hibridni IDS-pristop, ki združuje strojno učenje in verigo blokov za 

izboljšano zaznavanje napadov ter varno, neponaredljivo upravljanje dnevniških zapisov. 

 

1 Introduction 
Intrusion Detection System plays a crucial role in 

protecting computer networks and systems from cyber 

threats. Acting like a very careful security aide monitoring 

a building: it ensures the sensibility of both inward and 

outward traffics. The data of activities going inside or 

outside the network of computers will be observed, 

pinpointing any suspicious or unauthorized behavior. 

Abnormal patterns- for instance, unauthorized attempts to 

access some restricted files- would receive alerts for 

administrators to make further investigations. However, 

the IDS suffers from several limitations, such as real-time 

analysis and detection, alarm generation, and data quality, 

that can decrease the rate of detection and accuracy[1]. 

IDS systems analyze activity logs to uncover potential 

security breaches by collecting data from multiple 

network components. An analogy can be drawn between 

this process and a detective gathering evidence from a 

variety of sources in order to solve a crime. Additionally, 

IDS often incorporates vulnerability assessment 

techniques to evaluate the strength of a network's 

defenses.  

This resembles performing an examination of health on a  

system to detect vulnerabilities that may be exploited by 

attackers. 

As cyber threats become more sophisticated, Machine 

Learning (ML) techniques have been included to improve 

IDS and enhance computer security. Many research 

contributions explore how to incorporate ML approaches 

in the intrusion detection system to achieve reliable IDS 

with an accurate performance by improving the data 

quality [2], [3]. ML models can detect both known and 

unknown attack patterns by learning from historical data, 

which enhances the system's capacity to recognize 

intrusions and anomalies. However, challenges such as the 

need for high-quality labeled datasets, the risk of 

overfitting, and the interpretability of ML model decisions 

must be addressed to optimize the effectiveness of ML-

based IDS. 

2 State of the art 
Intrusion Detection Systems are still recognized as one of 

the core components of an organization’s cybersecurity 
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infrastructure. In theory, there are two classical types of 

IDS, namely signature and anomaly based, and two basic 

forms of IDS, host-based IDS (HIDS) and network-based 

IDS (NIDS). Over time, the full-scale evolution of large 

and heterogeneous networks, along with a complex, 

aggressive cyber-attacks have compelled the 

incorporation of Machine Learning (ML) techniques and 

technologies, but secondary to ML, Blockchain has 

recently been utilized for "IDS" as well. 

Various studies have taken the step of applying ML 

algorithms to increase the detection rate of IDS. For 

example, Khaleefah and Al-Mashhadi [4] used real-world 

data sets with a supervised ML-based classifier to detect 

botnet attacks in the IoT with a high degree of accuracy. 

In a related study,Chen [5] researched supervised and 

unsupervised hybrid learning techniques, including 

stochastic gradient descent with Naïve Bayes and were 

able to classify datasets on phishing in a positive manner 

considering the challenges. Many studies endorse the 

position that ML models are a valid approach to solving 

challenges with IDS such as zero-day attacks and multi-

vector threat signature systems, and ensemble classifiers 

such as Random Forest, XGBoost and AdaBoost should 

be the favoured classification types. 

Blockchain has become a popular focus in Intrusion 

Detection Systems (IDSs) research. This is because it 

provides immutable data storage, decentralized trust 

systems, and improved log auditability. For example, Li et 

al. [6] proposed a blockchain-aided security framework 

for collaborative IDS in smart cities that combined the 

decentralized trust system with local detection engines. 

Ahmed et al. [7] presented their implementation of an IDS 

that used blockchain-augmented technology, where they 

used a differential flower pollination procedure for 

optimal feature selection, concluding that it has improved 

detection accuracy and transparency. Ali et al. [8] 

conducted a survey of federated learning and blockchain-

based IDS approaches to augmenting security in industrial 

IoT contexts, discussing the significance of these 

approaches in edge-enabled infrastructures. 

 Despite this theoretical integration, several 

blockchain-enabled IDS frameworks have been piloted in 

software-defined networks (SDN) and cyber-physical 

systems (CPS). For example, Wenjuan et al [9] developed 

a collaborative detection model incorporating blockchain 

in the delivery of alerts to the distributed SDN nodes 

securely, demonstrating that their model brought an 

improvement in resilience against spoofing and 

tampering. Other works, such as those of Mathew et 

al.[10] and Putra et al. [11], demonstrated the practicality 

of decentralized detection using a combination of 

consensus protocols and light weight log analytics, which 

also can be integrated with Blockchain. 

While the convergence of ML and blockchain remains a 

nascent area of research, existing literature demonstrates 

that hybrid architectures offer considerable promise. 

However, many proposed frameworks remain conceptual, 

lacking extensive empirical validation. Our work builds 

upon this landscape by evaluating the performance of 

several ML classifiers on a benchmark intrusion dataset 

and proposing a blockchain-based system for secure log 

management in HIDS environments. 

3 Taxonomy of intrusion detection 

systems (IDS) 
Given the ever-changing nature of cyber threats in today's 

digital world, intrusion detection systems have become 

essential protectors of our information systems. These 

systems are designed to address specific challenges and 

environments, and they come in a variety of shapes and 

forms. IDS can be categorized in a multitude of ways, 

ranging from host activity analysis to network traffic 

monitoring, and from the use of conventional signature-

based techniques to the application of state-of-the-art 

machine learning. This taxonomy explores the diverse 

landscape of IDS, breaking them down by data 

sources, detection methods, response 

strategies, deployment 

environments, technologies, operational goals, and more. 

By understanding these categories, we can better 

appreciate how IDS adapt to different needs and help us 

stay one step ahead of cyber adversaries[12] [13]. 
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Figure 1: Taxonomy of intrusion detection systems 

 

a. Based on data source 

Host- based IDS: Host-based Intrusion Detection 

System (HIDS) is a form of security software that 

monitors and analyzes the behavior of a single host or 

endpoint in order to discover and address any security 

issues. It examines system logs, file integrity, user 

actions, and network connections to detect suspicious 

activities or signs of unauthorized access or 

modification[14]. 

  - Examples includes OSSEC [15] and Tripwire [16]. 

Network- based IDS: Network-based Intrusion 

Detection System (NIDS) is a security system that 

monitors and analyzes network traffic in order to detect 

potential threats or vulnerabilities. It is a passive system 

that analyzes data packets in real time as they flow over 

the network. By improving overall network security, 

NIDS helps detect and respond to various cyber threats, 

including malware, unauthorized access attempts, and 

suspicious patterns[17]. 

NIDS examines network traffic using signature-based 

detection and anomaly-based detection approaches. It 

checks packet payloads and headers, comparing them to a 

database of known attack signatures. When a match is 

detected, an alert is sent out. Anomaly-based detection 

flags deviations from regular network behavior, identifying 

unusual activity that could be an intrusion. In addition to 

identifying threats, NIDS can block harmful traffic or alert 

administrators to imminent risks, enabling prompt action to 

stop attacks.   

 There are two types of NIDS: 

• Online NIDS: This type performs real-time 

analysis of network traffic. 

• Offline NIDS (tap mode): In this type, the 

NIDS processes packets that have been previously 

collected. It subjects them to multiple stages of analysis 

before determining whether an attack is taking place. 

-Examples: Snort [18], Suricata [19]. 

A hybrid intrusion detection system integrates two or 

more intrusion detection methods. It combines network 

data with system or host agent data to provide a 

comprehensive view of the system. Compared to other 

systems, the hybrid intrusion detection system is more 

powerful. 

- Examples: Security Onion[20], Wazuh [21]. 

b. Based on detection method 

Signature-based detection: is highly accurate in detecting 

previously identified threats by comparing data against a 

database of known attack signatures, leading to identifying 

intrusions. However, this approach has a critical limitation: 

it is ineffective against zero-day attacks, which exploit 

vulnerabilities that are still not publicly disclosed or 

identified. As a result, while signature-based detection is 

effective at guarding against known threats, it must be 

combined with additional techniques to prevent novel or 

emerging attacks[22]. 

  - Examples: Snort [23]. 

Anomaly-based detection: identifies potential intrusions 

by monitoring deviations from established baselines of 

normal behavior. This approach is divided into three 

subcategories: statistical analysis, which uses 

mathematical models to identify irregularities 

[24]; behavioral analysis, which focuses on patterns of 

user or system activity [25]; and rule-based analysis, 

which applies predefined rules to flag anomalies[26]. The 

capacity to identify novel or zero-day attacks is a 

significant advantage of anomaly-based detection, as it 

does not depend on known signatures. The efficacy of the 

system is contingent upon the accuracy of the baseline 

definitions. A high rate of false positives can result from 

inadequately defined baselines, which could potentially 

inundate security teams with irrelevant alerts. 

  - Examples: Cisco Stealthwatch[27]. 

Hybrid detection: Combines signature-based and 

anomaly-based methods for improved accuracy. 

  - Examples: Palo Alto Networks Cortex XDR 

[28]. 

c. Based on response level 

Passive IDS: are designed to track network or system 

activity, identify potential threats, and generate alerts 

without requiring direct action to prevent or mitigate 

the detected incidents.   
 - Examples: Traditional HIDS and NIDS [18], 

[29]. 

Active IDS: are commonly referred to as Intrusion 

Prevention Systems (IPS), surpass detection by 

implementing proactive measures to prevent or block 

intrusions in real-time. This capability renders it highly 

effective in preventing attacks before they can cause 

damage. However, the automated nature of active IDS 

also poses a risk of false positives, which could result 

in the unintended disruption of legitimate traffic. 

Consequently, it is imperative to implement meticulous 

monitoring and refining in order to maintain a balance 

between operational efficiency and security. 
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  - Examples: Suricata in IPS mode[30], Cisco 

Firepower[31]. 

d. Based on deployment environment 

Embedded systems IDS: are specifically designed to 

confront security obstacles that IoT devices and 

embedded systems face, as they frequently operate with 

restricted computational resources and are increasingly 

targeted by cyber threats[4], [12]. 
- Armis and Nozomi Networks are two examples. 

Cloud-based intrusion detection systems: are 

specifically engineered to mitigate the dynamic and 

distributed characteristics of cloud environments, 

which encompass hybrid, private, and public cloud 

infrastructures. These systems provide scalable and 

flexible monitoring capabilities, enabling organizations 

to detect and respond to threats across virtualized 

networks, cloud workloads, and multi-tenant 

architectures. Cloud-based IDS are frequently 

integrated with native cloud security tools and APIs, 

providing real-time visibility and threat detection that 

are specifically designed to address the distinctive 

challenges of cloud computing, including elastic 

scaling and temporary resources. Although, their 

efficacy is dependent on their capacity to manage the 

massive volume of data and traffic generated in cloud 

environments, as well as their appropriate configuration 

and integration with cloud environments[32].   
- Examples: AWS GuardDuty [33], Microsoft 

Azure Sentinel [34]. 

Industrial control systems (ICS)/SCADA IDS:  are 

specialist systems used to secure critical infrastructure 

in industrial networks such as power grids, water 

treatment facilities, and manufacturing units. These 

IDS are designed to monitor the particular protocols 

and operational technology 

environments encountered in industrial settings, where 

the consequences of a cyberattack can be 

catastrophic[35] .    

- Examples: Claroty [36] , Dragos. 

e. Based on technology used 

Statistical Analysis-based IDS: use mathematical and 

statistical models to detect deviations from established 

baselines of normal behavior. By examining data patterns 

and trends, these systems can detect anomalies that may 

signal potential intrusion. While effective at identifying 

unknown threats, their accuracy is dependent on the quality 

of the baseline data and may result in false positives if the 

models are not properly calibrated [37]. 
  - Examples: Bro/Zeek [38] [39]. 

Machine Learning (ML)-based IDS:  They are systems 

that use complex algorithms to analyze data patterns and 

accurately recognize intrusion events [40]. These systems, 

learning from previous data, can detect both known and 

unknown dangers, including zero-day attacks. But their 

success hinges on the volume, quality and diversity of 

training data; and they might require a large amount of 

computational resources for model training or  inference 

[41] [42]. 

  - Examples: Vectra AI [43]. 

Fuzzy Logic-based IDS: These are good examples of 

systems best suited for situations where things are vague 

and fuzzy; they use fuzzy logic to handle the ambiguity and 

imprecision found in data. So, they may raise detection 

rates when conventional binary logic would not provide 

any advantage at all by mimicking human type thinking. 

However, their performance depends on the careful design 

of fuzzy rules and membership functions [44]. 

  - Examples: Primarily research-based. 

Deep Learning-based IDS:  Uses deep learning 

technology to analyze data [45], [46]. Because they are 

adapted in reading patterns present in big data, these 

systems are particularly good for finding zero day attacks 

and Advanced Persistent Threats (APTs) constantly 

emerge on the horizon [47]. At the same time, their 

computational load is heavy and long-term labeled training 

data substantial. 

  - Examples: Deep Instinct [48]. 

f. Based on operational purpose 

Application-specific IDS:  Aims to protect one particular 

type of applications. For instance, it might be specifically 

designed to guard against attacks on databases, E-mail 

systems, or web servers. By concentrating on the special 

behaviors and vulnerabilities of these applications, they 

provide highly targeted threat detection and response. 

However, their scope is limited to the specific application 

they are designed to protect, requiring additional solutions 

for broader network security. 

  - Examples: IBM Guardium [49]. 

Generic IDS: are flexible options that can be set up to 

keep an eye on a variety of settings and applications. 

Their flexibility makes them suitable for diverse use 

cases, from small networks to large enterprises. 

However, their effectiveness may be limited compared 

to specialized IDS, as they lack the tailored detection 

capabilities required for specific threats or systems. 

  - Examples: Snort [23], Suricata [19]. 

g. Based on integration and 

interoperability 

SIEM-integrated IDS:  work in conjunction with 

Security Information and Event Management (SIEM) 

platforms to facilitate the centralized analysis of 

security events throughout an organization's 

infrastructure. These systems improve threat detection 

and offer a comprehensive perspective on potential 

security incidents by consolidating and integrating data 

from various sources. However, their effectiveness 

depends on proper configuration and integration with 

existing SIEM tools, as well as the availability of 

resources to manage the increased volume of data. 

  - Examples: Splunk ES [50], IBM QRadar [51]. 
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Firewall-integrated IDS: a unified security system 

that combines firewalls' proactive prevention features 

with IDS detection capabilities. These systems are more 

effective in detecting and blocking threats because they 

analyze traffic and enforce rules in real time. 

Nevertheless, their performance depends on correct 

configuration and may necessitate significant 

processing resources to manage large traffic volumes 

without latency.  
- Examples: Palo Alto Networks, FortiGate. 

h. Based on deployment model 

On-Premise IDS: are installed within an organization's 

infrastructure, enabling complete management of data 

and security operations. These systems are optimal for 

environments with strict data privacy regulations or 

restricted cloud connectivity. However, they may 

necessitate substantial maintenance, hardware 

resources, and expertise to be effectively managed. 

  - Examples: Snort [23], OSSEC [29]. 

Cloud-based IDS: a cloud-based IDS is one that is 

hosted and managed in the cloud. They provide 

flexible, scalable security solutions suited for modern, 

distributed environments. Cloud-based IDS solutions 

offering many complex features, such as real-time 

threat detection, are often best suited to organizations 

that have cloud-native environments or hybrid cloud 

infrastructures. The success of a cloud-based intrusion 

detection system is heavily reliant on its integration 

with cloud identities and platform services, as well as 

its data protection for privacy and compliance.  
 - Examples of cloud-based IDS : AWS GuardDuty [52] 

[53] and Microsoft Azure Sentinel [34], [54]. 

Hybrid IDS: Combines on-premise and cloud 

components. 

  - Examples of hybrid or hybrid-enabled IDS: Cisco 

SecureX [55] and Splunk Cloud [56]. 

 

i. Based on licensing model 

Open-source IDS: These systems are widely available 

free of charge and can be customized to your 

requirements, representing the lower cost option 

because of the support of other communities. However, 

although these types of systems can have community 

support, they are much more difficult to deploy and 

maintain with security in mind while still being 

versatile for other purposes. 
 - Examples: Snort [18] and Suricata [19]. 

Proprietary IDS: are commercial solutions that 

provide specialized support, regular upgrades, and 

sophisticated functionality. While they offer 

dependability and ease of use, they frequently come at 

a higher cost and less flexibility than open-source 

options. 

- Example: Palo Alto Networks Cortex XDR [28]. 

j. Based on threat coverage 

General-purpose IDS: are designed to detect a wide 

range of threats, including malware and DDoS attacks, 

making them suitable for a variety of contexts. 

However, they may lack the specific expertise required 

to combat highly targeted or complicated threats. 

  - Examples: Snort [18], Suricata [19]. 

Specialized IDS: concentrate on identifying certain 

risks, like Advanced Persistent threats (APTs) and 

insider threats, so providing customized protection. 

Their limited emphasis, though, can call for 

supplementary solutions for more comprehensive 

security coverage. 

  - Examples: FireEye [57]. 

k. Based on performance and scalability 
IDS for Small Networks: are designed for low-traffic 

environments and provide reasonably priced and resource-

efficient security solutions. They will lack the scalability 

necessary for big or more complex infrastructures.   

- Examples: OSSEC [29], Security Onion [20]. 

IDS for Large Networks: are designed to handle high 

traffic volumes, providing scalable and robust security for 

complex infrastructures. Surely, this will call for 

significant resource and expertise throughout the system's 

development and management. 
- Examples: Cisco Firepower [31], Darktrace [58]. 

l. Based on emerging trends 

Adaptive IDS (AI/ML-driven): leverage machine 

learning to dynamically adapt to new and evolving threats, 

enhancing detection accuracy over time.Despite this, their 

success is dependent on high-quality training data and 

enough computational resources [41]. 
  - Examples: Vectra AI [59]. 

Zero Trust IDS: align with Zero Trust principles, 

providing granular detection by continuously verifying 

access and activity. However, their implementation 

requires robust integration with existing security 

frameworks and policies[60] .  

 - Examples: Illumio[61], Zscaler [62]. 

m.  Comparative analysis of intrusion 

detection systems 
 The comparative table, presented below, 

summarizes the distinctions among various types of IDS, 

offering a comprehensive overview that facilitates a deeper 

understanding for the reader.

Table 1: Comparative table of intrusion detection systems techniques 



404   Informatica 49 (2025) 399–418                                                                                                                            S. Zakariae et al. 

 

 Host-Based 

IDS (HIDS) 

Network-Based 

IDS (NIDS) 
Hybrid IDS 

Signature-

Based IDS 

Anomaly-Based 

IDS 

Hybrid 

Detection 

IDS 

Data Source 

Host system 

logs, file 

integrity, user 

activity 

Network traffic, 

packet 

inspection 

Combination of 

host and 

network data 

Packet data, 

system logs 

Network and 

system behavior 

patterns 

Mixed data 

sources 

Detection 

Method 

Signature and 

anomaly-

based 

Signature and 

anomaly-based 

Combination of 

both 

Signature-

based 
Anomaly-based 

Hybrid 

(Signature + 

Anomaly) 

Response 

Strategy 

Passive or 

Active 

Passive or 

Active 
Both Passive Passive/Active 

Active & 

Passive 

Deployment 

Model 

On individual 

hosts 

Network 

infrastructure 
Combined 

On-premise or 

cloud 

Cloud or on-

premise 

On-premise 

& Cloud 

Technology 

Used 

Log analysis, 

heuristics 

Deep packet 

inspection, ML 
AI-enhanced 

Pattern 

matching, IDS 

rules 

Statistical models, 

ML 

AI/ML-based 

detection 

Performance 

High on host-

level but 

limited 

scalability 

Scalable but 

requires high 

processing 

power 

Resource-

intensive but 

comprehensive 

Fast for known 

threats but 

weak against 

new threats 

Effective for zero-

days but prone to 

false positives 

Balanced 

detection 

3 Public datasets for IDS 

a. Benchmarking 

Benchmarking is a crucial procedure for determining the 

efficacy of Intrusion Detection Systems (IDS). Numerous 

datasets have been generated to facilitate the testing and 

comparison of different IDS models; consequently, it is 

important to utilize the dataset within the protocols 

established by the testing constraints. The most 

established datasets provide labeled network traffic with 

both normal behavior and attack behavior, allowing for the 

evaluation of detection accuracy and performance of the 

system, are the following: 

KDD Cup99: 

This dataset is one of the oldest and most commonly used 

datasets for IDS, consisting of approximately five (05) 

million training and testing records. Each record has 41 

different features that are labeled normal and attacks. 

Attacks are classified into four different classes of attacks: 

Denial of Service (DoS), Probe, Remote to Local (R2L), 

and User to Root (U2R)[63]. 

NSL-KDD: 

This dataset is an improved revised dataset from the 

KDD Cup99 dataset to address issues within the 

dataset. Similar to KDD Cup99, this dataset also has 

41 features, and attacks are divided into four different 

classes[64]. 

CIC-IDS2017: 

This dataset was created by the Canadian Institute for 

Cybersecurity (CIC) in 2017. It includes both normal 

traffic and real-world attacks. The network traffic is 

analyzed using CICFlowMeter, leveraging 

information such as timestamps, source and 

destination IP addresses, protocols, and attacks. 

Furthermore, CIC-IDS2017 incorporates common 

attack scenarios such as brute force attacks, 

Heartbleed, botnets, denial of service (DoS), 

distributed denial of service (DDoS), web attacks, and 

infiltration attacks[65]. 

CSE-CIC-IDS2018: 

Jointly developed by the Canadian Security 

Telecommunications Center (CST) and CIC in 2018, 

this dataset includes seven different attack scenarios: 

brute force, Heartbleed, botnet, DoS, DDoS, web 

attacks, and infiltration within the network. CSE-CIC-

IDS 2018 was created to train ML models-based 

intrusion detection for massive network traffic[66]. 
 

Table 2: Summary of public datasets 

Dataset Year 
Total 

Samples 

Benign 

Observa

tions 

Attacks 

Observa

tions 

Features Attack Classes Advantages Limitations 

KDD Cup 

99 
1998 

4,898,43
1 

~19.69% ~80.31% 41 
DoS, sonde, 
R2L, U2R 

Widely used, 
large dataset 

Outdated, 

synthetic 

traffic 
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NSL-KDD 2009 
~ 

125,973 
~53.46% ~46.54% 41 

DoS, sonde, 
R2L, U2R 

Addresses 

redundancy and 
imbalance issues 

in KDD Cup99 

Still inherits 
some 

limitations 

from KDD 
Cup99 

CIC-

IDS2017 
2017 

~2.83 
millions 

~83.34% ~16.66% 80+ 

Brute Force, 

HeartBleed, 

Botnet, DoS, 
DDoS, Web 

Attacks, 

Infiltration 

Real-world 

attacks, detailed 
flow-level 

information 

Complex, 

larger size 

may require 
more 

processing 

power 

CSE-CIC-

IDS2018 
2018 

~16 

millions 
~83.74% ~16.26% 80+ 

HeartBleed, 
DoS, Botnet, 

DDoS, Brute 

Force, 
Infiltration, Web 

Attacks. 

Updated 

scenarios, 

broader attack 
diversity 

Similar to 

CIC-IDS2017, 
overlaps in 

attack 

scenarios 

b. Dataset CSE-CIC-IDS2018 description 

Among the available datasets, the CSE-CIC-IDS2018 

dataset is one of the most complete and up-to-date, 

integrating new attack techniques. Its major goal is to 

provide a systematic way for creating benchmark datasets 

designed exclusively for intrusion detection systems 

(IDS). The CSE-CIC-IDS2018 dataset employs the 

concept of profiles to create cybersecurity datasets[66], 

offering detailed insights into various attack types for the 

evaluation of IDS effectiveness. 

Here are some reasons why the CSE-CIC-IDS2018 

dataset is a great choice for intrusion detection: 

Comprehensive and Recent: Is one of the most 

comprehensive accessible datasets, encompassing a 

wide range of attack scenarios and considerable 

network traffic coverage. 

Real and Synthetic Data: The dataset combines both 

real network traffic data and simulated attack 

scenarios, allowing for more accurate evaluation of 

IDS performance in both real and controlled 

environments. 

Detailed network flow records: The data is collected at a 

high level of granularity (e.g., network flows, packet 

headers, application-level information), which allows for 

fine-grained analysis and more precise anomaly detection. 

Data normalization: The dataset has been preprocessed 

to eliminate some of the issues found in older datasets, 

such as class imbalances and duplicates, which improves 

the quality of the results. 

Machine learning-friendly: Due to its structured format, 

the dataset is well-suited for training machine learning 

models for intrusion detection. 

The CSE-CIC-IDS2018 dataset contains 16,233,002 

records gathered during ten days of network activity. 

The attack architecture consists of 50 computers, while 

the simulated network environment consists of five 

offices, each with 30 servers and 420 devices. 

The dataset is distributed into 10 CSV files, which are 

available in an open-source cloud. 10 CSV files consist 

of more than 80 independent features. These traffic 

highlights have been extracted by CICFlowMeterV3[67] 

[68]. 

 

 

Table 3: Description of the Features in CSE-CIC-IDS2018 

Features Description 

1-4 Basic connection features of the network 

5-16 Network packet features 

17-22 Network flow features 

23-45 Network flow statistics 

46-63 Traffic-related content features 

64-67 Sub-flow network features 

68-79 General usage traffic features 

80-83 Basic connection features of the network 

  

The distribution of the different classes in the dataset is as 

follows. The first observation is that malicious traffic is 

lower than benign traffic, which is to be expected, as 

abnormal traffic is generally less frequent than normal 

traffic. As a result, this dataset is plainly imbalanced. 

This highlights the class imbalance in the dataset, with 

benign traffic comprising the majority (81.8%), and 

various attack types making up the remaining 18.2%.   

The visualization below highlights the class imbalance 

within the dataset, underscoring the difficulty of 

accurately detecting the less frequent attack types. 
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Table 4: Class distribution of the traffic in the CSE-CIC-IDS2018 dataset 

Traffic Type 
Distribution 

(%) 

Benign (Normal traffic) 81.8 

DDoS attacks-HOIC 4.54 

DDoS attacks-LOIC-HTTP 3.81 

DoS attacks-Hulk 3.05 

Bot 1.89 

FTP-BruteForce 1.28 

SSH-BruteForce 1.26 

DoS attacks-SlowHTTPTest 0.89 

Infiltration 1.06 

DoS attacks-GoldenEye 0.24 

DoS attacks-SlowLoris 0.09 

DDoS attacks-LOIC-UDP 0.06 

Brute Force - Web 0.02 

Brute Force - XSS 0.011 

SQL Injection 0.003 

 

 
Figure 2 : Traffic type distribution in the CSE-CIC-IDS2018

c. Data preparation 

The preprocessing phase evaluates the introduced data 

and eliminates the incompatible data types. Once the data 

are preprocessed, it is fed to the machine learning 

classifiers to distinguish between normal and attack data 

types in the network traffic[69] [70].  

Conducting exploratory data analysis on the CSE-CIC-

IDS2018 dataset and its features is a crucial step. This 

process includes meanly cleaning the dataset and  

 

 

 

dividing it into two subsets: the trainset for training the 

model and the testset for evaluating its performance. 

 

i.Data cleaning 

The first step is to eliminate any flows that contain 

invalid data: 

o Removal of missing, duplicate, or 

inconsistent entries. 

o Handling outliers or anomalies in the 

dataset.
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Figure 3: Distribution of NaN Values in the DataFrame 

 

The data cleaning process reduces the impact of 

missing values, duplicates, outliers, and anomalies on 

model performance during training[71]. 

 In the second step, cytological variables 

are converted into numeric variables to string the data, 

and making it more interpretable and suitable for 

further processing by machine learning models. 

 

ii. Normalization and scaling  

The CSE-CIC-IDS2018 dataset includes features with 

varying magnitudes, units, and ranges, such as data 

packet counts, flow durations, and both large and 

negative values. Since certain machine learning models 

are sensitive to feature scaling as a result of 

optimization techniques and computational 

mechanisms, proper scaling is critical for effective 

model training and algorithm performance. 

In this study, MinMaxScaler was used to normalize 

both the training and testing sets [72]. MinMaxScaler is 

a feature scaling approach that converts each feature to 

a certain range, often 0 to 1. This ensures that all 

features provide an equal contribution to the model's 

training process. 

 

 

𝐗𝑛𝑒𝑤 =
Xi − min(X)

max(X) − min(X)
 

 

Where: 

Xi: Original feature value. 

min(X): Minimum value of the feature. 

max(X): Maximum value of the feature. 

𝐗𝑛𝑒𝑤 : Scaled value of the feature. 

If you want to scale to a different range (e.g., [a, b]), the 

formula becomes: 

𝐗𝑛𝑒𝑤 = a +
(Xi − min(X)) ⋅ (𝑏 − 𝑎)

max(X) − min(X)
 

iii.  Feature selection and extraction  

Identifying the most significant features in a dataset is 

vital for maximizing model performance. If necessary, 

more characteristics might be retrieved to improve the 

model's prediction capability. Feature selection is an 

important stage in preparing huge datasets since it 

removes unnecessary or redundant data, decreases 

training time, and improves overall model correctness 

and efficiency. 

 In this research, feature selection was 

accomplished using the SelectKBest method, which is 

based on ranking features from univariate statistical tests. 

In particular, we used the ANOVA F-test as the scoring 

function, which is appropriate in a multi-class 

classification problem with continuous input features, as 

it analyzes the variance in each of the groups to measure 
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the dependence of each feature on the target 

class[73][74]. 

 To further assess the significance of the 

selected features, we conducted an independent analysis 

of feature importance based upon the built-in gain-based 

importance that XGBoost uses. Gain-based importance 

assesses the importance of a feature based on how much 

it improves the model’s objective function, or gain, the 

most important features as determined by XGBoost 

closely matched those features selected by SelectKBest 

providing additional confirmation of their predictive 

utility from statistical testing and alternate modelling 

perspectives. 

 Overall, a combination of statistical 

selection via ANOVA F-test and feature importance from 

the model as measured through XGBoost ensures that 

features in the final feature set, have high information 

value, reduce risks for overfitting, and as a consequence, 

improve efficiency and performance in the machine 

learning pipeline overall. 

 
Figure 4: Feature selection process using SelectKBest 

 

Our final dataset consists of over 16 million flows, of 

which 17% belong to the positive class (attacks), 

highlighting the importance of using feature selection. 

4 Model construction for IDS 
The machine learning model is the key element of the 

process. The following classifiers were examined to 

determine which one provides the best baseline 

performance: 

Decision tree: A simple and understandable approach for 

creating a tree-like model of decisions by partitioning data 

based on feature thresholds and making predictions by 

traversing the tree. 

 

Random forest: is an ensemble method that uses many 

decision trees to increase accuracy and avoid overfitting 

by averaging their outputs. 

Support vector machine (SVM): is a strong technique 

that uses hyperplanes to separate data points in high-

dimensional space. It can be used for classification and 

regression. 

In addition, other algorithms were also tested, including: 

XGBoost: an enhanced gradient boosting technique, 

excels at handling structured data and outperforms 

conventional predictive modeling algorithms. 

AdaBoost: A boosting algorithm that enhances the 

performance of weak learners, such as decision trees, by 

successively merging and changing weights depending on 

previous errors. 

  

Figure 5:  Machine learning workflow applied to the CSE-CICIDS2018 dataset 
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The schema summarizes the machine learning process 

completed on the CSE-CICIDS2018 dataset, which 

consists of preprocessing (cleans, normalizes, and 

selects relevant features from the raw data). The data is 

split into a training set to build a model and a testing set 

to evaluate model performance, using 80 percent for 

training and 20 percent for testing. The model is trained 

on the training set, learning patterns from the dataset, 

and then using accuracy, precision, recall, and F1-score 

to evaluate the model's performance on the testing data. 

Based on evaluation, changes and optimizations will 

occur iteratively, such as tuning hyperparameters and 

developing better feature selection, to improve the 

accuracy and efficiency of the model. The process 

concludes with the final, optimized model ready for 

deployment. 

 

a. Model performance measurement 

Performance measurements are essential for identifying 

a model's strengths, limitations and making judgments 

regarding prospective enhancements or revisions. Here's 

a table comparing the metrics accuracy, precision, recall, 

and F1-score, as well as their purposes, strengths, and 

limitations[75]: 

 

 

 

 

Metric Definition Formula Purpose Strengths Limitations 

Accuracy 

[76] [77] 

[78] 

The proportion of 

correctly classified 

instances out of the 

total instances. 

(TP + TN)

(TP + TN + FP + FN)
 

Measures overall 

correctness. 

Easy to 

calculate and 

interpret. 

Can be misleading 

for imbalanced 

datasets (e.g., high 

accuracy with 

dominant class bias). 

Precision  

[5], [78] 

The proportion of 

true positive 

predictions out of 

all positive 

predictions made by 

the model. 

TP

(TP + FP)
 

Measures how 

many of the 

predicted 

positives are true 

positives. 

Important for 

scenarios where 

false positives 

have high costs 

(e.g., spam 

detection). 

Does not consider 

false negatives, 

which can be crucial 

in some applications 

(e.g., medical 

diagnosis). 

Recall 
(Sensitivit

y)[5] [78] 

The proportion of 

true positives out of 

all actual positives. 

TP

(TP + FN)
 

Measures the 

ability to identify 

all true positives. 

Crucial for 

scenarios where 

false negatives 

have high costs 

(e.g., fraud 

detection). 

Does not account for 

false positives, which 

can lead to overfitting 

for positive cases. 

F1-Score 

[78] [77] 

[79] 

The harmonic mean 

of precision and 

recall. Balances 

both metrics. 

2 ∗
Precision ∗ Recall

Precision + Recall
 

A balanced 

measure when 

both precision and 

recall are 

important. 

Useful for 

imbalanced 

datasets. 

Less interpretable 

than individual 

metrics and depends 

on the application's 

need for balance. 

Figure 6: Model performance measurement 

 
TP (True Positives): Instances correctly classified as the 

positive class. 

TN (True Negatives): Instances correctly classified as the 

negative class. 

FP (False Positives): Instances incorrectly classified as the 

positive class. 

FN (False Negatives): Instances incorrectly classified as the 

negative class. 

 

The F1-score is a useful indicator, especially when the data 

is imbalanced, as in the CSE-CIC-IDS2018 dataset, where 

attacks are substantially less frequent than normal traffic. It 

combines precision and recall into a single score, resulting in 

a fairer assessment of model performance.This is especially 

beneficial when a single metric (such as precision or recall) 

may not accurately reflect the model's true performance. 

 The F1-Score is calculated using the following formula: 

 

F1-Score =2 ∗
Precision∗Recall

Precision+Recall
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b. Prediction and results evaluation  

 This phase involves predicting network 

attacks using test data and assessing the performance 

of the machine learning models as well as the 

effectiveness of the SelectKBest feature selection 

method. After splitting the CSE-CIC-IDS2018 dataset 

into training and testing sets, the models were trained 

on the training set and then evaluated by generating 

predictions on the testing set. The evaluation metrics, 

particularly the F1-score, were used to measure the 

accuracy and reliability of the predictions, providing 

insights into the models' ability to handle imbalanced 

data. 

The results below are obtained by executing the 

fundamental machine learning algorithms outlined 

above, both before and after feature selection. 

 
 

Figure 7: Summary of F1-scores for different algorithms 

 

The results obtained from the machine learning 

algorithms, both before and after feature selection, 

demonstrate that Random Forest and XGBoost achieved 

the highest F1-scores, excelling in both binary and multi-

class classifications. Notably, feature selection using the 

SelectKBest method had a negative impact on the 

performance of these classifiers. However, XGBoost 

exhibited the least performance degradation post-feature 

selection, particularly in multi-class classification, 

suggesting its robustness and suitability for further 

optimization. Despite the reduction in dataset size, 

computational complexity, and training time, the drop in 

performance underscores the need to carefully tailor 

preprocessing techniques to specific models for optimal 

results. 

 

Figure 8: Comparison of results 

 

The table showcases the evaluation metrics (precision, 

recall, and F1-score) for XGBoost and Random Forest 

classifiers on the CSE-CIC-IDS2018 dataset. Key 

observations include: 

• Overall accuracy: 

Both models achieve an overall accuracy of 0.98. 

• Infiltration class performance: 

o XGBoost has a very low F1-score (0.04) for the 

"Infiltration" class, indicating poor predictive 

performance for this category. 

o Random Forest performs slightly better for 

"Infiltration," with an F1-score of 0.14, though it 

remains suboptimal compared to other classes. 

• Benign traffic: 

Both models exhibit near-perfect performance for 

"Benign" traffic, with precision, recall, and F1-

scores close to 1.0. 

• DDoS and bot classes: 

For "DDoS" and "Bot" classes, the models achieve 

flawless performance, with all metrics equal to 1.0. 

• Macro average: 

o XGBoost: F1-score = 0.78. 

o Random Forest: F1-score = 0.79. 

• Weighted average: 

Both models achieve a weighted average F1-score 

of 0.98, reflecting strong performance for the 

majority of classes. 
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5 Challenges in intrusion detection 
 Accurately differentiating between normal 

and aberrant behavior is one of the main challenges that 

intrusion detection systems confront. 

• Normal behavior: This describes the regular 

activities carried out by authorized users, like visiting 

websites or reading emails;  

• Abnormal behavior: This includes activities that 

don't follow the usual, like trying to access restricted 

files without authorization or altering them. 

 To find these behaviors, IDS must examine 

vast amounts of data, which is frequently compared to 

trying to find a needle in a haystack. Developing 

efficient detection algorithms that allow the IDS to 

automatically indicate possible intrusions is another 

major problem. These rules act as preset guidelines that 

guide the system's analysis; for example, they might 

identify several unsuccessful logins attempts that occur 

quickly after one another as potentially being the result 

of a brute-force attack. 

Data integrity is also a critical concern for IDS. The 

system's capacity to identify intrusions is directly 

impacted by the caliber and precision of the data 

utilized for training and evaluation. The efficacy of the 

IDS may be compromised by false positives or 

negatives caused by inconsistent, missing, or erroneous 

data. Reliable intrusion detection depends on 

maintaining the integrity of the data, whether it comes 

from system activity, network logs, or other sources. 

 Another set of challenges arises when 

leveraging ML techniques in IDS. While ML holds 

promise for detecting complex and previously 

unknown attack patterns, it is not without its 

difficulties. One of the obstacles is acquiring large 

labeled datasets to train the models, which isn't always 

available or representative of real-world conditions. 

Secondly, ML models can suffer from overfitting, 

where it performs well on training data and then fails 

to generalize when seeing new data. Finally, 

interpretability is another obstacle for the models—as 

these models may identify intrusions, their reasoning 

to explain their model can be difficult to discern that 

impedes trust and adoption in security environments. 

 

 

These obstacles arise from a number of challenges such as 

the increasing adaptive sophistication of cyberattacks, a 

diversity of network environments, and limitations of 

detection approaches. Addressing these challenges is 

important for providing higher accuracy, efficiency, and 

scalability of intrusion detection systems, and as a result, 

affect overall effectiveness in real-world applications. 

6 Proposed approach: enhancing 

hids with blockchain for secure log    

storage and analysis 
This research presents an innovative technique to improve 

the resilience of HIDS by using blockchain technology for 

secure host log storage. One of the primary concerns 

addressed by the proposed HIDS solution is the possibility 

of attackers modifying or destroying logs to conceal 

malicious activities. By using blockchain's immutability 

and transparency, the approach guarantees the availability 

and integrity of log data, thereby enhancing the overall 

effectiveness of intrusion detection. 

a. Justification and vontext 

Host-based Intrusion Detection Systems primarily rely on 

the analysis of system logs to detect abnormal or malicious 

behaviors. To get beyond detection systems, attackers 

frequently target these logs in an attempt to remove or alter 

traces. Due to its decentralized and transparent nature, 

blockchain prevents unauthorized modifications of data, 

making any attempt to falsify logs easily detectable. This 

immutability, coupled with robust cryptographic 

mechanisms, enhances trust in the integrity of the recorded 

information, thus providing an effective solution to 

prevent attacks aimed at erasing or altering traces of 

malicious activity. By incorporating blockchain 

technology into HIDS, the system's capacity to identify 

and address intrusions is improved by ensuring data 

integrity and auditable traceability of events. 

b. Proposed architecture 

We propose a hybrid architecture combining HIDS and 

a private blockchain, designed to optimize both security 

and performance: 

i. Consensus mechanism 

Proof of authority (PoA):  is a consensus mechanism 

that offers efficiency, low energy consumption, and 

trusted validation. Unlike Proof of Work (PoW), PoA 

relies on pre-approved validators to confirm transactions 

rapidly, reducing latency and computational costs. By 

eliminating resource-intensive mining, PoA is 

environmentally sustainable, making it ideal for 

enterprise applications where authorized participants 

ensure network integrity. 
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Figure 9: Proof of authority (PoA) validation cycle for secure log management 

 

ii. Alternative consensus mechanisms 

While Proof of Authority (PoA) is the primary choice 

for its efficiency and low energy consumption, different 

mechanisms might be considered based on the peculiar 

requirements of the Host-based Intrusion Detection 

System. Below, we look at two alternatives: Practical 

Byzantine Fault Tolerance (PBFT) and Raft. 

o Practical Byzantine Fault Tolerance 

(PBFT) 

PBFT is a strong consensus technique intended for high-

security contexts with restricted trust among 

participants. It is especially beneficial in cases where 

malevolent actors (Byzantine nodes) can try to disrupt 

the network. 

 

 PBFT could be used in environments where 

log integrity is critical and a small, trusted group of 

validators can manage the network. For example, in a 

military or financial institution, PBFT assures that 

even if some nodes are compromised, the system is 

still secure. 

o Raft 

Raft is a simpler, leader-based consensus mechanism 

designed for smaller, more centralized networks. It 

prioritizes ease of implementation and operational 

simplicity over decentralization. 

Raft is ideal for small-scale deployments, such as a 

single organization with a few trusted nodes. For 

example, a small business or a research lab could use 

Raft to secure logs without the complexity of more 

advanced mechanisms. 

We provide bellow a Comparison of the proposed 

Consensus Mechanisms. 

Feature PoA (Proposed) PBFT Raft 

Decentralization Moderate High Low 

Fault Tolerance 
Tolerates malicious nodes 

(if validators are trusted) 

Tolerates up to 1/3 

malicious nodes 

No Byzantine fault 

tolerance 

Latency Low High Low 

Scalability Moderate Low Low 

Energy Efficiency High Moderate High 

Complexity Low High Low 

Best Use Case Enterprise environments 
High-security, 

permissioned networks 

Small, centralized 

networks 

Table 5: Comparison table of the proposed consensus mechanisms

iii. Smart contracts 

Smart contracts are a self-executing program that are 

deployed on a blockchain and automate pre-established 

procedures and rules without the need for middlemen. 

They serve three essential roles in a blockchain-enhanced 

Host-based Intrusion Detection System: log 

validation, alert generation, and access control.  



A Machine Learning and Blockchain-Based Framework… Informatica 49 (2025) 399–418 413 

 

 

o Example workflow 

1. Logs are hashed (e.g., SHA-256) and 

stored in blocks; 

2. A smart contract checks log integrity by 

comparing hashes; 

3. If anomalies are detected (e.g., 

mismatched hashes), the contract triggers alerts 

and isolates compromised nodes. 

o Use Case 

 
 

Figure 10: Pseudocode for a log integrity smart contract 

vi. Integration with HIDS:  Step-by-Step 

Workflow 

a. Log collection: Host logs are collected in real time by 

a software agent. 

b. Preprocessing: Before insertion, the logs are 

normalized and checked for structural anomalies. 

c. Insertion into the blockchain: The preprocessed logs 

are hashed and inserted into a private or consortium 

blockchain. Proof of Authority (PoA) was selected as the 

consensus mechanism in order to preserve a balance 

between security and performance; 

d. Analysis by the HIDS: Once securely stored, the logs 

are retrieved for analysis by machine learning-based 

algorithms integrated into the HIDS. 

e. Alert and response: In the event of detecting malicious 

activity, the system triggers alerts and retains evidence 

within the blockchain for potential future investigation. 
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Figure 11: Hybrid architecture combining HIDS and a private blockchain 

c. Key benefits and contributions 

The combination of blockchain technology with HIDS 

provides notable benefits that secure the integrity of 

system logs while improving the performance of intrusion 

detection. By offering immutability and security, this 

method not only improves the functionality of HIDS, but 

enhances overall detection and incident response. The 

proposed architecture provides several benefits and 

improvements to incident detection and response: 

Evidence Preservation: The blockchain provides 

evidence-protected logs that cannot be tampered with, 

allowing for evidence safety for post-incident 

investigations; 

Enhanced Security of HIDS: This method enhances the 

resilience of HIDS from attacks that target system logs, 

therefore reducing the risk of log manipulation and 

deletion; 

Advanced Detection: This method analyzes the logs on 

an immutable blockchain; the integrity of these logs 

enhances the accuracy of machine learning algorithms and 

allows for better outcomes detecting anomalies; 

Interoperability: The architecture can be extended to 

multiple hosts as well as heterogeneous environments, 

thus allowing scalability and flexibility. 

d. Future perspectives and 

implementation 

Based on the design and prototyping of a blockchain-

enhanced HIDS architecture, any future work will focus 

on longer experimental evaluations that vary in scenarios 

and in environments. We have conducted preliminary tests 

in a simulated environment using a private blockchain 

based on the Proof of Authority (PoA) consensus model 

built on Ganache CLI and Solidity smart contracts. 

i. Prototype simulation results 

To evaluate whether the solution was practical and met 

performance reasonably, we set out on an initial 

simulation in a virtualized environment (Intel i7, 16GB 

RAM, Ubuntu 20.04). For the simulation, the system that 

simulated 1000 log transactions over 5 virtual host nodes, 

each configured to have the local HIDS agent running: 

Latency: The average time for transaction finalization 

was 324 ms, and this reflects low latency due to the 

lightweight feature of the PoA consensus. 

Storage overhead: The average size of the transaction 

storing hashed logs (SHA-256) in the blockchain tracked 

an average of 512 bytes per transaction, and for the 1000 

logs the total blockchain size was ~0.5 MB. 

Detection of tampered logs: For the simulation, the 

smart contracts flagged 100% of log hashes that were 

artificially tampered in the validation stage, 

highlighting a positive attribute to the integrity of log 

verification. 

Resource utilization: The CPU usage was less than 

25% per node, with a peak in memory consumption at 

310 MB; validating the low resource overhead for the 

PoA model. 

Here is a table summarizing the simulation results:
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Table 6: Simulation results of the blockchain-enhanced HIDS prototype 

Metric Description Observed Result 

Blockchain 

Framework 
Platform and tools used for implementation Ganache CLI + Solidity (PoA) 

Host Setup 
Number of nodes and environment 

specifications 
5 hosts, Intel i7, 16GB RAM 

Transactions 

Simulated 
Total number of log transactions processed 1000 

Average Latency Time to finalize a transaction 324 milliseconds 

Storage Overhead Size added per log transaction 512 bytes 

Total Blockchain 

Size 
Disk space consumed for 1,000 transactions ~0.5 MB 

Log Tampering 

Detection Rate 
Accuracy of detecting altered log entries 100% 

CPU Usage (per 

node) 
Maximum CPU utilization during simulation ≤ 25% 

Memory Usage (per 

node) 

Peak RAM consumption per HIDS + 

blockchain node 
310 MB 

Consensus Model 

Efficiency 

Resource intensity of PoA compared to 

alternatives 
Low latency, low computation 

 

 
Figure 12: Prototype simulation results for blockchain-enhanced HIDS 

ii. Future work 

 These findings reinforce the conclusion that 

the architecture proposed in this paper is capable of 

maintaining integrity and immutability in logging while 

degrading performance minimally. 

Optimizing consensus algorithms: Further 

exploration of Light or Hybrid consensus algorithms 

(e.g., PoA + Raft) to enable additional efficiencies in a 

more distributed HIDS setting. 

Optimizing for scale: Testing with greater than 

100,000 logs and >50 host nodes to size transaction 

throughput, and measure blockchain syncing times. 

Optimizing for security and resilience: Exploring the 

systems’ resistances to node compromise, Sybil attacks, 

and determining if logging can be done in a privacy-

preserving manner (i.e., zk-SNARKs). 

Optimizing for interoperability: testing with existing 

resource such as OSSEC, Wazuh, and Splunk in order 

to conform and utilize standardized log schemas. 

Optimizing for energy efficacy: compare PoA with Pow 

and centralized storage in terms of watt hours per 1,000 

transactions. 

Overall, the aim of this future work is to realize the 

proposed architecture as a deployable architecture in the 

real world. The goal being to provide more levels of trust, 

forensics, and resilience by utilizing a secure blockchain in 

which to manage and secure HIDS-specific logs. 

7 Conclusion 
In summary, Intrusion Detection Systems are an essential 

component of modern networks' cybersecurity 

infrastructure, offering a key layer of defense against an 

ever-changing panorama of cyber threats. The combination 

of powerful machine learning, data mining techniques, and 

blockchain has the potential to significantly improve the 

detection capabilities of IDS, allowing them to distinguish 

both known and newly unseen attack patterns. Blockchain's 

immutability and decentralization give an extra degree of 

security by maintaining log integrity, prohibiting 

manipulation or deletion of critical evidence, and enabling 

auditable traceability. This improves IDS reliability by 

protecting logs from malicious changes and facilitating 

post-incident investigations. 
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However, the complexity and dynamic nature of network 

settings create significant obstacles. The necessity for high-

quality labeled data, the risk of model overfitting, and the 

interpretability of machine learning models are all ongoing 

concerns that must be solved to assure IDS's reliability and 

openness. Furthermore, as cyber threats become more 

sophisticated, IDS must evolve to identify intrusions while 

also anticipating and adapting to new attack techniques. To 

improve the system's ability to detect tiny deviations from 

typical behavior, more robust data mining approaches such 

as deep learning, anomaly detection, and multi-modal 

analysis must be investigated further. Furthermore, IDS 

scalability and real-time processing capabilities must be 

improved to accommodate the increasing amount and 

velocity of network traffic. 

Ultimately, the future of IDS lies in the seamless 

integration of cutting-edge technologies with human 

expertise, resulting in systems that are both reactive and 

proactive in identifying and mitigating threats. Addressing 

the problems identified in this study would pave the way 

for the creation of more effective, adaptable, and robust 

IDS solutions capable of protecting vital network 

infrastructures from more complex and diverse attacks. 
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