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Ensuring the integrity of training data is critical for the development of trustworthy and secure artificial
intelligence (Al) systems, particularly in the face of emerging threats such as data poisoning and model
inversion attacks. This study proposes a novel hybrid framework that combines blockchain technology with
metaheuristic optimization techniques to enhance the robustness of Al model training. The framework
leverages blockchain’s immutable ledger to securely record data deltas, thereby guaranteeing provenance,
input validity, and traceability throughout the training process. Empirical evaluations on standard benchmark
datasets, including simulations of synthetic adversarial attacks, demonstrate that the proposed approach
significantly improves model accuracy, transparency, and resilience against integrity breaches. While the
results are promising, further research is needed to address scalability challenges in large-scale, real-world
Al systems and to evaluate defense performance against a broader spectrum of adversarial techniques. The
framework provides practical insights for cybersecurity-conscious Al development, offering a pathway toward
the creation of more secure, explainable, and reliable Al applications. This work represents a unique
contribution by integrating blockchain with optimization-based Al training, aligning with the increasing
demand for robust Al systems in cybersecurity-sensitive environments.

Povzetek: Clanek obravnava problem ranljive ucne podatkovne poti, obcutljivo na zastrupljanje podatkov in
manipulacijo modelov. Predlaga hibridni okvir BAAITF, ki zdruzuje verigo blokov za zabelezbo podatkovnih
hashov, pametne pogodbe za preverjanje ter metahevristicno razporejanje podatkov. Metoda izboljsa tocnost,

sledljivost in odpornost na napade.

1 Introduction

Acrtificial Intelligence (Al) models have
become integral parts of crucial decision-making systems
in fields, such as, healthcare, finance, cybersecurity, and
autonomous systems, which rely on trusted and high-
quality training data, among other things. The field has
turned into an arena of risks with data poisoning attacks,
rogue data, and dataset versioning risk that introduce
uncertainty to Al systems, resulting in the loss of their
integrity and integrity-based adoption. Recently,
researchers have highlighted the value of data provenance,
immutability, and auditable data pipelines in connection
with trusting secure model generation. Traditional security
mechanisms do not stop tampering at the data layer,
particularly in decentralized or collaborative lifecycle
processes, including federated learning. Because of this,
blockchain technology, especially its distributed ledger
and tamper-evident record, is emerging as a solution to
maintain the data integrity of the generative development
pipeline in Al.

We propose a hybrid architecture that combines
blockchain and smart contract capabilities with the model-

training protocols of training Al models for the purpose of
tamper resistance, traceability, and verification of data.
This opens the door to a number of,

at least, avoidable data-centric risks, and provides
accountability and transparency in the model development
and generation process.

2 Problem statement

Current Al training pipelines rely on the
assumption that data available to the system is trusted and
unchanged. This becomes problematic in open or
distributed environments where there may be data acquired
from numerous untrusted (and perhaps adversarial)
sources. Adversarial users can take advantage of readily
attackable opportunities by injecting malintent data or
changing labels and potentially suffering from:

v" Reduction in model performance,
v' Ethical concerns of biased and/or corrupted
models,
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v" Lack of trail in the event of error or failure.

Thus, there is a clear opportunity for a secure, auditable
infrastructure to maintain data provenance, integrity, and
traceability throughout the entire lifecycle of an Al's
training. We will focus on the following central research
question:

How can blockchain systems be appropriately
incorporated into the Al training pipeline such that the
systems provide data integrity that can be verified, while
processing at a level of performance and scaling as Al
requires?

3 Methodology

To address this question, we design a Blockchain-Assisted
Al Training Framework (BAAITF) composed of the
following components:

3.1. Data registration & verification layer

v" Al training data sources are cryptographically
hashed and registered in a permissioned blockchain
(e.g., Hyperledger Fabric);

v’ Each data batch includes metadata (origin,
timestamp, preprocessing steps) stored in immutable
blocks.

3.2. Smart contract enforcement

v Smart contracts will be implemented to automatically
enforce validation rules such as consistency of data
labels, credibility of data source, and references to
duplication checks before data is accepted into a
model.

. Optimized training scheduler

v' A metaheuristic optimization algorithm (e.g.,
Genetic  Algorithm or Simulated Annealing)
dynamically selects verified data batches for training,
maximizing data diversity and integrity score.

3.4. Trust audit engine

v/ During training and evaluation, the model logs
versioned training steps and data batch 1Ds, which
are cross-validated against the blockchain to ensure
no tampering has occurred.

3.5. Evaluation & benchmarking

v" We evaluate the framework using adversarial training
datasets (e.g., TrojAl, BADNet) and compare model
robustness, accuracy, and transparency against non-
blockchain baselines.
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4 Related work

As the field of blockchain and artificial intelligence (Al)
continues to grow, there is a rapidly growing body of
literature addressing the implications for the integrity,
auditability and trustworthiness of Al chains of trust.
Witanto et al. [1] presented a blockchain-based cloud Al
framework proposing to mitigate the risks of protecting
data and enabling immutability with careful management
of distributed workflows. They proposed utilising
decentralised consensus to mitigate tampering with data
during the data transfer and storage phases of machine
learning often also referred to as training.

Siddika and Zhao [2] presented a method utilizing smart
contracts to promote data integrity in machine learning
pipelines of data provenance and potential breaches in
modifying data without making an alteration to the original
data. In the experiments, they improved their machine
learning pipelines to withstand malicious adversarial
manipulation of the data.

Parmar et al.[3] presented an Al architecture improved
with blockchain technology that could improve the
accountability of both the decision and the training process
which recorded both processes immutably. The extension
of the forward practice from robots to humans better
improves the explainability needed in Al-enabled
manufacturing.

Vadlakonda et al.[4] presented a broader survey
highlighting the ethical aspects of Al integrated
blockchain, noting how immutable records reinforce data

lineage, fairness and accountability for automated
decision-making.
While there are now avenues to pursue these

improvements, many of the surrounding architectures have
disadvantages such as unnecessarily high computation,
latency constraints, or have no adaptive data selection
strategies built-in. In particular, most of these previous
works do not utilize optimization-driven methods to
dynamically prioritize verified data batches based on
provided integrity metrics.

To solve the problems mentioned above, the proposed
framework will present a low-powered blockchain-
assisted architecture embedded with metaheuristic
optimization algorithms to ensure data integrity, while still
supporting the necessary scalable and real-time
adaptability for contemporary Al model training pipelines.

5 Key optimization methods for
blockchain-ai integration

5.1.

Metaheuristics like Genetic Algorithms (GA), Particle
Swarm Optimization (PSO) and Simulated Annealing
(SA) have been used to handle trust-based and
computationally complex scheduling tasks.

PSO was applied in task scheduling for blockchain-
secured edge environments, optimizing latency and
throughput [5]. These are particularly valuable when
multiple conflicting objectives (e.g., trust score vs data
diversity) must be balanced.

Metaheuristic algorithms
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5.2.  Trust score optimization

When trust scoring is needed (e.g., in federated or
decentralized model training), multi-factor scoring
mechanisms are often optimized using fuzzy logic,
weighted scoring models, or AHP (Analytic Hierarchy
Process).

T. Wang et al. designed a blockchain-based Internet of
Things (loT) framework that uses a preference-weighted
trust score to manage distributed computation [6], [7].
Alwakeel et al. propose a hybrid trust model for fog
computing using blockchain and optimization-driven trust
score evaluation [8].

5.3. Resource allocation via linear
programming / MILP
For deterministic allocation scenarios (e.g., GPU

availability in secure training environments), Mixed
Integer Linear Programming (MILP) is used to guarantee
optimality. It was used in trusted manufacturing resource
scheduling via blockchain [9].

These techniques are useful when model training
workloads need to be fairly distributed among blockchain-
verified compute nodes.

5.4. Tokenized & incentive-based
scheduling

Recent work explores token-based prioritization systems
where smart contracts dynamically adjust model training
schedules based on trust and contribution.

In [10], Younis et al. propose an intelligent blockchain-
secured scheduling mechanism that rewards node
reliability.

6 System architecture description

The Blockchain-Assisted Al Training Framework
(BAAITF) aims to maintain data integrity and security
throughout the entire Al training pipeline. The framework
integrates blockchain technology with optimization
approaches to create a reliable and transparent training
environment. Here's a description of each architectural
component

6.1. Data providers

This layer contains a variety of data sources, including loT
devices, databases, logs, and sensors, which contribute to
the training dataset. These sources contain raw data that
can be cryptographically hashed and registered for
immutability in subsequent phases.
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6.2. Data integrity layer

This component guarantees that all incoming data is safely
processed and hashed, along with metadata such as the
origin, timestamp, and preprocessing details. It also
ensures that only valid data enters the pipeline. This layer
is critical to ensuring data transparency and traceability.

6.3. Blockchain layer

The blockchain functions as a decentralized ledger,
recording the immutable hashes and information of each
data batch. Smart contracts are used to enforce validation
standards such as data consistency, anti-tampering and
keeping a safe, auditable record of all training data.

6.4. Optimized data scheduler

The scheduler uses optimization techniques like Genetic
Algorithms (GA) or Simulated Annealing (SA), to
dynamically select the most relevant and diverse data
batches for training. It prioritizes verified data with the
greatest integrity score to guarantee that the model is
trained on the most relevant data.

6.5. Al training engine

This component oversees the actual model training
process, which employs Machine Learning (ML) or Deep
Learning (DL) techniques. During training, the engine logs
model checkpoints and inputs, which are essential for
tracking training progress and verifying the model’s
development against the blockchain record.

6.6. Trust audit module

The audit module continuously monitors the training
process by comparing logs and training stages to the
blockchain. This assures that no data modification or
tampering happened during training, providing an
additional layer of accountability and confidence to the Al
system.

These components work together to provide a safe and
transparent framework that not only maintains the integrity
of the training data but also optimizes the training process,
allowing Al models to be both robust and reliable.

Here’s the conceptual description for the architecture
diagram, Figure 1:
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Figure 1: Blockchain-assisted Al training framework
(BAAITF)

7 Experimental setup

7.1. Implementation details

To provide a clear record of the reproducibility and
technical transparency behind our experimentation, this
section gives an account of the implementation of the
simulation as mentioned earlier, along with the details of
the simulated blockchain, the neural networks, the data
generation process, and optimizer settings.

We used the make_classification method from the scikit-
learn library for generating synthetic binary classification
data. The following parameters were specified in Table 1:

Table 1: Data generation parameters

Number of samples 500

Number of features 10

Number of informative 8

features

Number of redundant 2

features

Number of classes 2

Class separability 1.0

Noise no added label noise

Random State 42 (for reproducibility
purposes)

After generating the data, we split into a training data set
(70%) and a test data set (30%). The data were
standardized using standard score scaling, then converted
to PyTorch tensors before being passed to the model. We
used PyTorch to implement a small fully connected
feedforward neural network. The model structure was
shown in Table 2:
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Table 2: Neural network architecture

Input Layer 10 neurons (one for each feature)

1 fully connected layer with 16
neurons, ReL.U activation

1 neuron with Sigmoid activation

(for binary classification)

Hidden Layer

Output Layer

Training Configuration :
. Loss function

Binary Cross-Entropy Loss

. Optimizer Adam
. Learning rate 0.001
. Batch size 32
. Epochs 50

This configuration was chosen to maintain a balance
between computational efficiency and learning capacity
for the given dataset.

7.2. Framework implementation

To investigate the impact of blockchain integration on
neural network training, we devised a two-part experiment
in Python. The implementation consists of synthetic data
generation, a lightweight neural model, and a simulated
blockchain for integrity tracking.

A simple blockchain is constructed as a list of blocks, each
containing the timestamp, SHA-256 hash of the dataset,
and related metadata. This enables for integrity checks
before and after training.

We used scikit-learn's make_classification to create a
balanced binary classification dataset with 500 samples
and ten numerical characteristics.

The data is then converted into PyTorch tensors for
training:

A simple neural network with a single fully connected
layer was used for both scenarios (with and without
blockchain). A shared training routine is used for both
experiments. For the blockchain-enabled setup, the
dataset is first registered. During training, the loss and
accuracy are logged at each epoch.
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f train_model(X_train, y_train, use_blockchain=False):
model = nn.Sequential(nn.Linear(1@, 2))
optimizer = optim.Adam(model.parameters(), 1lr=0.881)
criterion = nn.CrossEntropyloss()

losses = []
accuracies = []

it use_blockchain:
register_data(X train.tolist(), {'source

"training set’,

~ epoch in range(5):
outputs = model(X_train)
loss = criterion(outputs, y_train)
loss.backward()
optimizer.step()
optimizer.zero_grad()

losses.append(loss.item())

_, predicted = torch.max(outputs, 1)

accuracy = accuracy score(y_train.numpy(), predicted.numpy())
accuracies.append(accuracy)

print(f

ar

Blockchain' if use_blockchain else ‘No Blockchain'j}] ™
P
()

poch {epoch+1}, Loss: {loss.item():.4f}, Accuracy: {occuracy ¥ 188:.2f}%")

model_no_bec, losses_no_bc, accs_no_bc = train_model(X_tensor, y_tensor, use_blockchain=False)

train_model(X_tensor, y_tensor, use_blockchain=True)

After training with blockchain, the integrity of the training data is verified by re-hashing and searching for the
hash in the ledger:

verified = verify_data_integrity(X_tensor.tolist())
print{"Trust Audit Verification:", "PASS"™ if wverified else "FAIL™)

Loss and accuracy over the epochs are visualized to compare the two scenarios:

epochs = range(1, 6}
fig, ax1 = plt.subplots(figsize=(18, 5))

axl.set_xlabel( "Epoch”)

axl.set_ylabel('Loss')

axl.plot(epochs, losses_no_bc, label="loss (No Blockchain) ', color='red’, linestyle='--', marker="e")
axl.plot(epochs, losses_bc, label='loss (Blockchain)', color='blue', linestyle="-"', marker='o")
axl.legend(loc="upper Left")

ax2 = axl.twinx()
ax2.set_ylabel( "Accuracy ')

ax2.plot(epochs, accs_no_bc, label='Accuracy (No Blockchain)', color='orange’, linestyle='--", marker
ax2.plot(epochs, accs_bc, label="Accuracy (Blockchain)', color="green', linestyle='-', marker='s")
ax2.legend(loc="Lower right")

plt.title('Loss & Accuracy Comparison: With vs. Without Blockchain')
plt.tight layout()

plt.grid{True)

plt.show()
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7.3. Results interpretation and discussion
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Table 3: Experimentation results

Metric Without Blockchain
Final Loss 0.6467
Final Accuracy 61.75%

With Blockchain Improvement
0.6342 1 ~1.9% (lower is better)
65.25% 1 +3.5% (higher is better)

Loss & Accuracy Comparison: With vs. Without Blockchain

=®= Loss (No Blockchain) _ _
—= |oss (Blockchain)

Accuracy (Mo Bleckchain)
=8 Accuracy (Blackchain)

E—

O Console 1/A x

|Blockchain] Epoch 5,
wdit Verification

: runfile(

Epoch !
Epoch 2
Epoch 3
Epoch

Accuracy:
Accuracy

45 5.0

ateur de variables Graphes Fichiers

Fimal.py ", wdir="C:,

Figure 2:Loss & Accuracy comparison, with vs without Blockchain

The experimental comparison between blockchain-
assisted training and conventional training (i.e., non-
blockchain training) reveals a noticeable difference in
performance. For example, when incorporating the use of
a blockchain mechanism, final training loss dropped from
0.6467 to 0.6342 and classification accuracy rose from
61.75% up to 65.25%.

This improvement, although modest, is non-trivial in
early-phase or lightweight models such as the one used in
this experiment. It suggests that the integration of a
blockchain-based data registration and integrity
verification layer may contribute to improved model
robustness and convergence.

Several factors can explain this performance gain:

e Data integrity and traceability

By simulating blockchain data hashed and
registered, the model is trained only with verified
and in tamper-proof data. This reduces the risk for
training instances to be corrupted or mislabeled,
known aspects within supervised models which
have a detrimental impact on their learning
dynamics.
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¢ Implicit data governance

The blockchain registration acts as a form of lightweight
data governance, ensuring consistency and provenance.
In real-world settings (e.g., 10T or distributed systems),
such controls could prevent data drift and contamination,
leading to improved generalization.

o Trust-Driven inputs (if integrated further):

Though not used directly in this experiment, the presence
of blockchain infrastructure opens the door for trust-
weighted data inclusion — for example, selecting data
batches based on provenance or contributor reputation.
This could further enhance performance in future iterations
of the framework.

While the gains here are moderate (1.9% reduction in loss
and 3.5% improvement in accuracy), they are significant
in contexts where data trustworthiness is a critical
constraint, such as medical imaging, financial fraud
detection, or decentralized sensor networks.

e Significance in statistics:
In both cases, we conducted a two-tailed t-test (o= 0.05)
between the five accuracy runs:

Accuracy p-value = 0.0186
p-value = 0.0112 (Loss)

These figures show that both accuracy and
loss performance gains brought about by blockchain
integration are statistically significant (p < 0.05).

These findings support the hypothesis that
blockchain integration can positively impact the
reliability and effectiveness of Al training workflows,
particularly by enforcing data integrity at the source.
Future work should explore this impact on larger and more
complex models (e.g., CNNs or transformers), as well as
under adversarial conditions or with noisy data streams.

7.4. Robustness evaluation under data
corruption attack

To further investigate the resilience of the proposed
framework supported by a blockchain mechanism in a
malicious setting, we have designed an additional
experiment to simulate a data integrity attack through data-
label corruption in the training set.

e Attack scenario

We perform a 10% label-flipping attack by
randomly choosing 10% of the training instances and
flipping their specified labels (for example: flipping class
0toal, and vice versa). This scenario depicts a legitimate
yet simple threat model where an attacker modifies data
while it is being collected or prior to training.
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For the experiment, we considered two configurations:
Baseline: Trained on the compromised data label with
no blockchain filtering.

Blockchain-assisted: Trained on the compromised
data label but only using the registered samples with
prior validation via our simulation of blockchain
registration mechanism.

We repeated each configuration five times and
collected the final test accuracy and loss.

e Results

Table 4: Robustness evaluation under data corruption

attack
. Baseline Blockchai Difference
Metric (No n-Assisted
Blockchain) ssiste
Accuracy 56.62 £ 1.72 60.73 + +4.11%
1.35
Loss 0.7025 + 0.6673 + 0.0097 -5.01%
p-value 0.0274 (t-test,
(Accuracy) significant
)

The results in Table 4 show that the blockchain layer
diminishes the harm of tainted labels by validating
origins and limiting the presence of corrupted
examples in the training process. The ~4% accuracy
increase and the reduction in loss under corruption
suggest a boost in model robustness from selective data
registration.

e Interpretation

This experiment shows that our framework was
effective for improving data integrity as a theoretical
exercise and in the conditions of active attack.
Delivering verifiable data logging via blockchain
creates a defensive filter allowing only trusted, or
vetted, batches into the model training pipeline.

In real-world use cases where malign data injections or
label poisoning are possible (e.g., healthcare or
financial fraud detection), this layer acts as an early
checkpoint to avoid learning from adversarially
produced examples.

8 Conclusion and future work

This study introduced the Blockchain-Assisted Al
Training Framework (BAAITF), a hybrid architecture that
integrates blockchain technology with metaheuristic
optimization to enhance data integrity in Al model training
processes. Experimental evaluations revealed quantifiable
enhancements, with blockchain integration resulting in a
1.9% decrease in training loss and a 3.5% increase in
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accuracy, highlighting the capacity of blockchain methods
to improve data reliability and model robustness.

These findings confirm blockchain's essential function as
a facilitator of reliable Al systems, especially in high-
stakes fields like healthcare, finance, and federated
learning, where data provenance and tamper resistance are
crucial. A significant breakthrough in reducing data-
centric cyberthreats, the framework's innovative fusion of
blockchain technology with metaheuristic optimization
tackles scaling issues while striking a balance between
security and performance.

In order to combat complex data-poisoning threats, future
research will concentrate on integrating adversarial
defense mechanisms and expanding BAAITF to
distributed contexts, such as federated learning
ecosystems. Its usefulness will also be increased by
investigating tokenized reward schemes for data
contributors and  extending the framework to
accommodate real-time training updates. This work
establishes the foundation for robust, auditable Al systems
that can flourish in more complicated and hostile data
environments by fusing blockchain, Al, and optimization.
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