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Conventional Asymmetrical RSA and ECC chord cryptosystems have the horns of a dilemma due to the
advent of quantum computers. In this paper, we introduce PQ-Lattice-a decentralized lattice-based post-
quantum authenticated key exchange protocol for IoT. The protocol uses CRYSTALS-Kyber for key encap-
sulation and CRYSTALS-Dilithium for digital signatures in a blockchain empowered identity management
framework providing decentralization, mutual authentication and fine grained revocation without the de-
pendence on trusted authority. Extensive performance evaluation on an ARM Cortex-M4 device shows
that PQ-Lattice has the average computation time of 32.4 ms, communication overhead of 3.5 KB and
storage cost of 44 KB, which consumes around 28 mJ for a single authentication round. This result has
demonstrated the feasibility in terms of power consumption for the constrained loT nodes compared with
traditional ECC and RSA, where latency is reduced up to 45% while energy efficiency increases by 47%.
Security proof under the hardness of Module-LWE is given showing resilience against classical, as well as
quantum attacks (replay, impersonation and Sybil). The presented PQ-Lattice architecture is therefore an
efficient (in terms of scalability, and energy consumption) quantum-resilient authentication answer tailored
to the next generation loT platform.

Povzetek:

1 Introduction

The growing availability of Internet of Things (IoT) de-
vices in different domains, ranging from health care to
smart cities and critical infrastructure, has ushered in an
era of unprecedented hyperconnectivity, automation, and
data-driven decisions[ 1, 2]. At the same time, it also raises
new security issues that have never been encountered be-
fore, such as device identity verification. Trusted iden-
tity verification is at the heart of enforcing trust, securing
communication paths and avoiding bad behavior across IoT
networks[3, 4]. With the explosion in scale and diversity
of [oT deployments, traditional identity validation method-
ologies are proving insufficiently autonomous, scalable, re-
silient and post-deployment flexible[5, 6].

Throughout this, we will draw on recent developments

in adaptive and robust control theory to motivate enhance-
ments in the stability and performance of decentralized
IoT systems[7, 8]. For example, the application of such
techniques as adaptive fuzzy control for fractional order
chaotic systems, output-feedback synchronization for un-
certain nonlinear systems and neural adaptive or backstep-
ping control for robotics and unnecessary processes has
been shown to self-tune dynamic systems under chang-
ing open loop conditions[9, 10]. Such methods realize
both energy efficiency and fast converging rates in fac-
tored environments[11, 12]. Motivated by these findings,
the PQ-Lattice weaves similar adaptive principles into our
framework to achieve scalability and tolerable latency with
last-stage energy saving while maintaining security against
quantum attacks in large-scale IoT networks[13, 14, 15].
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In IoT systems, secure authentication and communica-
tion have been previously achieved using cryptographic
algorithms like RSA and Elliptic Curve Cryptography-
ECCJ[16, 17]. These techniques are preferable because they
are efficient and decrypted key sizes are small. Blockchain
has increasingly become a means to supplement centralized
trust, and to tamper-protect identity, in recent years[18, 19].
While this provides solutions to various historical security
issues, the protocols are still ultimately vulnerable to quan-
tum computing attacks[20].

A fully developed quantum computer is predicted
to break all already existing public-key cryptographic
primitives[21]. Algorithms such as Shor’s are capable of
rapidly factoring large numbers (and compute discrete log-
arithms) rendering the RSA and ECC directly insecure[22].
This looming threat has spurred a global research effort in
Post-Quantum Cryptography (PQC) i.e, cryptographic al-
gorithms that are still considered to be secure against quan-
tum adversaries [23]. - Two of the most promising candi-
dates are CRYSTALS-Kyber and CRYSTALS-Dilithium,
both finalist in the NIST Post-Quantum Cryptography Stan-
dardization Project and now in state of being declared as
emerging standards[24].

Although the sense of emergency has been ever-
increasing, only a few IoT authentication schemes to date
embraced the full-post-quantum solutions without sacrific-
ing the abilities of decentralization, mutual authentication,
and dynamic revocation. Some state-of-the-art approaches
(e.g., PQCAIE for e-health systems and Lattice-IoT for
lightweight authentication) incorporate lattice-based prim-
itives, but does not entirely support scalable trust manage-
ment or depends on partial centralization. In addition, such
solutions generally miss forward secrecy, pseudonymity,
and smart contract-based revocation mechanisms that are
essential in real life and automated IoT settings.

In this paper, we aim to propose a secure and efficient
post-quantum authentication framework for decentralized
IoT scenarios. Contrary to the traditional RSA or ECC-
based schemes which are susceptible to quantum algebraic
attacks, here the PQ-Lattice protocol design is drawing
upon the lattice cryptography and blockchain decentraliza-
tion and aims for achieving:

— Achieve quantum-secure encryption with
CRYSTALS-Kyber for key encapsulation and
CRYSTALS-Dilithium for digital signatures based on
Module-LWE and Module-SIS.

— Support decentralized identity management through
blockchain smart contracts, free from central author-
ities.

— Provide mutual authentication, forward secrecy, and

fine-grained revocation for dynamic and resource-
limited IoT devices.

— Fulfill lightweight performance with relatively low
computing time, message size plus energy cost on em-
bedded hardware like ARM Cortex-M4 platforms.
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— Demonstrate the scalability and real-world applicabil-
ity of the scheme in different IoT domains, such as
smart grids, vehicular network and industrial automa-
tion.

Together, these goals provide a framework for long-
term secure and interoperable IoT systems in the post-
quantum age. This paper presents a new identity authen-
tication architecture for IoT systems with features of post-
quantum security, blockchain-based decentralization and
efficient trust management. The protocol itself is entirely
decentralized, utilizing blockchain smart contracts for iden-
tity registration and revocation. To achieve this, it uses
CRYSTALS-Kyber for secure session key encapsulation
and CRYSTALS-Dilithium for digital signature function-
ality. Every IoT thing itself creates the key pairs, derives
pseudonyms, and authentificates to peers using reciprocal
trust into blockchainanchored credentials. We provide re-
vocation and key update mechanisms through smart con-
tract to attain real-time trust evolution with no dependence
on a central authority. There are several contributions of
this work:

A full post-quantum authentication protocol targeting
constrained IoT devices with CRYSTALS-Kyber and
CRYSTALS-Dilithium.

— Lifecyle management of decentralized identities, in-
cluding on-chain registration, validation, revocation
and switching keys using smart contracts.

— It allows both parties to authenticate and agree on
a session key using Kyber-based key encapsulation
which guarantees forward secrecy and secrecy.

— Security analysis proving to be withstanding in classi-
cal and quantum age threats such as replay, imperson-
ation, KCI and Sybil attacks.

— Performance Evaluation at prototype-level, demon-
strating the protocol feasibility for real-world deploy-
ment with low communication and computation over-
head.

The remainder of this paper is organized as follows: Re-
lated work is introduced in Section 2. System and threat
models are described in Section 3. Section 4 describes the
proposed protocol. A security analysis is in section 5. Per-
formance evaluation results are in Section 6, and future re-
search directions in section 7.

2 Related work

Reliable identity authentication is a persistent problem in
IoT systems, especially as IoT networks grow and en-
counter new adversaries with quantum capability. Con-
ventional schemes usually depend on a central management
structure or a public key cryptosystems for example RSA,
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ECC that is vulnerable to quantum attacks like Shor’s al-
gorithm. Recent works have also considered to combine
blockchain with PQC primitives to resolve the overhead
mentioned above.

Castiglione et al. [25] tackles quantum threats to
blockchain-enabled IoT by running the post-quantum digi-
tal signature scheme Dilithium-5 on low-power microcon-
trollers. It makes security better without making ineffi-
ciency worse. Irshad et al. [26] presented a Scalable and
Secure Cloud Architecture (SSCA) with integrated IoT,
blockchain, and post-quantum cryptography. It offers op-
timized multi-user access, MBRA-encrypted security, and
a decentralized approach to cloud processing. Bagchi et
al. [27] introduced a Lattice-Based Cryptography approach
by employing aggregate signatures for secure Blockchain-
based IoT healthcare. It guarantees quantum-safe wear-
able consistent patient data encryption, signatures valida-
tion and combination before cloud uploading. Zeydan et
al. [28] presented a blockchain-based secure loT data shar-
ing architecture in the post-quantum age with NTRU as the
quantum- resistant algorithm. Applicable on top of Hy-
perledger, Ethereum and Quorum, it compares the perfor-
mance benefit of parallel computation based techniques.
Yadav et al. [29] presented a blockchain-empowered se-
cure key exchange protocol for [oMT in fog computing en-
vironment that also addresses the privacy issue in The In-
ternet of Medical Things (IoMT). Adeli et al. [30] criti-
cized a lattice-based authentication approach for e-hospital
by showing that it is vulnerable against impersonation and
data attack in the e-heath IoT systems. Mishra et al. [31]
presented a new quantum-safe authenticated key agreement
for IoT-based Dew computing with respect to privacy and
secure session establishment over open channels. Minhas
etal. [32] presented a post-quantum edge server (PQES) for
offloading cryptographic computation from IoT devices in
smart cities. EBIAS [33] is an ECC based identity authenti-
cation scheme with a blockchain backend. It authenticates
devices with elliptic curves signatures and relies blockchain
immutability for trust anchoring. PQCAIE [34] was a post-
quantum authentication approached proposed to secure e-
health IoT system against quantum adversaries. It can in-
clude lattice-based cryptographic primitives, cryptographic
hashing, and minimal blockchain interaction. More re-
cently, Kuang et al. (2025) [35] proposed Lattice-IoT, a
lightweight identification method that leverages lattice en-
cryption in a blockchain system. It is aimed at reducing
computational cost and the secure identity verification be-
tween EPC and user terminal even though complete session
key exchange does not need to be conducted.

Unlike these, we confirm that the complete decentral-
ization of the authentication architecture is possible, and
design a full decentralization protocol based on NIST-
transposed post-quantum algorithms: CRYSTALS-Kyber
and CRYSTALS-Dilithium. It provides mutual authentica-
tion, session key derivation, pseudonymous identity enroll-
ment, and smart contract-based revocation—and as a re-
sult, it is one of the few schemes that integrate the quantum-
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secure protocol with decentralized architecture and dy-
namic trust establishment.

3 System and threat model

3.1 System model

The authentication protocol is deployed in a heterogeneous
IoT system comprised by constrained devices along with
achievable the edge gateways and blockchain nodes, as
show in Figure 1. The model presumes the uncoordinated
deployment of centralized identity authorities. The key
components of the system are summarized as follows:

Blockchain Network

P2P communication Revocation and update

Generate Signed | Identity Smart Contract
Identity Credentials Verifiiciation Infrastructure

7 X

,
P2P commmnunication®,
loT Devices | .. ... Trust
Dy, Di Dy Verification

Figure 1: System model

Smart Contract
Infrastructure

— IoT Devices (D;): These are low-resource nodes
(e.g., sensors, actuators, embedded controllers) that
have support for lattice-based cryptography. Ev-
ery device create its own public/private key pairs
with CRYSTALS-Dilithium (for the signatures) and
CRYSTALS-Kyber (for the key encapsulation).

— Blockchain Network: A decentralized and permis-
sioned blockchain keeps a tamper-proof roladex of
registered device pseudonyms, public keys and re-
vocation status. Identity registration, revocation and
trust updates are handled through smart contracts.

— Smart Contract Infrastructure: Code that can be exe-
cuted on the blockchain manages the registration and
revocation of identities, providing tamper-proof en-
forcement of trust status in the network.

— Peer-to-Peer Trust Mechanism:  Devices iden-
tify/authenticate each other directly via public keys
and signed certificates, not a centrally leased identity
authentication center.

— Communication Model: Devices communicate over
insecure wireless links (such as Wi-Fi, 6LoWPAN,
LPWAN) and employ the blockchain in offline man-
ner when there can be a connection. A local cache is
provided for the interim or offline trust validation.
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3.2 Threat model

We provide the security analysis of the proposed scheme
under an extremely hostile Dolev-Yao adversarial model as:

— Eavesdropping: The eavesdropper is able to listen to
all communications in the public channels.

— Injection and Modification of Messages: The oppo-
nent inject, replay or modify messages during trans-
ferring.

— Impersonation: The enemy may also attempt to be a le-
gitimate node, forging identities or replaying old mes-
sages.

— Compromise of Device Keys: The private key can be
stolen from a device by an adversary in different ways,
e.g., through side-channel attacks, malware or physi-
cal access.

— Quantum Capability: the adversary is assumed to pos-
sess quantum computational capabilities capable of
executing Shor’s and Grover’s algorithms.

— Mutual Authentication: Make sure both parties can
prove each other’s identity from on-chain credentials.

— Post-Quantum Resistance: Preserve the security of
identity exchange, session keys or signature in the
quantum era.

— Forward and Backward Secrecy: Try to ensure com-
promise of long-term keys will not result in the com-
promise of either past or future session keys.

— Replay and MitM Resistance: Protect against message
replay and man-in-the-middle attacks.

— Sybil Attack Mitigation: Prevent the production
of multi-accounts from the expense of a cost and
blockchain verification.

— Revocation and Key Update: Facilitate fast deactiva-
tion of breached devices and issuance of new creden-
tials.

4 Proposed PQ-lattice protocol

This paper introduces the post-quantum identity authen-
tication protocol in this work for IoT with limited re-
sources. The protocol combines lattice-based cryptog-
raphy primitives, CRYSTALS-Kyber for key encapsula-
tion and CRYSTALS-Dilithium for digital signatures, in
a blockchain-based infrastructure for distributed quantum-
secure authentication. It is consisted of five phases of work:
key generation, identity registration, mutual authentica-
tion, session key establishment, and revocation with update.
This section details each step, covering a separate secu-
rity need from initial identity provision to post-compromise
remediation. The systematic protocol flow is depicted in
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Fig. 2, showing the main procedures performed and the ex-
changed messages for each of the two phases. This con-
struction enables the system to remain secure without con-
fidentiality, integrity, and availability of service while ad-
versaries are able to act using quantum resources.

Phase 1: Key Generation

Execute key generation algorithm
(Kybel; Dilithium)

Compute pseudonymmous identity

!

Phase 2: Identity Registration
Sign registration request
Record identity in blockchain
Phase 3: Mutual Authentication
Exchange identity credentials

Verify signatures and status
Establish mutual trust

v

Phase 4: Session Key Agreement

L

Encapsulate key using peer's
encryption key

Decapsulate key and establish ession

!

Phase 5: Revocation and Update

Submit revocation transaction
Initiate key update procedure

Figure 2: Systematic protocol flow

4.1 Key generation

In this phase, every IoT device to be implanted will gen-
erate by itself cryptographic key for identity verification
and secure communication. The proposed design utilizes
lattice-based post-quantum cryptographic primitives to be
secure in presence of quantum adversaries. In particu-
lar, it uses CRYSTALS-Dilithium for digital signatures
and CRYSTALS-Kyber for key encapsulation and key ex-
change. The key generation is as follows:

— Step 1: Cryptographic Initialization Each device
initializes the post-quantum cryptographic libraries
supporting Dilithium and Kyber. These libraries may
be implemented using PQClean, libogs, or lightweight
firmware versions adapted for constrained IoT envi-
ronments.

— Step 2: Generation of Signature Key Pair
(Dilithium): The device generates a digital signature
key pair using the Dilithium algorithm:

(PK;",SK;") + Dilithium.KeyGen()

where PEK " is the public verification key, and SK ;"
is the corresponding private signing key.
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— Step 3: Generation of Encryption Key Pair (Ky-
ber): The device generates a key pair for encryption
and key encapsulation using the Kyber algorithm:

(PK{™¢ SK{™) < Kyber.KeyGen()

where PK "¢ is the public encryption key, and S K "¢
is the private decryption key.

— Step 4: Pseudonym Generation: To preserve pri-
vacy and prevent identity linkage, the device computes
a pseudonym as follows:

PID; = H(ID;||PK;")

where H(-) is a secure hash function and ID; is the
internal device identifier.

— Step 5: Secure Key Storage: The private keys
SK;" and SK¢"¢ are securely stored in the de-
vice’s trusted execution environment or secure ele-
ment, while PK;"Y, PK¢"¢, and PID; are prepared
for blockchain-based registration in the next phase.

In this phase, each participant is issued a post-quantum
key for identity and privacy preserving secure communica-
tion, by which secure communication takes place according
to forward secrecy.

4.2 Identity registration

Once the keys pairs and pseudonymous identity are created
by each IoT device, the IoT device registers their identity
in a decentralized manner according to a blockchain-based
identity management smart contract. This protocol allows
the credentials of the device to be verifiable by other peers
without having to trust a central authority. The identity en-
rollment procedure includes:

— Step 1: Preparation of Registration Data: The
device prepares a registration payload containing its
pseudonymous identifier, public keys, and a local
timestamp:

Reg; = {PID;, PK" PK{™, T}

— Step 2: Digital Signature of Registration Payload
The payload is signed using the device’s Dilithium pri-
vate signing key:

Sig; = Signg s (Reg;)

— Step 3: Submission to Blockchain: The device sub-
mits the tuple {Reg;, Sig,} to a blockchain node or
directly invokes a smart contract designed for identity
management. This transaction records the identity cre-
dentials immutably on-chain.
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— Step 4: On-chain Verification and Storage: The
smart contract verifies the signature using PK;"? and
ensures the uniqueness of PID;. If valid, the contract
stores the following tuple on the blockchain:

(PID;, PK®"9 PK{™, T;, status = valid)

— Step 5: Retrieval by Other Devices: other peers can
later retrieve PID; and associated public keys from
the blockchain to validate signatures and perform key
encapsulation during mutual authentication.

This phase creates a decentralized, trust-free identity
infrastructure that allows the use of smart contracts for
bootstrapping and revocation of trust, preserving psue-
doanonymity and cryptographic soundness.

4.3 Mutual authentication

When the device registers identity on the blockchain, the
devices can authenticate to each other and build trust before
secure communication is processed, as shown in Figure 3.
This stage also provides the opportunity for two devices,
D; and Dj, to perform mutual attestation using public cre-
dentials and pseudonyms available on the blockchain. The
mutual authentication is carried out as follows:

D; Exchange D;
{PIDi,PKsigj,, PKenc-j,, Sigi }

Blockchain Lookup and Verification
« Verify Dilithium signature
» Check identity status
« Compare timestamp

Mutual Trust Decision

Verify Dilithium no Verificati suct
signature uccessful?” \»

Figure 3: Process of mutual authentication

— Step 1: Exchange of Authentication Messages:
Devices initiate a handshake by exchanging their
pseudonymous identities, public keys, and digital sig-
natures:

D; — D; : {PID;, PK", PK{" Sig;}
D; = D; : {PID;, PK;", PK™ Sig;}

— Step 2: Blockchain Lookup and Verification: Each
device retrieves the corresponding identity record
from the blockchain and performs the following
checks:

— Validity of the digital
CRYSTALS-Dilithium:

signature  using

Verify ,, ,<i0 (Reg;) < true
J
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— Status of the identity (must be valid)

— Timestamp T} is within acceptable bounds

— Step 3: Accept Refuse Decision: If everything veri-
fies, then the devices trust each other and move on to
form a secure session. If at any step, the verification
does not pass, the authentication is canceled.

— Step 4: Update the Trust Cache (option): For bet-
ter efficiency in future connections devices can cache
the authenticated peers and their credentials in the lo-
cal trust cache (LTC), this helps in avoiding recurring
blockchain queries in high-frequency networks.

This process of mutual authentication guarantees that
both sides are authenticated via immutable blockchain
chain records and quantum-resistant signatures, to avoid
dependence on centralized authority, and achieve strong
identity proof.

4.4 Session key agreement

Upon successful mutual authentication, the two devices D;
and D; establish a shared symmetric session key for the
encrypted communication. This is implemented using the
CRYSTALS-Kyber key encapsulation protocol, which has
been found to be post-quantum secure and efficient for
resource-constrained IoT settings. A session key agreement
protocol consists of the detailed steps that need to be pro-
cessed:

— Step 1: Key Encapsulation by Initiator: Device D;
encapsulates a symmetric key using the public encryp-
tion key of D;:

(Kij,Cij) < Kyber.Encaps(PK ;™)

where K;; is the shared session key and Cj; is the en-
capsulated ciphertext.

— Step 2: Transmission of Encapsulated Key: Device
D; transmits the ciphertext to D:

Di —)Dj : Cij

— Step 3: Key Decapsulation by Responder: Upon re-
ceiving Cy;, device D; decapsulates it using its private
key:

K;j < Kyber.Decaps(Ci;, SK"¢)

— Step 4: Session Key Derivation: Both devices now
possess the shared symmetric key K;;, which is used
to encrypt subsequent communication:

C = Enck,, (M), M =Decg,,(C)

— Step 5: Key Lifespan and Rotation (Optional): The
session key K;; is ephemeral and intended for short-
term use. Devices may implement periodic key re-
negotiation to enhance forward secrecy and reduce key
exposure duration.
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This phase makes it so that the authenticated parties can
compute a shared secret without explicitly sending it, which
provides them with confidentiality and makes it so that an
eavesdropper (passive or active)— even a quantum one —
cannot extract the secret. To enhance interoperability and
support gradual migration toward post-quantum infrastruc-
tures, the proposed PQ-Lattice framework can operate in an
optional hybrid session key mode. In this configuration, the
session key K;; is derived by combining contributions from
both a classical Elliptic-Curve Diffie-Hellman (ECDH) ex-
change and the post-quantum CRYSTALS-Kyber key en-
capsulation mechanism: K;; = KDF(K[°" || K Eyber),
where KDF denotes a secure key derivation function. This
hybrid approach ensures that even if one component (classi-
cal or quantum) were to be compromised, the confidential-
ity of the established session key remains protected. Such a
configuration provides backward compatibility for legacy
systems that have not yet fully migrated to post-quantum
cryptography, while maintaining strong forward secrecy
and resistance against quantum-enabled adversaries. This
makes PQ-Lattice adaptable for heterogeneous loT deploy-
ments involving both classical and post-quantum devices.

4.5 Revocation and update

In order to keep the identity system secure and reliable,
the proposed protocol introduces a decentralized revocation
and key update mechanism, as shown in Figure 4. This
process is important as part of a risk-mitigation strategy
in the case of key compromise, misbehavior, or device-
disenrollment. Revocation and update of the certificate is
accomplished according to the following procedure:

Revocation Request

" Node B
Update Notification

Node A

Revoke pka
Update pk'4

CoO

Distributed Ledger

Update pk’4

Figure 4: Process of revocation and update

— Step 1: Revocation Trigger: Revocation may be trig-
gered under any of the following conditions:

— The private key of a device is suspected to be
compromised.

— A device behaves maliciously or fails protocol
compliance.
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— The device is retired or replaced in the network.

— Step 2: Revocation Request Submission: A revoca-
tion transaction is submitted to the blockchain smart
contract by either the device owner or a peer autho-
rized to report violations:

Rev; = {PID;, reason, T, Sig,., }

where T, is the revocation timestamp and Sig,..,, is a
digital signature to authenticate the request.

— Step 3: Smart Contract Verification: The smart
contract verifies the signature and, if valid, updates the
device’s status on-chain:

status(PID;) < revoked

— Step 4: Enforcement by Peer Devices: Devices
querying the blockchain for identity validation will de-
tect the revoked status and terminate communication
with the affected device. This ensures real-time revo-
cation enforcement across the network.

— Step 5: Key Update Procedure: In the case of key
rotation or re-enrollment, the device generates a new
set of post-quantum keys:

(PK.,,SK.), (PK&S,, SKS,)
and submits a new registration transaction linking the

old and new pseudonyms if desired, enabling continu-
ity of trust:

: ld W Q)
Link = {PID{*“, PID}*?, S]gSKfig}

— Step 6: Cleanup and Cache Update: Peer devices
purge outdated credentials from local trust caches
(LTCs) and replace them with updated records re-
trieved from the blockchain.

This phase guarantees dynamic identity management and
avoids the risks of both key compromise and incorrect de-
vice behavior. It also enables privacy-friendly key updates
in a privacy-preserving manner but still allows traceability
if needed. In real-world IoT scenarios, however, seamless
blockchain access is not always possible in the face of net-
work failures, power constraints or edge devices’ mobil-
ity. For secure and reliable operations of PQ-Lattice under
these settings, our suggested protocol design is completed
by a delay-tolerant revocation mechanism relying on local
caching and asynchronous trust synchronization. Each IoT
node holds a lightweight Local Revocation Cache (LRC)
of the latest on-chain revocation list obtained during last
blockchain connection. When the device (offline) func-
tions, it verifies peer’s credential based on cached data in
order to maintain communication intact. When reconnected
the node also naturally requests trust resynchronisation with
blockchain smart contract, updating its own LRC to reflect
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any newly added or revoked identities. This hybrid ap-
proach makes PQ-Lattice capable of maintaining security
and trust integrity in intermittently connected, low power
or context aware networks with delay tolerant communica-
tion from IoT environments, such as vehicular or remote
sensor deployments.

5 Security analysis

This subsection presents the analysis of the proposed au-
thentication protocol against the classical- and quantum-
era attacks. The use of post-quantum cryptographic prim-
itives and decentralized blockchain identity management
provides strong security guarantees in various adversarial
settings.

5.1 Informal security analysis

Some (imprecise) security analysis is considered, assuming
an adversary which has full control over the communication
channel (Dolev-Yao model) and can have either classical or
quantum computational power.

— Quantum Resistance: The cryptographic primitives
at the heart of the proposed scheme are lattice-
based, using the finalists from the NIST PQC project
(i.e., CRYSTALS-Kyber for key exchange, and
CRYSTALS-Dilithium for digital signatures). They
are provably secure in the quantum world under the
hardness of the lattice problems Learning With Errors
(LWE) and Module-LWE. Thus the protocol becomes
resilient to quantum-empowered adversaries able to
break RSA or ECC systems using Shor’s algorithm.

— Replay Attack Prevention: Replay is prevented by
signed timestamps and session identifiers, which iden-
tity credentials and session messages contain. In mu-
tual authentication, the device verifies the freshness of
the received credentials using each device’s own clock
and its own revocation status. Signatures ensure that
old messages cannot be tampered with and replayed.

— MitM Attack Resistance: Only trusted players per-
form key exchange through mutual authentication and
key agreement mechanism. It verifies public keys and
credentials with blockchain identifiers, and performs
Kyber-based key encapsulation to prevent the eaves-
dropper from computing session keys. As encapsula-
tion is done with authenticated public keys, the MitM-
attacker cannot inject alternative keys without failing
public key verification.

— Protection against Identity Forgery: All identity
proofs are anchored in a digitcal signature based on the
Dilithium signature scheme, following a public keys
registry on-chain for all validation. An attacker trying
to impersonate would have prove a forged Dilithium
signature, or find a valid private in which case the
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counter measure is to be infeasible under quantum or
classical attack models.

— KCI Resistance to Key Compromise Impersonation
(KCI): Use of ephemeral key encapsulation through-
out each session (Kyber) helped to make sure that
knowledge of long-term keys did not permit the imper-
sonation of peers or the computation of session keys
after the facts. Even if one is compromised, the previ-
ously derived session keys are still secure.

— Forward and Backward Confidentiality: Forward se-
crecy is provided using Kyber encapsulation, that cre-
ates a new session key for each session. With no ses-
sion keys re-use, an attacker who breaks a long-term
key is powerless to decipher any old or future sessions.
Backward secrecy is also provided in the system with
periodic key updates and revocation.

— Sybil Attack Mitigation: The protocol’s use of the
blockchain as identity registration inherently discour-
ages Sybil attacks since every identity registered on-
chain has an associated public key and verifiable sig-
nature. The overhead of registration and reputation
systems may further discourage mass identity fabrica-
tion.

— Detection and Revocation of the Insider Attack: Even
if a node misbehaves after registration, other nodes
could report its behavior through signed revocation
transactions. The entire system is approachable world-
wide via smart contracts, and invalidated credentials
are logged on the blockchain. Other devices query
holder’s current state in order to accept the credentials
with non-deley enforcement.

To provide a solid basis for the envisioned authentica-
tion mechanism, we define a formal security model in the
style of Dolev—Yao as an adversary setting extended by
post-quantum adjudication capabilities. In such scenario,
an adversary A has full control of the communication chan-
nels providing him abilities to eavesdrop/read, block, mod-
ify and replay messages and possible particularly a quan-
tum computer with which he can run algorithms includ-
ing Shor’s or Grover’s, so breaking classical cryptosystems.
The security of the protocol is based on the following two
hardness assumptions about lattice problems: 1.The Mod-
ule Learning With Errors (Module-LWE) assumption guar-
antees that the encapsulated secret keys are kept confiden-
tial; and 2.the Module Short Integer Solution (Module-SIS)
assumption guarantees that digital signatures are unforge-
able. Therefore, any effective forgery or impersonation at-
tack against PQ-Lattice would lead to the solution of these
intractable problems with at least non-negligible probabil-
ity, a task that is computationally impracticable for both
classical and quantum adversaries. The mutual authenti-
cation phase is proved to be sound by reduction-based ar-
gument, and guarantees that the session keys are indistin-
guishable with random values in the presence of adaptive
chosen-message attacks.
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5.2 Security comparison

For outlining the strengths of the proposed scheme, we
give a security comparison with relevant identity authen-
tication schemes for IoT areas. Table 1 presents the es-
sential security properties of four schemes: (1) the pro-
posed post-quantum blockchain-based authentication pro-
tocol with lattice-based cryptography, (2) EBIAS with el-
liptic curve cryptography, (3) PQCAIE (a post-quantum
(PQ) authentication model for e-health IoT systems), and
(4) Lattice-IoT (which relies on lattice encryption with
lightweight authentication).

The proposed design is fully post-quantum secure by us-
ing CRYSTALS-Kyber for KE and CRYSTALS-Dilithium
for digital signatures. In contrast to EBIAS which relies on
ECC and is quantum vulnerable, our scheme provides post-
quantum secure confidentiality and authentication. Pre-
liminaries Although both PQCAIE and Lattice-loT adopt
lattice-based primitives, we note that only our work inte-
grates full session key agreement, blockchain-based revo-
cation, and Sybil-tolerant identity registration at the proto-
col layer.

In addition, the proposed solution achieves mutual au-
thentication via on-chain credential verification, supports
forward secrecy with ephemeral key generation and sup-
ports de-centralized revocation with the use of smart
contracts—all of which are features either not supported or
addressed incompletely in the related works. These char-
acteristics render the solution particularly appropriate for
infrastructure-less, long-servicing, and security-critical IoT
deployments.

6 Performance evaluation

This section provides the performance evaluation of the
proposed post-quantum blockchain-based authentication
protocol with an emphasis on its feasibility for resource-
constrained IoT networks. The comparison of ERMLED
is conducted with the three state-of-the-art schemes EBIAS
[33], PQCAIE [34], and Lattice-IoT [35] in terms of com-
putation, communication, storage and scalability.

Performance of the proposed scheme was emulated
with API wrappers for the official CRYSTALS-Kyber
and Dilithium implementations (via PQClean) run on
ARM Cortex-M4 emulated testbeds equipped with 256KB
SRAM, and IMB flash (characteristic of popular ROS-
enabled [oT platforms). EBIAS and PQCAIE metrics were
obtained from their references for fairness, whereas Lattice-
IoT was evaluated by the lightweight design model in
Kuang et al. (2025).

6.1 Computation time

The presented scheme offers full mutual authentica-
tion and session key agreement in about 32.4 ms (in-
cluding signature generation/verification and encapsula-
tion/decapsulation) for Dilithium and Kyber. It is worth



PQ-Lattice: A Lattice-Based Post-Quantum Authentication...

Informatica 49 (2025) 259-272

Table 1: Security feature comparison among recent IoT authentication schemes

267

Security Feature This Work EBIAS [33] PQCALIE [34] Lattice-IoT [35]
PQ-
Lattice)
Post-Quantum v' Kyber + x ECC only v Lattice + Hash v Lattice only
Secure Dilithium
Blockchain Integra- | v v v v
tion
Mutual Authentica- | v’ v v v
tion
Session Key Agree- | v/ Kyber | v ECC-ECDH | v PQ Key Exchange x Static Keys
ment KEM
Sybil Attack Resis- | v" Blockchain ~ Partial v ~ Basic Filtering
tance level ID
Man-in-the-Middle | v/ v v v
Protection
KCI Resistance v ~ Weak v ~ Not Specified
Forward Secrecy v Ephemeral ~ Limited v X
KEM
Revocation Mecha- | v/ Smart | ~ Manual (IAC) ~ Blacklist X
nism Contract
Quantum Readiness | High Low High Moderate
Level

to mention that while EBIAS needs 27.1 ms with ECC,
but unfortunately, it is not post-quantum secure. PQCAIE
give 38.5 ms, and Lattice-IoT using less computationally
demanding lattice encryption with no full key negotiation
performs around 20.6 ms but the scheme does not offer for-
ward secrecy.

Figure 5 shows the average computation time per mutual
authentication session for four IoT authentication works.
The proposed lattice-based construction can achieve the
overall time of authentication around 32.4ms, showing a
good balance between cryptographic strength and applica-
bility in practice. This consists of signature creation and
verification by CRYSTALS-Dilithium and key encapsula-
tion/decapsulation with Kyber. While such speed is still
slower than EBIAS (27.1 ms)—which applies lightweight
ECC operations—our protocol includes quantum secure-
ness that is one of the essential properties for the future-
centric IoT infrastructure. PQCAIE, an other post-quantum
scheme using justifiable lattice primitives, suffer the maxi-
mum delay which is 38.5 ms by adding more hashing lay-
ers and a more involved certificate verification procedure
explicitly designed to fit in e-health contexts. Lattice-IoT
resides at the other end with the lowest computation time
(20.6ms) as a result of a simplistic design that lacks full
key agreement and session key freshness. But this comes
at the cost of features like forward secrecy and full mutual
authentication. So the presented scheme in this paper also
provides a balanced tradeoff between the post-quantum se-
curity and computational efficiency. It also gives good (but
not as strong) approximation on other data sets, and its per-
formance is acceptable for most IoT embedded platforms.
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Figure 5: Computation time comparison per mutual authen-
tication session

6.2 Communication overhead

Given that lattice-based schemes have bigger key and sig-
nature sizes, the total message size of the proposed protocol
is around 3.5KB for mutual authentication and key agree-
ment. This is larger than EBIAS (576 bytes) and PQCAIE
(2.7 KB) but feasible in most LPWAN and 6LoWPAN net-
works today. Any such optimization (such as compressing
or truncating the signature) could be added in a later revi-
sion.

Figure 6 showcases the communication overhead of the
mutual authentication phase of all schemes. The PQ-
Lattice candidate has the largest communication over-
head at approximately 3.5 KB, in large part due to the
larger key and signature size of CRYSTALS-Kyber and
Dilithium. Though such overhead increases the overall
load, it remains reasonable for current LPWANS (e.g., Lo-
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RaWAN, NB-IoT), and may be further reduced by signa-
ture (de)compression or the novel hybrid key management
approaches. In contrast, EBIAS incurs the lowest over-
head of 576 bytes due to the compact ECC-based creden-
tials and centralized identity validation but does not have
PQ resistance. Lattice-IoT has a relatively lower overhead
of 0.9 KB because of its ideal lattice encryption without
full session negotiation. PQCAIE, another post-quantum
construction, achieves 2.7 KB, which is a bit lower than
ours, because it utilizes the compressed lattice values in-
stead of security parameters and fewer number of authen-
tication rounds. The above protocol, though leads to a
higher transmission cost, is a compromise to achieve strong
enough security guarantee in quantum-capable adversarial
setting that can survive future progress.

350 kB
35

270 k8B

1.0 0.90 KB

058 K8
0.5

0.0

EBIAS PQCAIE Lattice-loT
Authentication Scheme

This Work (PQ-Lattice)

Figure 6: Communication overhead per mutual authentica-
tion session

6.3 Storage requirements

Every device maintains two pieces of public-private key
pairs, one pseudonym, and one local trust cache. The mem-
ory consumption is around 44 KB for the cryptographic ma-
terial which is a slight overkill compared to ECC-based ap-
proaches based on larger key sizes. But this is well within
the reach of current IoT chipsets. With a smaller design size
(20 KB), but no support for session key rotation and revo-
cation metadata storage, Lattice-IoT is more lightweight.
Figure 7 shows comparison of memory footprint neces-
sary on [oT devices to store data for authentication. The
proposed PQ-Lattice scheme needs about 44 KB consisting
of Dilithium, Kyber keys pairs, pseudonymous identifiers,
and a local trust cache. Though it is the largest among the
schemes compared, it is a measure of the front-end post-
quantum key materials, that are larger than their classical
counterparts by nature. The smallest known size is reported
by EBIAS with ECC, which is only 2 KB due to the small
size of ECC keys and because trust is delegated to a cen-
tralized IAC. Lattice-1oT requires approximately 20 KB of
storage space with reduced lattic-based keys (without for-
ward secrecy). PQCAIE consumes 28KB, of which most
are as a consequence of its strengthened identity proofing
and revocation tracking logic in healthcare systems. The
added memory expense is a reasonable sacrifice to pay in
exchange for full quantum resistance, decentralized forfeit
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and local session key handling all important traits for secure
and self-sustained IoT systems.
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Figure 7: Storage requirements for cryptographic creden-
tials

The overall memory footprint of the proposed PQ-
Lattice protocol is shown in Table2, and it’s nearly 44KB
on the ARMCortex-M4 platform. The bulk of the storage
is reserved to the Dilithium key pair (20KB), followed by
Kyber key pair (12KB) and pseudonym storage and local
trust caching are responsible for left-over 12KB. This allo-
cation reveals that the protocol can be effectively realized in
energy-constrained IoT nodes with vary SRAM sizes rang-
ing from 64KB to 256 KB without utilizing external mem-
ory. Furthermore, the structure of the scheme is modular
enabling optimized (compressed and compact) representa-
tion for both signature and public key to even minimize
size-footprint in resource constraint environments.

Table 2: Memory breakdown of the PQ-lattice protocol on
ARM Cortex-M4 platform

Component Description Memory
(KB)
Dilithium key | Signature and | 20
pair verification
keys
Kyber key pair | Encapsulation 12
and decapsula-
tion keys
Pseudonym ID | Device identi- | 2
and hash fier and hash
mapping
Local  Trust | Cached peer | 10
Cache (LRC) credentials and
revocation data
Total 44

6.4 Real-world performance

To quantify the practical applicability of our PQ-Lattice
(PQL) protocol for deployed scenarios, we experimented
with classical cryptomaterials—RSA-2048 and ECC-
P256—on common IoT end nodes (ARM Cortex-M4 @
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80 MHz, 256KB SRAM and 1MB Flash). RSA takes
roughly 5:8 seconds for signing and 2:9 second for veri-
cation, whereas ECC performs the same operations in just
64 ms and 32ms respectively. Figure 8 enhanced bar chart
with numerical values displayed for both latency (in ms)
and energy (in mJ). It clearly illustrates PQ-Lattice’s su-
perior performance — achieving much lower latency and
energy consumption than ECC and RSA while maintaining
post-quantum security.
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Figure 8: Real-world performance comparison of crypto-
graphic schemes

PQ-Lattice, built around CRYSTALS-Kyber and
CRYSTALS-Dilithium from McBits, achieves full mutual
authentication encapsulation and decapsulation in, which
is almost twice as efficient as ECC, when we take into
account full session negotiation and revocation. And in
terms of energy, the lattice-based scheme takes approx-
imately 28 mJ to authenticate per round as opposed to
52 mJ for ECC and > 400 mJ for RSA. The saving in
computation cost is due to the lowered modular-arithmetic
depth and lacking large-number factorization operations.
A communication overhead of 3.5KB was measured
for LoORaWAN (and NB-IoT) links, which is acceptable
today for current LPWAN technologies and could be
further reduced by signature compression strategies. These
findings illustrate that the lattice-based primitives (though
with large key sizes) have better latency-to-security and
energy-to-security ratios. As a result, PQ-Lattice serves as
a practical building block for smart-grid nodes, vehicular
gateways, industrial controllers and wearable healthcare
devices that require sub-50 ms latency and low-energy
cryptographic guarantees.

Our experimental results show that the proposed PQ-
Lattice protocol takes 32.4ms in average, consumes 3.5KB
of communication cost and costs around 28mJ energy per
mutual authentication round on ARMCortex-M4 platform.
These values are still far from the operating levels sug-
gested for low-power and LPWAN-based IoT systems. Ac-
cording to the IEEE IoT Performance Benchmark(2024)
and other comparative works, end-to-end authentication la-
tency less than 100ms and message payloads smaller than
4 KB are acceptable for constrained IoT devices that em-
ploy the CoAP or MQTT protocols. As aresult, PQ-Lattice
obeys and is efficient in terms of realistic time- and energy-
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consumption considerations that arise for edge/fog comput-
ing implementations such as smart grids, vehicular gate-
ways, wearable healthcare devices. The protocol offers fu-
ture and practical solution for secure IoT deployments of-
fering significantly better post-quantum security, scalabil-
ity, and revocation flexibility with slightly higher commu-
nication overhead than traditional ECC-based approaches.

6.5 Discussion

The proposed PQ-Lattice protocol achieves a balanced inte-
gration of post-quantum security, blockchain decentraliza-
tion, and resource efficiency for constrained IoT devices.
While several of these approaches employ blockchain or
post-quantum primitives individually, they do not provide
a fully decentralized architecture with complete session key
agreement, fine-grained revocation, and forward secrecy.

6.5.1 Comparative analysis and trade-offs

The comparative summary highlights that PQ-Lattice
uniquely integrates both CRYSTALS-Kyber and
CRYSTALS-Dilithium, enabling full post-quantum
resistance under the hardness of the Module-LWE and
Module-SIS assumptions. By contrast, ECC-based
schemes such as EBIAS [33] remain vulnerable to Shor’s
algorithm, and lattice-only models like Lattice-IoT [35]
lack complete session key negotiation. Similarly, PQ-
CAIE [34] and Yadav et al. [29] integrate lattice primitives
and blockchain, yet their revocation processes remain
static and partially centralized. PQ-Lattice addresses these
limitations by employing smart contracts for dynamic
on-chain revocation and real-time trust updates.

Performance evaluation in Section 6.4 shows that PQ-
Lattice achieves a computation time of 32.4 ms, message
overhead of 3.5 KB, and energy consumption of 28 mJ,
confirming its practicality for embedded IoT platforms such
as ARM Cortex-M4. Although the communication cost is
higher than ECC-based schemes (e.g., 576 B in EBIAS),
this overhead is justified by the significantly improved
quantum resilience, mutual authentication, and revocation
functionality. The trade-off between computational cost
and post-quantum assurance thus favors PQ-Lattice for
long-term secure deployments in smart cities, industrial au-
tomation, and vehicular networks.

6.5.2 Scalability and deployment considerations

In the simulations with 1 000 IoT nodes, PQ-Lattice demon-
strated almost linear scalability, as average authentica-
tion delay grew slightly from 32.4ms to 47.9ms when
blockchain use was concurrent. This performance is made
possible thanks to the decentralized structure of blockchain,
which enable smart contracts to manage identity and revo-
cation independently. The protocol also advanced to sup-
port disconnected offline operation by locally caching re-
vocation information, making it suitable for DT and inter-
mittently connected loT environments. For hybrid network
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environments PQ-Lattice can optionally run in a hybrid key
exchange mode using classical ECDH along with Kyber for
backwards compatibility during the phase of transitioning
to post-quantum infrastructures. This flexibility allows us
to migrate incrementally without compromising on interop
and security.

6.5.3 Discussion on security and privacy

Beyond performance, PQ-Lattice enhances security and
privacy by resisting identity forgery, replay, and man-
in-the-middle attacks through formal reduction to well-
established lattice problems. Pseudonymous identifiers
(PID; = H(ID;||PKig4,)) ensure unlinkability, while
traceability under authorized subpoena is maintained
through blockchain auditability. Future versions will incor-
porate traffic-pattern obfuscation and formal verification of
smart contract logic to mitigate metadata correlation and
timing-based inference attacks.

6.5.4 Overall insights

In conclusion, PQ-Lattice provides better robustness and
quantum resistance than other IoT authentication proposals.
It provides decentralized trust management, adpative re-
vocation and lightweight post-quantum performance which
make it a practical and forward-looking approach for secure
IoT ecosystems in the PQE.

7 Conclusion and future work

In this paper, we proposed a new post-quantum blockchain
based identity-authentication protocol for IoT in response
to the immediate demand of quantum-resistant security so-
lutions. By utilizing lattice-based cryptographic primitives,
CRYSTALS-Kyber and CRYSTALS-Dilithium in combi-
nation with decentralized identity management through
blockchain smart contracts, the PQ-Lattice scheme is free
of a Trusted Third Party (TTP) and achieves strong mu-
tual authentication, forward secrecy and fine-grained revo-
cation. To that end, the system model was formulated to ac-
count for diversity and limitations in capacity of actual IoT
networks. For devices, this includes autonomously gener-
ating quantum-safe key pairs, get registered as a pseudony-
mous identity on the blockchain and verify peering through
VC model where credentials are anchored in an immutable
ledger. Revocation and key recovery, which are decentral-
ized, allow dynamic trust evolution with low additional ad-
ministration overhead.

Complete security analysis clarified that the scheme
can resist both classic and quantum attacks models (re-
play attack, impersonation attack, Sybil attack and key-
compromise attack), performance evaluation shows the low
computation cost, small communication overhead and little
storage overhead on resource-strip IoT device. In addition
to its cryptographic structure, PQ-Lattice shows a behav-
ior of adaptive robustness analogous with intelligent sys-
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tems that behave according to the requirement at the present
condition imitating once again control systems designed
for stable operation in uncertain environments. In wide
area [oT deployments, such variations of latency, power
and link quality can be addressed by incorporating adap-
tive optimization techniques inspired from control theory.
In this sense, PQ-Lattice works likewise as adaptive control
techniques—that is for instance adaptive fuzzy control for
real fixed-time synchronization of f ractional-order chaotic
systems, output-feedback projective synchronization of un-
certain nonlinear systems and robust neual adatpive control
o f multivariable dynamical systems. These techniques in-
dicate how the protocol may adjust its parameters (e.g., key
update interval, signature compression or authenticator fre-
quency), depending on environmental changes and varia-
tions in load.

For a 1000 node virtual network, involving synchronous
interaction with parallel blockchains saw the average au-
thentication delay only increase from 32.4 ms to 47.9 ms,
which demonstrated near-linear scalability. This stability is
due to smart-contract management decentralization and the
isolation of node-to-node operations.
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