A novel SDN controller based on Ontology and Global
Optimization for heterogeneous loT architecture

ABSTRACT

Today, our modern living world is covered by ubiquitous systems
that offer the ability to assess, understand and handle the environ-
mental indicators of our urban environment as well as our delicate
ecology and natural resources. The sudden increase of such sys-
tems creates the notion of Internet of Things (IoT). However, the
variety of components and wide-area deployments in IoT create a
disadvantage point: the heterogeneity problem. Such system has
multiple heterogeneous wireless communication solutions with
multiple access technologies such as bluetooth, wifi, zigbee, cel-
lular, MANET, etc. Concretely, the effectiveness is revealed by a
variety of access technologies that are working on a common core
network with a common policy for every type of access network.
The challenge is how to manage this heterogeneous network in a dy-
namic context with an open and distributed infrastructure. One of
the most efficiency solutions for this issue is the Software-Defined
Network approach (SDN). This paper proposed a new SDN-based
architecture with a centralized controller that has a capacity of
self-observing and adapting. The SDN controller has the ability to
incorporate and support user requests to classify flow scheduling
over task-level. Besides, the paper creates an Ontology for analyz-
ing user’s request and based on the Lagrange relaxation theory for
a heuristic routing algorithm. The experimental works showed that
the proposed solution yielded impressive and good results.
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1 INTRODUCTION

Nowadays, there are 9 billion connected IoT devices and they expect
a number of 24 billion for 2020 [11]. There is a wide variety of such
devices like sensors, actuators, cameras, smartphones, etc. Such IoT
devices are placed in variety of access networks in using different
access technologies such as bluetooth, wifi, zigbee, cellular, MANET.
Moreover, there are diversity of IoT applications implemented on
top of these access networks such as building automation, smart
cities, smart manufacturing, health care, automotive, etc. However,
all these various elements (devices, access technologies, applica-
tions) use one common traditional core network infrastructure
with traditional equipment and network protocols. The latter is not
designed to support the high level of scalability, high amount of
traffic and mobility. In other words, the traditional core network
infrastructure cannot support different IoT tasks characterized by
a very heterogeneous networking context. Concretely, we need to
develop variety of policies for the core network to adapt heteroge-
neous IoT tasks. It is fascinating that these policies can be easily and
dynamically implemented in the core network without the needs
of a standard protocol.

Sofware Defined Networking (SDN) is a good solution for the
above issue [12, 22]. SDN is considered as a network architecture
that is able to eliminate the inflexibility in traditional core network.
Its idea of programmable networks facilitated network evolution
in which the forwarding device is decoupled from control layer. Its
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structure makes the behavior of the core network to be more flexi-
ble and adaptive to the requested quality of service of each access
network, each application and each device. In addition, its cen-
tralized architecture gives capacity of collecting information/data
and uses it to improve and adapt their policies instead of manually
transforming these high level-policies into low-level configuration
commands.

In order to overcome the heterogeneity issue above and profit
the mentioned SDN’s advantages, this paper proposed a layered
SDN controller in IoT scenario. The SDN paradigm is a good so-
lution to solve the heterogeneity issue of IoT environments with
the following reasons: i) SDN architecture provides an obvious sep-
aration between services in the control plane and the data plane.
Therefore, we can make decision about how traffic is handled in the
control plane and choose mechanisms for forwarding traffic in the
data plane; ii) SDN also balances the level of centralized control of
SDN controller and the degree of decentralized operations through
flow-based routing. This balance has been made by the interactions
between controller and the forwarding devices.

The paper is structured as follows: In section 2, the paper presents
some related works of SDN-based IoT architecture. Section 3 will
focus on the proposed approach in describing and analyzing the
layered SDN controller. In section 4, the paper describes the imple-
mentation and shows some experimental results. We end the paper
with a conclusion and perspective.

2 RELATED WORK

This section will give an brief overview of how academic researchers
today applied SDN to IoT scenario to improve the system perfor-
mance and overcome the issues in IoT network.

Huang et al. [13] proposed a framework consisting of a set of
nodes apply M2M protocol, a gateway to handle the devices which
are not support M2M protocol, a set of another nodes and a con-
troller to manage all of these types of devices. Once the routing
information is changed, the controller transfer the new version to
the agent in the objects to update the routing information on each
one. Therefore, the durability of the IoT network will be improved.
However, authors did not consider the QoS of different data flows.
They applied the same routing policy for all type of flows.

In [17], authors used SDN to allow different objects from different
networks to communicate with each other by using IPv6 and at
the same time simplify the management and control operations of
many object types by inserting an additional IoT controller over the
SDN controller. After determining and establishing the forwarding
rules, the IoT controller sends these rules to the SDN controller
which forwards it to the forwarding devices. The purpose is to let
different heterogeneous objects in the network to communicate
with each others.

In [16, 20], the authors designed a SDN-based IoT framework in
implementing NFV (Network Function Virtualization). Their idea
is to exploit all advantages of SDN architecture to construct a SDN-
based IoT framework that is able to meet the requirements of the
characteristics of diversity and dynamics of a IoT context. However,
the authors only give the general and theoretical ideas without
experimental work. Vilalta et al. [23] proposed an end-to-end or-
chestration for IoT services using an SDN/NFV-enabled edge node

under SDN but like the above proposals, they did not implement it
and there was no experimental verification as a consequence.

Jararweh et al. [14] proposed the SDIoT architecture model in
combining the idea of SDStore [5] and SDSec [2]. The architecture
consists of three main components: 1) The physical layer where all
the assets and hardware devices in the system reside. This layer
is classified into some clusters such as sensor network cluster and
database pool cluster; 2) The control layer plays also the role of a
middleware. This layer consists of IoT controller, SDN controller,
SDStore controller, and SDSec controller, that are entirely software-
based controllers which abstract the control and management op-
erations from the underling physical layer; 3) Application layer is
simply combined many fain-grained user applications which simpli-
fies the accessing and acting with the stored data by the end users
through the Northbound APIs (N-APIs). Unfortunately, authors did
not test their proposed work with experiments yet.

Chakrabarty et al. [3] proposed a SDN-based architecture, called
Black SDN, for IoT system in focusing in the security issue. Black
SDN is used to secure both the meta-data and the payload within
each layer of an IoT communication packet. The authors consider
the SDN centralized controller as a trusted third party for secure
routing and optimized system performance management. However,
the authors did not consider different types of attack scenario. With
the same security purpose, Olivier et al. [19] proposed a SDN-based
architecture for IoT context with distributed controllers. This pro-
posed architecture consists of multiple domains where the SDN
controllers are installed. The authors confirmed that such archi-
tecture has ability to guarantee the security of the entire network.
However, they did not implement this architecture even in the
simulation scenario.

It is clear that there is a lack of evaluation and testing with con-
crete experiments in all the above mentioned works. Moreover,
they did not consider the system operation as a transparent pro-
cessing task from the end-user (top-level) downto the IoT devices
(the bottom level). This paper actualized this with the proposed
architecture that plays the role of a bridge between the end-user
and underlying layer.

3 PROPOSED SDN-BASED ARCHITECTURE
FOR IOT SYSTEM

To overcome all the above issues, the paper proposes a layered SDN
controller architecture (Fig. 1). The goal is to create a controller
that plays a role of a middleware giving the transparency for user
from the top layer to the bottom ones. The controller is developed
based on an open source platform called Floodlight [1]. The paper
decided to use the Floodlight platform due to the fact that Java is
our most familiar language. The Floodlight Open SDN Controller
is an enterprise-class, Apache-licensed, Java-based OpenFlow Con-
troller. It is supported by a community of developers including
a number of engineers from Big Switch Networks. Although the
Floodlight project is discontinued, its latest version is sufficient for
our development.

Since the IoT scenario is very dynamic, the State info DB is the
database that stores on the fly the state information of the network
such as the topology, the link state, the joining or leaving nodes, etc.
The user’s commands that determine what user needs are placed at
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Figure 1: Layered SDN controller architecture.

the highest layer of abstraction. The paper constructs also a web
service that provice RESTful API to end-users so that they can
use the service in using any platform on any devices. The trans-
parency offered by the proposed architecture is expressed by the
independence from applications, devices and networks, which are
exploited after to accomplish the required tasks. For example, the
user’s command is to count the number of people in the Roomo01.
The controller will analyze this command and determine which
service will be chosen. The service may be either to capture the
video in the Room01 and count people inside, or activate the count-
ing sensor in the door of this room. So, the devices are either the
camera or counting sensors. In other words, the controller will map
which devices and which application to complete the task. The
lower layers will choose the networks and the path to route the
data flows. Finally, all these taken decisions will be sent down to
the communication layer, that will apply it to the selected devices.
The operation of the Communication layer has been processed by
the network emulator mininet [6] we used in the testbed. In this
layer, it is essential to have an interface for communicating between
data plane and control plane. There are variety of SBI protocols
(e.g. ForCES [8]), but the most typical example is OpenFlow[18].
The paper has chosen OpenFlow because of its widely use and its
advantages described in [18].

3.1 Resquest Analysis layer

As mentioned above, the 10T system always faces the challenge
of heterogeneity of network and devices. Therefore, the Request
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Figure 2: The ontology of the IoT system.

Analysis layer is used to provide an abstract layer to end-users so
that the IoT works are independent of the underlying network and
devices. In other words, this layer plays the role of a bridge between
mission request and underlying layer.

This paper constructed an ontology and used semantic technol-
ogy to describe the context of IoT network as well as the devices
with its characteristics and capacity. The Figure 2 shows a compact
version of the ontology. The latter possesses three main classes as
follows:

e Devices: That describes all type of device in the system in-
cluding the Camera, thermometer and analyzer (the PC).

e Positions: The positions where devices locate such as the
kitchen, the computer room, the restroom, etc.

e Applications: The paper considers three applications: Video
streaming, Audio streaming and Information (e.g. sensing
info like temperature, humidity, light, etc.)

Based on the above classes in the ontology, the Positions and De-
vices are used to determine the sender and receiver nodes. The paper
assigns each concrete application in Applications class the informa-
tion of the requested maximum latency. Alternatively, the ontology
is opened, therefore any other organizations can customize it to
make it appropriate for their use.

Since the considered QoS metric is the maximum latency (delay)
for each task, one of the three outputs of this layer is the minimum
delta delay Ageqy- The two remain output parameters are the
sender and receiver node.

Concretely, the paper builds two modules for this layer: The
module User expression analysis simply scans the expression text of
the user and detect the keywords that are related to the constructed
ontology. In turn, the Onto analysis module use these keywords as
input and base on the Ontology data to determine the appropriate
application and the IoT devices. Finally, it can give three outputs:
the delta delay Agejqy, the sender node and the receiver node. These
outputs will be sent down to the Routing layer.
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3.2 Routing layer

Based on the results calculated in the request analysis layer, the
role of the Routing layer is to find an optimal path to route the data
from the selected source to the destination nodes. The goal is to
guarantee that the latency time does not overcome the calculated
value Ag,1qy and optimize the cost function in the same time.

To accomplish this purpose, the paper proposes a routing al-
gorithm that uses the concept of aggregated costs and finds the
optimal multiplier based on Lagrange relaxation. The interest of
this algorithm is that it can give a lower bound on the theoretical
optimal solution along with the result. The experimental results
showed that the difference between the cost and the lower bound
is small. In addition, the proposed routing algorithm takes into
account the trade-off between the e2e delay and the quality of the
found path. Gary et al. [10] proved that a routing problem is NP-
complete in the case where the number of QoS metrics that should
be minimized are more than or equal to two. Therefore, the paper
tried to define a simpler problem instead of attack the complex
problem. For us, the delay along the path should be acceptable, and
the cost of the path should be as low as possible. Concretely, the
routing task is to find a path that is minimal for a cost and the delay
remains under a given bound. The delay bound is determined in the
Request Analysis layer. In other words, the paper formulates the
problem to the Delay Constrained Least Cost path problem (DCLC)
[21].

The DCLC problem is formulated as follows: A communication
network is modeled as a directed and connected graph G = (V, E),
where E denotes the set of directed links and V represents the set of
nodes (e.g. switches, routers) connected by directed links. Any node
is reachable from any other node in this graph. Every directed link
e = (u,v) € E has a delay D(e) and cost C(e) correlated with it. The
link delay D(e) reflects a measure of the delay a packet experiences
when passing through the link e. The link cost C(e) represents some
other metrics to optimize such as the loss-rate, bandwidth, jitter,
etc. The Eq. 1 has been chosen for the link cost.

Cle) = wy * le +wo * be (1)

where wy and wy are weight constants of loss-rate (I¢) and band-
width (be) metric of the link e, respectively.
The constrained minimization problem is represented as follows:

min c(e) (2)
reR (x,y) ;,
where R’ is the set of routing path from source x to destination
y for which the e2e delay is bounded by Agejqy determined by
the Resquest Analysis layer. We have also R’(x,y) C R(x,y). A
r € R(x,y) is in R'(x, y) if and only if:

Z d(e) < Adelay

eer
In order to solve the NP-complete problem of DCLC, the pa-
per uses a heuristic algorithm based on the theory of Lagrange
relaxation. The latter is considered as a common technique for
determining lower bounds and finding solutions for this problem.
The idea is based on the heuristic of minimizing the modified cost
function. The cost function in the Eq. 1 is modified in adding the

influence of delay with a parameter y to form an aggregate weight
for each link (Eq. 3).

¢y = Cold + y.d 3)
where d is the delay,
Cold is the cost that is calculated in using the Eq. 1.

So, for a given y, the minimal path, denoted by ry,can be found
in using Dijkstra’s algorithm w.r.t. the calculated cost (Eq. 3). The
optimal path is denoted in using Dijkstra’s algorithm w.r.t. cost
with parameter y as Ry . If the total delay of the path Ry, denoted
by D(Ry), is less or equal than A g4y, it is the optimal solution.
Otherwise, if D(Ry) > Agejqay, the value of y is increased in order
to increase the influence of the delay factor in the cost function in
Eq. 3.

Before describing the algorithm, the relationship between the
parameter value, the cost and the delay of the path can be illustrated
by the following lemmas.

LEMMA 3.1. If0 < y; < y2 then D(Ry1) < D(Ry2) and C(Ry1) 2
C(Ry2).

ProoF. See [9]. O

Therefore, the Lemma 3.1 showed that the larger the parameter,
the larger the cost, while the smaller the delay. It shows that as
long as the resulting shortest path does not violate the Agejqy. 2
smaller parameter y will definitely give rise to a better solution.
The next lemma is used to find the smallest parameter with the
corresponding shortest path that does not violate the Agejqy-

C(Ry1)-C(Ry2)
Lemma 3.2. Ifyi < y2, DRy1) # DRy2). v’ = 5ty )

then C(Ry1) = C(Ry’) = C(Ry2), D(Ry1) < D(Ry/) < D(Ry2).
PRrOOF. See [9]. m]

: _ C(Ryl)_c(RyZ)
The Lemma 3.2 shows that with y’ = D(R,2)-D(R, )" the short-

est path Ry must have a delay between the delays of Ry and R 2,
and the cost is also between the costs of these two paths.

The heuristic algorithm is based on these Lemmas above. The
least cost path (found by using Dijkstra’s algorithm w.r.t. cost, R.)
is first obtained, and if his delay is not greater than A4y, then
it must be the optimal solution. Otherwise, the least delay path
(found by using Dijkstra’s algorithm w.r.t. delay, R;) is found, and
if it is greater than the Agejqy then there is no solution for that.
If none of the above conditions is true, the algorithm begins an
iterative procedure. In each iteration, either R is updated with a
better solution having a lower delay or R, is updated with a better
solution having lower cost.

The Algorithm 1 is described in detail as follows: First, the paper
uses the original cost function (Eq. 1) to find the least cost path
in using Dijkstra’s algorithm. If the delay of this path meets the
delay requirement Ay, 4y, sO it is the optimal path. Otherwise, we
find the least delay path and examine if the delay of this path is
greater than A g4y, We conclude that there is no solution and the
algorithm stops. If not, we start the loop. Now, it’s time to add the
delay to the cost function (Eq. 3). The parameter y is assigned to
the initial value:
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Algorithm 1 Lagrange relaxation-based routing algorithm

Require: source, dest, ¢, d, Mgelay
Ensure: Optimal path
1: Re « Dijkstra(source, dest, c)
: if d(R¢) < Ageray then return R
: end if
: R4 <« Dijkstra(source, dest, d)
: if d(Rgq) > Agejay then return "No solution”
end if
: while true do
— C(R)-C(Ra)
Y= DR)-D(R.)
P « Dijkstra(source, dest, cy)
if Cy(P) = Cy(R¢) then return R
else if D(P) < Agejqy then
Rd —P
else
Re «— P
15: end if
6: end while

R R LI SR X

T
E A N

—_

Table 1: Computer specifications for testbed

CPU RAM oS
Computer 1 | Intel Core i5-4200U 1.6GHz | 4GB | Windows 10 64bit
Computer 2 | Intel Core i3-4150 3.5GHz | 8GB Linux

_ CRe) - C(Ra)
" D(Ry) - D(Re)

The Dijkstra’s algorithm is used w.r.t the new value of cost ¢ . If
the value of cost of the new path found is equal to the cost value of
the least cost path, the optimal path is the least delay path. If not,
if the delay of the new path found meets the delay requirement
Adelay> the least delay path is updated to the new path. Otherwise,
the least cost path is updated to the new path. After, the loop is
repeated.

4 EXPERIMENTAL RESULTS

In order to have the experimental results, the paper used a simula-
tion testbed to evaluate the performance of the proposed controller
with different scenarios.

Concerning the concrete testbed, the paper used two computers
with specifications described in Tab. 1. The controller program and
the web service are installed in the Computer 1. In the Computer 2,
the paper used mininet [6] to emulate the network topology with
nodes representing Openflow-enabled switches and IoT devices.
Tab. 1 describes the specifications of these two PCs. The user is able
to send request to the Computer 1 in using Restful API through any
platforms, any devices. The paper developed also a mini Android
application that sends the RESTful-based request to the web service
of the system.

In order to evaluate accuracy of the Request Analysis layer, we
asked 200 students to install the developed mini Android applica-
tion and send the 30 request to the system (they can eventually use
their web browser), 10 requests per application. There are totally
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Table 2: Evaluation of accuracy for three applications

Application name | Total num | Exact num | Prop
Video app 2000 1987 99.3 %
Audio app 2000 1992 99.6 %
Information app 2000 1893 94.6 %

6000 requests (2000 requests per application). In the testbed, the An-
droid device specification can be ignored because our mini Android
application is very lightweight with only one simple operation of
sending the request to our web service and receiving the result in
following the RESTful APL

Tab. 2 shows that majority of user requests have been analyzed
exactly for Video streaming (99.3%) and Audio streaming (99.6%)
applications. The faults mostly come from the Information applica-
tion. That is explained by the fact that the Request Analysis layer
is based on the analysis and processing of text strings, therefore
it is easier for the concrete application name like video or audio.
For the information application that includes variety of sensing
information such as temperature, humidity, etc. is more difficult to
identify the user task. However, the proportion exactitude of 94.6%
is acceptable.

Concerning the performance of the routing layer where we ap-
plied the routing algorithm (we call it shortly LARE from now on),
the paper implemented some other routing algorithms that also
focus on the DCLC problem:

e The Constrained Bellman-Ford (CBF)routing algorithm: In
[24], Widyono proposed a routing algorithm based on a
breadth-first search that help to exploit paths in increasing
delay while updating lowest cost path in each visited node.
The algorithm runs until either the highest constraint is
exceeded or it cannot improve the paths anymore.

The Multi-Criteria Routing algorithm (MCR) proposed by

W.C. Lee et al. [15]: This routing algorithm is based on heuris-

tics of a ranked metrics in the network. The algorithm deter-

mines alternately the shortest path for each metric until the
best path is found, or it fails for all metrics.

e The routing algorithm proposed by Cheng et al. [4]: This
algorithm combines the problem of finding the least cost
and least delay paths by modifying the cost function (we
call that MCF algo for short). In other words, authors try to
calculate a simple metric from multiple requirements based
on a single cost aggregated as a combination of weighted
QoS metrics.

The comparison of the experiment is based on some measures
of the implemented algorithms as follows:

o Number of fails: In other words, it is the average of the num-
ber of unreachable nodes. This is the case where the path
cannot be found with a given delta delay Ay ;4. This mea-
sure is used to assess the efficiency of the algorithm in finding
the destination nodes.

e Delay: This is the average of delay time of the paths from a
source node to all reachable destination nodes.

e Cost: The average cost of the paths from a source node to all
reachable destination nodes.
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Figure 3: Average Unreachable Node Number.

Concerning the network topology, first, the paper tested the
routing algorithm on a simple network with 17 nodes to verify its
functionality. After, the paper worked on NTT network topology [7]
that is modeled on the exact characteristics of a real-world network,
the former NTT (Nippon Telephone and Telegraph company) fiber-
optic corporate backbone.

Following the NTT network topology, there are totally 37 nodes
in the testbed. In order to evaluate the performance of routing
algorithms, we vary the value of delta delay Agqy from 100 to
1000 (ms). In the Figure 3, we can see the average of unreachable
node number in varying the delta delay from 100 to 1000 ms. With
the delta delay smaller than 200ms, almost the algorithms find small
number of destination nodes, therefore the number of unreachable
nodes is quite high. After the point of 400ms, all algorithms is able
to find all the paths.

The Figure 4 shows the average delay curves of 4 algorithms.
We can see that with the low values of delta delay (100-300 ms), the
number of reachable nodes is small.

The destination nodes are close to the source nodes, therefore
that makes the delay values low too. After the value of 400 ms of
delta delay where almost all the paths can be found for all source
and destination nodes, the average delay value falls into a steady
state. Now, we can see that the LARE algorithm gives the best result
in term of average delay. The MCF algorithm gives the worst value
due to its policy of combining all metrics. In fact, it’s difficult to
select an appropriate aggregating weights.

Figure 5 gives us the average cost of the paths found by the 4
algorithms. As we explained above, in the beginning (A z¢1qy < 300)
where it is impossible to find path for all destination nodes and
the found paths are very short, therefore the costs are small too.
The algorithms find more paths when we increase the delta delay,
therefore the average cost increases too. After the moment where
all destination can be found (Ageqy > 300), the average cost of
the paths will decrease with the delta delay due to the fact that
the algorithms can now find the paths with lower costs and higher
delta delay. We can see that the LARE algorithm gives almost the
same good result as MCF. This result is exactly what we expected
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because MCF focuses on optimizing the cost value. The MCR has
the worst result due to the fact that it only find the best path for
one metric in ignoring the cost value.

The paper also tested the capacity of supporting the stress of the
system in comparing with traditional core network (without SDN
architecture) that applies the simple best-effort policy. The paper
tried to stress the system in generating incrementally the request
number from 100 to 2000 requests per second.

We fixed the delta delay to the value of 1000ms to make sure
that all paths can be found. Figures 6 and 7 show that the proposed
system with the SDN architecture is obviously better than the
traditional one in term of delay and cost. We can see that even in the
most stressed state (request number = 2000), the proposed system
can obtain a good result of average delay (694ms) and cost (33).
Otherwise, in the same point, the traditional system got a average
delay of 935ms and cost of 69. This superiority of performance in
term of both delay and cost can be explained by the fact that the
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core network of the traditional system is implemented a naive and
simple policy (the best-effort). Otherwise, The proposed system
possess a layered architecture with the Request analysis layer that
analyzes the user requests and classifies the request types in order
to give an appropriate network constraint (delta delay). The Routing
layer in the proposed system applies a heuristic routing algorithm
basing on the Lagrange relaxation theory. That is the reason the
proposed system is able to support the stress condition with a huge
number of requests in a moment.

The paper tested also the system performance while providing
the video application. Concretely, video flows are generated (video
streaming) in using the open source software VLC between nodes

in the network created by mininet. The test lasts five minutes.

The result of delay and jitter is calculated by cumulating for each
chosen path. In Figure 8, we can see that the proposed system
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Figure 8: Video streaming application.

gives a better result in term of delay and jitter. The average end-
to-end delay of the proposed system is about 3.5s while traditional
system is about 7.3s. In term of the jitter parameter, the proposed
system gives the result of 0.4s while the traditional system is about
0.6s. This is exactly the results we expected because the proposed
system has well differentiated the data flow’s type (e.g. video, audio,
information data).

5 CONCLUSION

In this work, we have proposed a layered architecture of a SDN
controller designed for a heterogeneous IoT environment with the
variety of devices and applications/services. The system is consid-
ered as a bridge to overcome the gap between abstract high level
tasks and specific low level network/device. Experimental results
showed that the proposed routing method yielded better perfor-
mance when compared with related ones. The proposed controller
enables flexible, efficient and effective handling tasks on users re-
quests, network and resources. Concerning the future works, we
are in the process of implementing the controller into a real testbed
with real devices (e.g. Openflow-enabled switches).
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