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Abstract: The blockchain technology has the potential to be applied in a variety of areas of our daily life. From the original Bitcoin cryptocurrency to the current smart contracts, the blockchain has been applied to many domains. Its numerous applications result in much ongoing research in different practical and scientific areas. This new technology is being seen as a revolutionary solution in finance, decentralization, trust, identity, data ownership and data-driven decisions. This paper presents the novel solutions associated with some of the big data areas that can be empowered by the blockchain technology such as healthcare, decentralized personal data protection, digital property, Internet of Things, digital identity, financial services and infrastructure, e-commerce, educational records, educational system, knowledge sharing, insurance, food industry, accounting, auditing and e-voting. Blockchain technology could be used in electronic health records and the establishment and maintenance of birth registers, deaths, marriages, registration of business activities, but also in the organization of elections. The features of this technology can be the redefinition of Internet 3.0 defined as a new type of decentralized infrastructure or network of networks.
Povzetek: Blockchain tehnologija (slo. tehnologija veriženja blokov/podatkov) ima potencial za aplikativno uporabo na različnih področjih našega vsakdana. Od prvotne kriptovalute Bitcoin do trenutnih “pametnih pogodb” je bila veriga podatkovnih blokov uporabljena na mnogih področjih. Njene številne možnosti aplikacij vodijo do obsežnih raziskav na različnih praktičnih in znanstvenih področjih. Ta nova tehnologija velja za revolucionarno rešitev na področju financ, decentralizacije, zaupanja, identitete, lastništva podatkov in odločitev, ki temeljijo na podatkih. V prispevku so predstavljene nove rešitve, povezane z nekaterimi od velikih podatkovnih področij, ki jih lahko tehnologija blockchain okrepi, kot je zdravstvo, decentralizirano varstvo osebnih podatkov, digitalna lastnina, internet stvari, digitalna identiteta, finančne storitve in infrastruktura, e-poslovanje, evidenca o izobraževanju, izobraževalni sistem, izmenjava znanja, zavarovalništvo, živilska industrija, računovodstvo, revizija in e-glasovanje. Blockchain tehnologija se lahko uporablja v elektronskih zdravstvenih zapisov, ter vzpostavitev in vzdrževanje rojstnih knjig, smrti, porok, registracija poslovnih dejavnosti, ampak tudi pri organizaciji volitev. Značilnost te tehnologije je lahko redefinicija interneta 3.0, opredeljen kot nova vrsta decentralizirane infrastrukture ali omrežje omrežij.
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In 2008, powerful American financial institutions and insurance companies were on the edge of bankruptcy. These circumstances called for immediate intervention by the federal government to avoid domestic and possibly global financial collapse. These events illustrated the dangers of living in a digital, interconnected world that depends on transactional intermediaries and leaves people vulnerable to digital exploitation, greed, and crime.
Blockchain technology is a relatively new concept and a fast-growing part of the Internet and cloud computing. Similar data structures existed long before the famous bitcoin was conceived, but the main theories about blockchain architectures used today were originally defined in the original article on bitcoin written and published by a person (or a group of people) under the pseudonym Satoshi Nakamoto in 2008 [1]. The first blockchain innovational application was Bitcoin. Beyond their use in the economic domain, Bitcoin and blockchain technology as articulated by Nakamoto solve an important computer science problem that had been a barrier to having a functional digital monetary system for years: the double-spending problem. The double-spending problem refers to a case where money should only be spent once. The first Bitcoin transactions occurred in January 2009. With the first “release” of the Bitcoin network on January 3, 2009, the first Bitcoins (cryptocurrency units) were created. Nakamoto developed the software and he was the lead developer until the mid-2010s. Bitcoin was the first cryptocurrency created on blockchain technology basis in 2009. Later, it was noticed that blockchain as a technology could be used for other purposes than the realization of cryptocurrencies. Since 2015, many international financial organizations have planned to further develop the blockchain system. In 2014, a consortium called R3 was established to start research and development of blockchain technology. In March 2017, this group counted about 75 companies to reach 200 in March 2018, including Bank of America, Merrill Lynch, UniCredit Group and many other real estate companies with the goal of better education, law and technology development in blockchain technology [2].
This paper describes the interesting implementations of blockchain technology in various domains such as healthcare. That includes all healthcare stakeholders such as hospitals, healthcare facilities and physicians. Then, a proposed solution for protecting data privacy is described by finding a solution for the digital property register.
Next, a secure and distributed blockchain technology system is displayed that can serve as an IoT platform in which devices are connected reasonably and securely. The potential of this technology to replace all existing physical identities such as passports, driver's licenses and ID cards and to move them to a digital platform is presented. It is described how the application of this technology can improve financial services and payment opportunities, provide a clear and transparent supply chain management system in the retail industry. By using this technology, student records, as well as completed courses, test results, diplomas and more, can be stored in the form of a digital record. Аlso the attendance of online classes and the realization of online teaching during the COVID-19 pandemic can be stored in digital form that cannot be changed.
Moreover, this paper depicts the decentralization of Wikipedia's knowledge base. This is followed by applications of blockchain technology in the insurance sector, the food industry, accounting, auditing and election management.
The remainder of the paper is organized as follows. Section 2 highlights the principles of blockchain technology. The application of blockchain technology is described in the subsequent section. Section 4 describes the key challenges in the implementation of blockchain technology. Finally, concluding remarks and directions for further works are given in the last section.
Blockchain technology
“Blockchain" is a coined word, composed of the words "block" and "chain". Blockchain is a distributed replicated database organized in the form of a single linked list - chain, where nodes are blocks of data for transactions. These blocks, after grouping, are protected by using cryptographic methods. Blockchain technology enables the accomplishment of digital transactions without intermediaries. Linking blocks use a cryptographic hash function, in a way that makes it impossible to change the content of a block without changing the contents of all subsequent blocks. This is a very important feature of the blockchain, as it ensures the unchangeability of the data which it contains. The SHA-256 hash function for the same input data always produces the same output with a fixed length. Regarding the blockchain technology, the benefit of using cryptographic hash functions is that they are cryptographically strong hash functions with requirements such as second pre-image resistance and can serve as a digital fingerprint.
Blockchain technology is based on P2P architecture, where the nodes involved in the implementation of the service have a copy of all records and they constantly communicate with each other and synchronize new records [46]. Blockchain technology covers techniques from several disciplines: cryptography, mathematics, algorithms and economic theory. They are combining P2P networks and use a distributed consensus algorithm to solve traditional distributed database synchronize problem. Blockchains are integrated multi-user databases that form a type of decentralized infrastructure. The blockchain technology is specified of the following six key features [9] [10]:
Decentralization. The basic feature of blockchain, which means that blockchain does not have to rely on a centralized node anymore, the data can be entered, stored and updated in a distributed manner.
Transparency. The data's record by blockchain system is transparent to each node. It is also transparent to update the data, enabling the blockchain to be a trustworthy technology.
Open Source. Most blockchain systems are open to everyone. The record can be check publicly and people can also use blockchain technologies to create any desired application.
Autonomy. Because of the principle of consensus, every node on the blockchain system can transfer or update data safely. The idea is to distrust individual network participants and to trust the integrity of the whole blockchain.
Immutable. Any records will be preserved forever, and cannot be changed unless someone can take control more than 51% of peer network nodes at the same time.
Anonymity. Blockchain technologies solve the trust problem between a node to node, so data transfer or even transaction can be anonymous. They only need to know the person's blockchain address.
The blockchain database is managed autonomously using a P2P network and a distributed timestamping server. It is empowered by mass collaboration driven by collective self-interest. The result is a robust workflow, where participants' uncertainty about data security is marginal. Blockchain removes the features of endless duplication of digital assets. This forms a consensus system which ensures that each unit of value is transferred only once, solving the longstanding problem of double spending and blockchain-based value exchange system can be faster, safer and cheaper than traditional systems.
Decentralization of the blockchain
Blockchain (distributed ledger technology) is a network software protocol that enables the secure transfer of money, assets, and information through the Internet, without a third-party organization as an intermediary [3]. It can safely store transactions such as digital cryptocurrencies or data/information about debt, copyrights, equity, and digital assets. The stored information cannot be easily forged and tampered because it requires individual approval of all distributed nodes. This significantly reduces the cost of trusting and accounting that commonly exist in non-digital economies and other social activities. Blockchain has four components [48]:
(1) hash, which uses one-way mathematical functions to assign unique indexes; 
(2) a digital signature, which is implemented as a public cryptographic key; 
(3) P2P network, which serves as a routing structure for nodes to use the distributed hash; and
(4) consensus mechanism, which is a set of digital procedures designed to ensure the accuracy and consistency of the stored information across the participating nodes.
The blockchain data structure is depicted in Fig.1 [4].
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Figure 1. The blockchain data structure.

In the Blockchain Body, the bottom is a part of Merkle Hash Tree which can be either a binary tree or a multi-tree in the data structure. Specifically, data or information is recorded as the hash value stored in the Blockchain Body, and the generated Merkle root through Merkle tree's hash process will be recorded in Blockchain Head [47].
The blockchain technology platform is gradually shaping up into three directions: (1) underlying infrastructure which includes facilities for mining and manufacturing of specialized computer hardware to perform blockchain-related tasks; (2) middle layer between the blockchain platform and client application services, including smart contracts, a blockchain platform, financial software, and other services; and (3) hotspot distributed applications in various industries, including finance (e.g., cross-border payments, liquidation, financial services, and asset digitization), cybersecurity (e.g., identity protection, data authenticity protection, and critical infrastructure protection), and supply chain management (e.g., logistics tracking and digital works tracking). 
This distributed general ledger is replicated to thousands of computer nodes around the world and is publicly available. Despite its openness, it is also confidential and reliable. This is achieved through a mathematical puzzle and computer power embedded in its "consensus mechanism" - the process in which the nodes agree on how to update the blockchain with each transaction of moving the value from one person to another. Users use public and private keys to digitally sign and make transactions in the system in a secure way. Blockchain users can solve puzzles using cryptographic hash methods hoping to be rewarded with a fixed amount of cryptocurrency [5]. 
Blockchain systems seem very complex. However, they can be easily understood by examining each technology component individually. At a high level, blockchains utilize well-known computer science mechanisms (linked lists, distributed networking) as well as cryptographic primitives (hashing, digital signatures, public/private keys) mixed with financial concepts (such as ledgers) [6].
A ledger is a collection of transactions. Ledgers are often stored digitally in large databases owned and operated solely by centralized "trusted" third parties. However, we must trust the third party that the data are backed up, transactions are validated and complete, and the history is not altered. A ledger implemented using a blockchain can mitigate these issues through the use of a distributed consensus method. One of the aspects is that the blockchain ledger will be copied and distributed amongst every node within the system. When new transactions are submitted to a node, the rest of the network is alerted that a new transaction has arrived and at this point, this is a pending transaction. Eventually, one of the nodes will include this new transaction within a block and complete the system's required consensus method. This new block will be distributed across the network and all ledgers will be updated to include the new transaction. When new users join the system, they receive a full copy of the blockchain, making loss or destruction of the ledger to be difficult. Each transaction submitted to the network passes through several steps to be included and published in a block of the blockchain:
A transaction is a record of a transfer of assets (digital currency, units of inventory, etc.) between involved parties. For each input transaction A, an output hash value #A is created using a cryptographic function.
Hashing is a method of calculating a relatively unique fixed-size output for an input of nearly any size (e.g., a file, some text, or an image). Even the smallest change of input will result in a completely different output digest. Hash functions are designed to be one-way: they are computationally infeasible to find any input that maps to any pre-specified output. If a particular output is desired, many inputs must be tried by passing them through the hash function until input is found that gives the desired result. Moreover, hash algorithms are designed to be collision-resistant, they are computationally infeasible to find two or more inputs that produce the same output. A commonly used hashing algorithm in many blockchain technologies is the Secure Hash Algorithm (SHA) with an output size of 256 bits (SHA-256). 
Each block in a blockchain contains multiple transactions, which are grouped in sets. Hash values are further combined in a system called a Merkle tree [7].
Merkle tree is a data structure where the data is hashed and combined until there is a singular root hash that represents the entire structure. The root is an efficient mechanism used to sum up the transactions in a block and verify the presence of a transaction within a block. This structure ensures that the data sent in a distributed network are valid since any alteration to the underlying data would be detected and can be discarded. The result of all the hashing then goes into the block’s header, and it is combined with the hash of the previous block’s header and a timestamp. This combination becomes a part of the cryptographic puzzle. The solution for the puzzle is to find a nonce value. The nonce value is a number manipulated by the mining node to solve the hash puzzle and with this, it gives them the right to publish the block [7].
After creation, each block is hashed thereby creating a digest that represents the block. The change of even a single bit in the block would completely change the hash value. The block's hash digest is used to prevent the block from changes since all nodes will have a copy of the block's hash and can then check to make sure that the block has not been changed. An additional feature of blockchain systems is that they can run so-called smart contracts [8], which is an auto executable code that fires off once certain conditions occur. A smart contract is computer protocol or collection of code and data which runs automatically under defined criteria when deployed on the blockchain. The contract executes the appropriate method with the user-provided data to perform a service. The code, being on the blockchain, is immutable and therefore can be used (among other purposes) as a trusted third party for financial transactions that are more complex than simply sending money between accounts. A smart contract can perform calculations, store information, and automatically send money to other accounts. It doesn't necessarily even have to perform a financial function.
Instead of relying on a central authority to securely deal with other users, blockchain uses innovative nodes consensus protocols, verifies transactions, and seamlessly records data. Because blockchain is a distributed ledger, similar to a database, the data stored must be authentic and accurate. Separate nodes in the network constantly confirm the authenticity of the entries in the chain and reject the proposed data blocks, if they do not pass verification. Taking control of a large number of nodes in the network (more than 50%) would be extremely complicated and expensive for attackers and is much more difficult than compromising any centralized service. Therefore, this approach to data storage is considered far more secure compared to centralized databases. Theoretically, it is possible to break a blockchain, if the attacker controls more than half the total network power, in which case it is called a 51% attack. But if someone succeeds to change the blockchain, it will destroy it and hence it will have no value.
Types of Blockchain Systems
Blockchain is a technology that is constantly evolving. Due to its basic technological features, new applications are constantly being developed using its framework. The most common types of blockchains are:
· public blockchain;
· private blockchain and
· hybrid blockchain.
Public blockchain 
A public blockchain is one that contains absolutely no restrictions. Public blockchains allow anyone to submit data to the general ledger with all participants holding an identical copy of the general ledger. As there is no single owner of the general ledger, this methodology is more suitable for anti-censorship applications (for instance, Bitcoin) [41]. The public blockchain has the following features: 
• Anyone can access it, i.e. see all the transactions that appear on the block. Several services allow you to view the public blockchain (known as block explorers), and the most famous is blockchain.info, which can track bitcoin blockchain. 
• Anyone can make transactions. It is enough to download a mobile or desktop wallet (Wallet) or to use one of the online wallets and to carry out transactions freely. 
• Anyone can participate in the creation of blocks and in the distribution of the reward that follows for adding blocks. Alternatively stated anyone can be a "miner". 
• Everyone can have a say in deciding whether to amend the cryptocurrency protocol. In some cryptocurrencies, miners make decisions, but there are cryptocurrencies in which other participants have a controlling stake. 
• The protocol that controls the system is in the form of open source. Anyone can view this code, but anyone can suggest changes to that code. If the majority accepts the proposed changes, those changes become an integral part of the protocol. It is also very common to take the protocol from one cryptocurrency, modify it slightly and then launch it as a new cryptocurrency. The full openness of public blockchains reveals some of their advantages and disadvantages.
The main advantages of public blockchains are: 
• Blockchain is resistant to potential attacks.
• Because anyone can be a node in a P2P network, the number of these nodes is very large and therefore it is more difficult to have more than 50% "unfair players", which is very expensive.
The main disadvantages of public blockchains are: 
[bookmark: _Hlk58048716]• The capacity of the blockchain is very limited, both in terms of the number of transactions that can be processed per unit time and the amount of data that can be stored in the blockchain. For more people to participate in network maintenance, the requirements must be relatively modest, both in the amount of hard disk space occupied by the blockchain and in the speed of the Internet connection. The Bitcoin network can currently process only a few transactions per second, and by comparison, Visa can process tens of thousands of transactions per second [41]. Management mode is inefficient. To implement any, even the slightest changes of the system, it is necessary for the majority of the members of the network to agree to this change. In comparison, this would be roughly how a referendum would be organized for each decision in the country [41].
Private blockchain 
In private blockchains, only invited participants are allowed to join the network. These networks are controlled by one or more designated network administrators. Private blockchains allow distributed duplicates of the registry, but only to a limited number of trusted users. Because the network may have an owner, this methodology is better for applications that require simplicity, speed, and greater transparency. 
What companies do not like is the transparency and the fact that the system is accessible to everyone. That is why the idea of a private blockchain has emerged that will retain most of the benefits of the public blockchain, but will also eliminate the disadvantages that do not suit companies [41].
Hybrid blockchain 
[bookmark: _Hlk58401125]Hybrid blockchains, called consortium blockchains, are considered as semi-decentralized and use the characteristics of public and private blockchains. Hybrid blockchains contain licensing groups similar to private blockchains, but instead of one controlling organization, they are controlled by a group of contracted organizations to ensure the validation of transactions [42]. The consortium blockchain allows a group of individual organizations to validate blocks, instead of having everyone participate in the process, or having only a single entity to decide the validation process. Hyperledger Fabric [43] and Hyperledger Burrow [44] are examples of consortium blockchain frameworks. For the consensus mechanism, the consortium blockchain uses consensus algorithms to validate transactions, such as Byzantine fault tolerance (BFT) and practical BFT (PBFT) consensus through the Tendermint algorithms, which are not expensive computationally. 
Smart contracts 
A smart contract is a code in a programming language that facilitates the exchange of money, real estate, shares, or any value [45]. Smart contracts are computer programs that automatically execute the terms parties have agreed on, to regulate their relations. This code can be written to a blockchain and executed on any computer in a distributed network. The smart contract is automatically executed when specific conditions are fulfilled. Because the code of the smart contract is written on the blockchain, the execution takes place without any possibility of censorship, interruptions, fraud or intrusion by third parties. We can say that the block on which smart deals are stored is a distributed operating system. 
In the context of blockchain, smart contracts have existed before Ethereum. American developer Nick Shabo defined the concept back in 1996 in the book Smart Contracts: Building Blocks for Digital Markets. He wrote that the basic idea of smart contracts is that many types of contract clauses can be embedded in the hardware and software we communicate with, in such a way that breach of contract is costly for the offender [8].
Application of blockchain technology
Besides the first application of blockchain technology in the creation of cryptocurrencies such as bitcoin and many other altcoins, it is widely used in different domains of daily living where new innovative ways of working are introduced.
Healthcare System
One challenging implementation of blockchain technology is in the healthcare involving all stakeholders such as hospitals, healthcare authorities and clinicians by satisfying patient needs and protecting patients' privacy by using blockchain to pay fees with bitcoin [11].
Until now, doctors have faced many obstacles when it comes to digital storage and information sharing for patients. The authors in [12] identified three major barriers to effective digital record management:
- easy access to medical records;
- maintaining the patient's privacy and
- ensuring the sharing of records between different platforms without losing their meaning and proving their authenticity and credibility.
With blockchain technology, all three obstacles are reduced to an acceptable level or eliminated.
Firstly, decentralized blockchain databases can be accessed by authorized persons, whether they are healthcare providers, insurance companies or patients - anywhere, anytime, and in a format that can be used by all parties. An additional advantage of such a system would be the elimination of centralized data controllers. Secondly, blockchain technology provides security measures that are not available for other digital sharing methods, making it easier to address privacy concerns.
Finally, blockchain technology reduces the number of agents that manage each entry and maintains a consistent, timely record of each transaction, reducing the possibility of error while providing a high level of transparency and trust.
In the current system, where full records are kept on paper, if information seekers need to see a personal health record (PHR), they must complete a request form and send it to the registration office for approval. Upon approval, the information requester will pay for a copy at the cashier and receive a payment confirmation account. The information seeker then shows the account to the registration office to obtain a copy of the PHR. However, the PHR may be lost or duplicated for illegal purposes.
When the information seeker sends a PHR request to the publisher (hospital or healthcare institutions) and the publisher agrees with the information requestor, Bitcoin will be placed. Before sending a PHR to the information seeker, it requires the approval of a family doctor and the patient, so that only specific anonymized records are required for the patient to be sent [11].
Rapke in his approach to healthcare discussed that perhaps changes should come from a point where people own and can access data about their health [13]. With his working concept blockchain has a way of bringing this consumer-oriented approach to the healthcare sector. Data from the results and procedures can be stored on the blockchain, which will not rely on a single central storage facility. This will help the governments and other companies to be held accountable for that data. At the same time, the data will reside on the latest secure technology using cryptography. As data owners, patients will have the authority to decide with whom they share their data. Healthcare will be more patient-oriented, but it is still in balance with other important players in the healthcare system. In [14] authors explained how blockchain can enable the interoperable and secure exchange of electronic health records (EHR) in which health consumers are the ultimate owners. The proposed scenario is to store only health and medical metadata on the blockchain. Otherwise, blockchain's infrastructure storage capacity would have to be massively expanded to support full health records. So, metadata such as patient identity, visitor ID, provider ID, customer ID, etc. can be stored on blockchain but the actual records should be stored in a separate universal health cloud, as shown in Fig. 2. For instance, if a patient visits two hospitals today, they will store their data in two databases that the patient does not own. If hospitals need to communicate, they will use a standardized communication mediator such as web services, e-mail, or a shared file repository. In a scenario where blockchain is applied, the first hospital creates a record of the universal health cloud. The hospital then creates a transaction in blockchain with metadata for visits and a URL (Uniform Resource Locator) for the cloud entry. The patient signs this transaction with his/her key. When a patient now visits a second hospital, he/she must provide his/her key reading blockchain transactions. Only those affected by the patient's key can decrypt the transactions. So this is an example of how people can own data and approve access. Even smart contracts can be encoded in blocks to carry insurance instructions, emergency contacts, wills etc. These smart contracts will be activated with events that a blockchain can read from another web service.
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Figure. 2. Overview of the Blockchain Healthcare System [15].
Transactions in blocks should contain a unique user identifier, a coded link to the health record, and a timestamp for the time when the transaction was made. The transaction may also contain the type of stored data. Depending on the implementation, this can help search and process the access data. This blockchain will contain a history of all medical data, including formal medical records, as well as data from mobile applications and various sensors being carried. Keeping data away from blockchain in a cloud pool can be a good basis for exploration, mining, analytics and machine learning. This type of analysis does not have to affect the privacy of each patient. These data have to be encrypted and digitally signed to ensure the privacy and authenticity of the information. The user will have the option to assign a set of access permissions and specify who can request and write data to their blockchain. Further development of the user interfaces for the patient to review their healthcare data and manage access privileges is entirely possible [16].
Another blockchain case study in healthcare uses Ethereum's smart contracts to create representations of existing medical records [17]. These contracts are stored directly in separate nodes on the network. The proposed solution called MedRec structures large amounts of data into three types of contracts. The first one is the Registrar Contract. It holds the identity of the participants with all the necessary details and of course the public keys. This type of identity registration can be restricted to authorized institutions only. The second contract is the relationship between the healthcare provider and the patient. The main use will be when there is a smart agreement between the care provider and the patient. A third type is a contract that helps the patient to locate his/her medical history. As a result of this agreement, all previous and current engagements with other nodes in the system are listed. MedRec also proposes a data mining model that incorporates the entire healthcare community into data mining. Medical researchers and healthcare stakeholders can work in the network.
Big data in healthcare come from a variety of sources, such as clinical trials, EHRs, patient databases, medical measurements and imaging. All these data come in a wide range of formats and from different data streams. The data should be evaluated and interpreted temporally to benefit patients. But doctors need new tools to monitor, track, and provide quick feedback to individual patients. Appropriate data management will also help with prediction strategies, interventions, healthcare services and healthcare policies. Because medicine is always on the cutting edge of technology, moving forward with many innovations, healthcare data need a crucial transformation, as do big data.
Decentralized protection of personal data
From social networks, personal data, activities and behaviours of users are constantly being collected, without users to be conscious about the privacy issues. Users still do not have a clear idea of what precise data is being collected and for what purpose, they are losing whole control of what is happening with the data afterwards and cannot withdraw the permissions. Concerns about data privacy grow when faced with the consequences of what others have seen or learned about us. Zyskind in [18] has proposed a solution that is an access control management system that mainly focuses on mobile platforms and the inability of the user to recall authorized access to private data. By installing a mobile application, permissions are granted indeterminately and the users must uninstall the application and stop using the services if they want to revoke the access. The purpose of the new solution is for the user to be able to control and revise what data are stored and how they are used. The idea is to keep the personal data access policies on blockchain and then the nodes in the blockchain to control access to the DHT (distributed hash table).
The solution consists of three entities: the user, the company providing the service and blockchain. When a user wants to allow or block access to his/her data, blockchain comes into play as an intermediary. Here blockchain supports two types of transactions: access transaction and data transaction. These types of transactions allow access control management, data storage, and data extraction. When the user installs a new application, a shared identity is created and sent to blockchain along with the configured permissions at the user's request. All assigned permits are listed in the so-called policy. The shared keys, the public key of the user and the public key of the service, and the policy are sent through an access transaction in the blockchain. A new complex identity is being introduced into the proposed system. Complex identity is a shared identity between the user and the service. The user is the owner of the key, and the service is a guest. The complex key is composed of pairs for signing on both sides, so that the data will be protected by all other parties in the system, except the owner and all his/her guests.
Sensitive user data are encrypted with the shared encryption key and sent with transaction data for storage. Blockchain sends data to a DHT and retains only the hash value as a pointer to the data. The value set in DHT is encrypted with the complex key. The value indicator is known to the user and the service. DHT only performs the already approved read and write functions. Both the user and the service can search the data using the data pointer. Each time the service accesses the data, its permissions are checked compared to the last access transaction. The user can revoke permissions at any time or modify them by initiating a new access transaction. To track this, it is possible to easily develop a web table showing the user's current permissions. Overview of the decentralized permitting system using blockchain is shown in Fig. 3. 
[image: ]
Figure. 3: Overview of the decentralized permitting system [15]. 
Another study based on social media controlled by users on the blockchain is described in [19] by Ushare. Ushare's vision is that users should control their presence over the Internet by affecting the posts they share and controlling the ability to share again. Using P2P capabilities, Ushare created a decentralized content distribution network. The tool that blockchain manages, in this case, is the data that users publish. Ushare's proposed solution consists of a user-encrypted hash table, a system for controlling the maximum number of actions performed by user circles, a local Certificate Authority (PCA) that manages user circles and blockchain.
When a user shares a post with his/her circle, his/her PCA encrypts the data with the public key on the circle. Encrypted data are stored in a DHT. This table has three columns that allow users to share already published data they see. Each time a user shares a post, the first column stores hacked encrypted data about the post that is being viewed and shared. The second column records the hash of the encrypted data with the public key on its circle. The third column stores the encrypted data item.
The reason for using DHT in this second solution is the same - large data such as documents, images and videos should be stored in a decentralized manner. Blockchain only stores transactions for sharing user posts. The actual data cannot be stored because downloading the entire chain to all nodes will create limitations in computer calculations and time constraints. When the user creates a post, he/she sends a new transaction to the blockchain with his/her identity, the hash key of the encrypted data and the token in which he/she states the allowed number of shares. Afterwards, the user sends a separate transaction to each member of his/her circle with the data encryption key. If another user who has received the post wants to share it, he/she sends a new transaction with his/her identity and the data key encrypted with the key to this new user's circle. 
Again, more new transactions are sent to the subsequent users who can review the re-shared transaction. The number of tokens decreases with each action. All efforts to create these two blockchain solutions are because personal and sensitive data should not be entrusted to third parties. Because users create and publish data, they need to remain the main owners of the data. Regarding the monitoring done by following the procedures and interests of the users, the users should at least know that. A blockchain can be a filter for permissions to access private data or it can implement a fully decentralized social network, as shown in the second solution.
Digital property
The World Wide Web (www) started with simple links and laid the groundwork for making it visible what is original and what is being copied. After that, people thought of a way to preserve authorship by mentioning the author in references. But this system is far from perfect. People can always find a way to copy things, and the author will not know and will not be notified. Or, people may assign the copyright, but it's in one direction, so the author still won't know that someone has addressed his work. Or even worse, people may cite someone else who is not the original author. It is concluded that the main tool for digital content and digital sharing (www) ignores the need for digital ownership. But at the beginning of the development of the service www was different. The Xanadu Project was the first hypertext project, founded in 1960 by Ted Nelson [20]. Even then, the problem of digital ownership was approached by introducing a copyright scheme based on copyright, in a system that would provide storage and publishing services. The granting of copyright is built into this system. Two-way connections should be set up automatically each time someone uses another user's data. It was concluded that it was a complicated, unfeasible technology and the project was closed.
With blockchain technology, Ascribe [21] tries to achieve Xanadu's goals by finding a solution for the digital property registry and copy visibility. In terms of visibility, they try to find all the copies of the protected content that exist on the Internet. This can be done by searching the entire Internet and performing a match to match the content of the creator. This problem would be solved by machine learning techniques. When the copies are found, the system performs two-way automatic connections. The author must then decide whether to apply for a license or perhaps a revocation request.
When it comes to selling intellectual property of digital art, it is not just selling a copy, it is selling property and the right to use, modify or resell the content. To make this type of sale of a property, it is necessary to conclude a legal agreement, hire a lawyer, etc. The idea of using blockchain to store and sell digital data ownership will be as simple as sending a signature e-mail that the user transfers ownership of its content. The terms of service provided by Ascribe are made in consultation with specialized lawyers. The complexity of legal licensing and ownership processes is achieved by accepting the terms of service. Blockchain is a publicly trusted book and will provide copyright to all users. Transaction time stamps can be used as evidence in court in the event of a property dispute.
Regarding blockchain implementation, Ascribe has created its protocol called SPOOL - Secure Public Online Ownership Ledger [22]. This protocol is made specifically for documenting digital ownership transactions. Ascribe allows the artist to set a fixed number of editions of the work that can then be transferred, ensuring that each edition is authentic to the artist. So, when a transaction with transfers is made, the user can transfer ownership for one or more editions. The editions are under a work preserved in BigchainDB [23] and used for use in the blockchain. So, when transferring ownership, the users create a transaction for one of their works, includes the value of the hash, the issue and the new owner. The user signs the transaction and sends it. Because Ascribe uses the Bitcoin blockchain, a public researcher who knows the hashtag of the work can track the ownership of the work and find all the addresses that each edition has.
Another blockchain implementation is Monegraph, which is proof that a new, modern and digital marketplace can be built that is easy for users. From the users' point of view, with Monegraph, it is easy to buy and sell fully licensed digital media directly with terms, rights and prices controlled by the authors. Monegraph facilitates the process of licensing and receiving revenue of art in many digital forms created by photographers, designers, illustrators and other media creators [24].
Monegraph allows authors to create and customize a license agreement that sets out the usage parameters for their media. There are four types of licenses:
- license for works of art - for non-commercial usage,
- photo news license - for editing,
- product image license - commercial license and
- picture of the situation is a license that gives all the rights.
The authors have a public catalogue as a portfolio of their work that is publicly available and sold. Blockchain takes into account the history of ownership. But storing only information for owners may not be enough in the market. There is a lot of data on the sales’ contracts and product metadata that is just as important as the product. Due to the size of that data, these data cannot be included in the blockchain. That's why Monegraph sees the need for a blockchain system that can be implemented in other digital markets. What is needed for the solution is integration with other services. So, ownership data are stored in the blockchain to remain confidential, traceable and irreversible. But other documents related to the product can be stored in the database, such as MongoDB or CouchDB. Documents can be public, encrypted or not. Digital art itself can be stored in a document repository that can be accessed with HTTP or P2P. For example, the file can be stored in the Amazon Simple Storage Service (S3). The ecosystem, shown in Fig. 3, needs to find a way to connect blockchain, the document repository, and the digital art repository. 
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Figure. 3. Blockchain ecosystem [15].

The Bitmark real estate transfer system allows the transfer of both digital and physical objects [25]. When storing information about physical objects as an abstract property, a problem arises. Digital fingerprint can be easily traced using the hashtag algorithm, but when it comes to physical objects, there is a new solution called ObjectMinutiae [26].
It can be concluded that so far the Internet has left a lot of material with lost authorship. But looking to the future, blockchain can provide reliable proof of ownership by preserving the hash value of digital art in a time frame for a transaction. The concept is the same for all examples: the owner will have the private key and the original copy of the hashed art. No one can prove otherwise and no institution can change the data. The author can sell digital work, and the new owner will now have the private key to the digital work.
Internet of Things (IoT)
Current IoT systems rely on a centralized client-server architecture. All devices are identified, authenticated and connected via cloud servers. The connection between the devices goes through the Internet. Even if this solution works well, for now, it may not be able to meet the needs of larger IoT systems in the future [27]. Blockchain technology can become an ideal component and a basic element for tracking billions of connected devices, processing transactions, and coordinating devices. Because blockchain is a decentralized mechanism, it allows the distribution of digital information between different nodes without copying. This can create a new kind of Internet that is safe and resistant to unauthorized modification.
A secure and distributed blockchain system can serve as a platform for the IoT to connect devices seamlessly and securely. Blockchain will allow P2P messaging, file distribution, and autonomous coordination between devices without the need for a centralized cloud. Each device will have its role and will manage its behaviour in the new Internet in a decentralized and autonomous way [28]. The user controls IoT devices from a central point. The central point may be the user's mobile device. All activities, commands and rules are set by the user. Although this is good for personal control, it is not automated in many ways. The secure model of blockchain technology allows easy human interaction with devices without the need for a central cloud-based central system, which is usually more expensive.
Additionally, because there will be no central control, such as a cloud, the possibility of damaging or stopping the entire IoT system is negligible. This ensures continuity, ease of operation, robustness, scalability and IoT security at a very low cost. A real revolution can happen if all devices are controlled by blockchain instead of direct user control. This is possible by using smart contracts. A smart contract is a code which enforces conditions and business rules that must be met before a transaction can be included in the blockchain. A transaction written in blockchain can be more complex than just transferring ownership. Smart contracts have an integrated mechanism for implementing different types of agreements between nodes. The smart deal is also autonomous and technically it is a computer code that can be self-sustaining and self-executing. Once in force, no human factor is needed to control it [29].
Execution of smart contracts is made possible by Ethereum, which is a platform for creating blockchain systems. Ethereum has its network of nodes and miners, just like Bitcoin. Slock.it is the first implementation of IoT and blockchain using the Ethereum platform [30]. The so-called Slocks are real physical objects that can be controlled by blockchain. They use a computer, Ethereum, which is a piece of electronics that brings blockchain technology into the whole home, allowing to rent access to any compatible smart object and accept payments without intermediaries. Slock.it allows anyone to rent, sell or share anything - without intermediaries. It works as follows: the owner of a smart object (Slock) creates a smart agreement for its use by setting the price and the deposit. Users can find Slock and then pay using Ethereum blockchain, which will allow them to open or close that Slock, which means using it as agreed. The smart contract is implemented automatically, and the deposit is returned to the user minus the rental price. In practice, this means that by installing a smart door lock for the apartment, users can rent an apartment on the blockchain. The smart contract will unlock it and make it available, as stipulated in the contract. In addition to smart doors, this system allows you to rent, sell or share any smart item that has built-in Slock.it technology. Bicycles, cars and any item that can be provided with a physical lock is a case of potential use. Due to the shortcomings of existing IoT architectures, a new secure, private and easy-to-use IoT architecture for a smart home based on the blockchain technology is being proposed [31]. Here, block mining is considered the first problem because IoT devices are devices with limited resources and cannot perform such an operation. IoT devices must also operate at the same time for a detected or assigned command. The time required for mining in blocks, in most cases, may not be acceptable. The proposed solution [31] contains three levels: local network, folding network and cloud storage.
The local network contains all the smart home objects and a local computer that acts as a local blockchain that is constantly on the Internet. This local blockchain is centrally managed by its owner. When there is a new smart device in the home, the user adds it to the blockchain. All transactions related to a particular device are linked to a chain. The folding network is a P2P network that connects multiple smart homes and users. This network manages public keys, allowing users access to smart home data and public keys to smart homes that provide accessible data. Cloud storage is included as a solution for devices that may want to store data in the cloud so that a third party can access the data and provide certain smart services. Using blockchain, the IoT can switch to a network of devices that can communicate with each other and the environment without human intervention. The devices will also make smart decisions, so that many workflows will be automated in new ways, achieving significant time and cost savings.
Digital identity
Due to a security mechanism that protects against disruption, blockchain can play a key role in securing digital identities [32]. Blockchain can protect identity by encrypting. Also, blockchain can be used to build a very strong, secure and impenetrable identity system, which can prevent unauthorized activity. Blockchain technology has the potential to replace all existing physical identities and move them to a digital platform. Identity ranges, such as passports, driver's licenses, ID cards, and even votes election, can be digitally generated using blockchain technology [33]. It is also possible for all identities to be kept together and secured with a blockchain. The use of blockchain, unauthorized modification of various certificates, such as educational, marital, death certificates or registry books, cannot be performed, thus preventing unauthorized and malicious modification.
Financial services and infrastructure
Blockchain technology can provide a platform for better financial services and payment opportunities. The use of cryptocurrencies such as bitcoin can restore existing payment systems and other financial services [34].
For example, if one person sends money to others in another country, possible transfer funds are banks, payment applications (such as PayPal) or other intermediary organizations. But their service costs are high, even for small transactions.
All of these intermediaries can be eliminated and the money can be transferred directly from the sender to the recipient using cryptocurrencies such as bitcoin, without the involvement of an intermediary. Tracking transactions and property rights can also be implemented in the financial sectors using blockchain. The use of blockchain technology in the financial sector will not only provide a free payment system but will also provide a secure way to conduct online transactions.
E-commerce
If implemented properly, blockchain technology can massively support e-commerce and retail in terms of growth, sales and marketing. Retail has already begun to witness the growth and profit from the sale of consumer goods and services using blockchain technology.
The Internet acts as a great platform for promoting local businesses and other content, but there is always a risk that the content will be used without proper permission. Overall plagiarism can be limited with timestamping techniques of blockchain and thus preserve the originality of any content. Implementing blockchain technology in the retail industry will also provide a clear and transparent supply chain management system that will allow users to gain insight into the origins of their food and other products.
E-commerce websites and other companies such as OpenBazaar, Provenance, Everledger, Ascribe, and BlockVerify are some of the business activities supported by blockchain involved in the retail industry [33]. This eliminates brokers and commissions and can set up a direct transaction channel between the buyers and sellers. In this way, online sales will promote retail business transactions and the economy.
Educational records
Sony Corporation, in partnership with Sony Global Education, recently applied for a blockchain-based repository patent that would include student records, including completed courses, test scores, diplomas, and more, in the form of a digital record [35]. Such a system can allow teachers and students to access relevant data while maintaining privacy. It can also provide potential educational institutions and potential employers with a transparent, secure place to acquire applicants' credentials.
Education system 
In this time of pandemic when teaching in schools takes place online, many problems arise. Classes are shortened and the teacher has to spend valuable time constantly checking which students are present in the class. Also, the principal of each school wants to know if the staff teachers hold their classes regularly and on time. These problems could be overcome if the data from each class was recorded on a blockchain. In that way, no one will be able to manipulate that data. You can check at any time which professor and when he/she taught and which student attended the class. If students knew that everything was recorded and the data could not be changed, they would surely attend classes more regularly. And that is the most important condition for them to improve their success. Improved student achievement is the best satisfaction for teachers. Parents would also be more satisfied with such behaviour of their children. The whole society would benefit the most from a good education because knowledge is strength and power.
Sharing knowledge
Everipedia, the world's first blockchain encyclopedia, has announced plans to build a new open-source wiki network that decentralizes the Wikipedia knowledge base, allowing any editor to become a webmaster. According to Larry Sanger, one of the founders of Wikipedia and now acting director of information at Everipedia, it will rely on a blockchain program that allows users to contribute more responsibly. Editors will start earning "tokens" based on their "IQ" (earned points for useful contributions) that will represent the virtual shares of the platform [35].
Theodor Forselius, co-founder and CEO of Everipedia, noted that the ability of the individual to be a stakeholder in the encyclopedia, he/she edits and in turn to gain real monetary value is an exciting idea. Customers will have to pay a deposit before making contributions. If their changes are considered incorrect, they will lose the token and those whose changes are correct will receive an original deposit and additional tokens as a reward.
Forselius also listed two additional benefits of moving Everipedia to the blockchain. The first benefit is that the data will no longer be stored on a centralized server, which means that they will survive even if the central organization, Everipedia, ceases to exist. The second benefit is that it will be impossible to censor the data, which means that governments that currently censor Wikipedia will not be able to prevent users from contributing to the platform.
Insurance
Blockchain technology has many applications in the insurance sector because the sector is based on agreements and trust between two parties. The use of blockchain in this regard would mean that both the insurance contract and the consumer's personal information can be stored in the distributed book, while the consumer controls who has access. The data remains on the user's device and this can eliminate the need for brokers and other intermediaries between insurance companies and consumers.
The presence of smart contracts is already being felt in the insurance sector. The insurance company AXA worked with a website called Fizzy, which ensured consumers against flights delayed by two or more hours [40]. Fizzy noted the procurement of airline tickets on Ethereum blockchain and linked the resulting smart contracts to global air traffic databases. If sufficient delay is observed, the fee was paid automatically. Another example of using smart contracts in the insurance sector is to compensate farmers in the event of a drought or other disaster that harms their property. The other application of blockchain in the insurance industry is its role in potentially reducing fraud [36]. In this case, the blockchain records all policies and all claims in a single distributed book.
Food industry
This technology is potentially beneficial for everyone in the food industry. When foodborne illness occurs, restaurants serving food or grocery stores often have difficulty discovering the source of the contamination. Monitoring with blockchain will help to immediately track affected objects and their origins, quickly locate the problem so that contaminated products can be removed from menus, shelves and supply chains [37].
The standards and reputation of blockchain-based vendors will ensure the integrity of marketing claims. Certificates and reports on the existing audit of existing facilities will be registered on the site to prove the above claims. If all suppliers in the supply chain follow these rules and write down the data on the origin of food in decentralized monitoring systems, those who make false claims or misrepresent the origin of their products will be destroyed. Blockchain technology allows farmers and producers real-time access to commodity prices and market data. In this way, farmers have better information about the market and they can be more competitive and more productive. More and more people want to know what the products they consume contain. They want to be able to make reliable food choices for themselves, their families, and their communities. Blockchain technology will help build that trust.
Accounting and audit
Because changing transactions or whole blocks are almost impossible in blockchain, the use of blockchain technology makes it easy to prove the integrity of electronic files. One approach is to generate hash arrays for existing evidence, such as invoices. This set of hash strings is a digital print. Furthermore, this imprint is immutable and is recorded on the blockchain through a transaction. At any later time, it is possible to prove the integrity of that file by re-creating a digital fingerprint and comparing it to the digital fingerprint stored in the block. In case the digital prints are identical, it is proved that the document remained unchanged since the first block placement in the blockchain [34]. Companies will benefit from this type of blockchain implementation. Standardization will allow financial auditors to automatically verify much of the most important financial reporting data. The costs and time required to carry out the audit will be significantly reduced and the time-released can be spent on checking very complex transactions or internal control mechanisms.
Cross-border payment
Cross-border payments generally refer to the transnational and transregional transfer of funds between two or more countries or territories through international trade, international investment, and other international claims and debts using certain settlement instruments and payment systems. The traditional cross-border payment is based on the banking system which has such characteristics as time-consuming, high cost, more funds occupied, and low security. However, all these bottlenecks can be effectively overcome by applying blockchain to reconstruct the credit system and expand the payment boundary. Researchers pointed out that applying blockchain technology to the cross-border payment has a high potential effect. Holotiuk et al. in [50] stated that the blockchain technology will improve the payment system by providing a solid structure for cross-border transactions and removing expensive intermediary costs and gradually weaken or alter the business model of the existing payment industries. Yao and Zhu have proposed that the blockchain technology can be adopted for the cross-border payment based on the application of VISA and SWIFT blockchain. R3 has been working with 22 of its member banks to build a real-time, cross-border payments solution on Corda that is the consortium's “blockchain-inspired” distributed ledger [51].
SARS-CoV-2 virus vs. the Red Cross: better solutions via blockchain and artificial intelligence
Beijing has ordered all public donations for the Wuhan crisis to be funnelled to five government-backed charity organizations. This is a throwback to pre-2016 China before the Charity Law of China was introduced to enable the establishment of private charities. The Charity Law was intended to develop the charity field and protect the interests of relevant stakeholders. Although all charities in China are required to have in place sound internal governance structures, the funnelling order implicitly assumes that the five government-backed charities are fit for purpose and better able to manage the current crisis. That assumption may be at odds with historical and more recent evidence suggesting organizations responsible for responding to crises appear to struggle to manage their core responsibilities. And if Beijing’s implicit assumption is wrong then the centralizing effect produced by funnelling merely serves to compound the problem [52].
In this instance, and not for the first time, the Red Cross in China is in the crosshairs of public anger. ‘One of the lessons learned was that emergency response must be better developed at the local level’. This is what the Red Cross said in 2017 on the 10th anniversary of the deadly Wenchuan earthquake in Sichuan province in western China. Billions of dollars had been donated following the Sichuan earthquake but had been ‘mishandled’. What has been learned? The public in China has again been angered by the mishandling of donations, and this impacts on the willingness to donate, which retards the objective of addressing a problem.
Blockchain and AI are now in frequent use by global technology companies and represent tools that can be used to better manage crises. A private blockchain network would enable the recording and tracking of anything that is donated, from donation to N95 masks. It also creates clear points at which it is possible to hold a person or organization to account, from the loading of donations for delivery through to its final end-use. Importantly, the blockchain can also be given public visibility, providing transparency to all stakeholders - donors and donees, as well as public oversight bodies. Anyone could track the progress and use of their donation.
[bookmark: _Toc35428370]E-voting
The use of blockchain technology would prevent any participant from fraud, from the voters themselves to the vote counters in conducting the election. Blockchain technology would make sure that the individual could not vote several times because there is an unchanging record of their voice and identity. Also, no one could delete votes because, as has been said, blockchain is immutable. Those responsible for counting votes will have a final record of the number of votes that regulators or auditors can control at any one time. The results can be encrypted, which would enhance transparency while maintaining a key sense of privacy. The results entered and saved in the blockchain are not only immutable and transparent but also available. This means that voting with blockchain is more efficient than traditional voting [38]. Blockchain technology can also be used to improve voting processes in public and private companies and organizations.
Key challenges in the implementation of blockchain technology
Implementation of blockchain in all industrial sectors will potentially lead to several issues as well as new dependencies [49]:
Awareness and understanding. The principal challenge associated with blockchain is a lack of awareness of the technology, especially in sectors other than banking, and a widespread lack of understanding of how it works. This is hampering investment and the exploration of ideas.
Organization. The blockchain creates the most value for organizations when they work together on areas of shared pain or shared opportunity – especially problems particular to each industry sector. The problem with many current approaches, though, is that they remain stove-piped: organizations are developing their blockchains and applications to run on top of them. In any one industry sector, many different chains are therefore being developed by many different organizations to many different standards. This defeats the purpose of distributed ledgers, fails to harness network effects and can be less efficient than current approaches.
Culture. A blockchain represents a total shift away from the traditional ways of doing things – even for industries that have already seen a significant transformation from digital technologies. It places trust and authority in a decentralised network rather than in a powerful central institution. And for most, this loss of control can be deeply unsettling.
Cost and efficiency. The speed and effectiveness with which blockchain networks can execute P2P transactions come at a high aggregate cost, which is greater for some types of blockchain than others. This inefficiency arises because each node performs the same tasks as every other node on its copy of the data in an attempt to be the first to find a solution.
Regulation and governance. Regulations have always struggled to keep up with advances in technology. Indeed, some technologies like the Bitcoin blockchain bypass regulation completely to tackle inefficiencies in conventional intermediated payment networks. One of the other challenges of the blockchain approach, which was also one of its original motivations, is that it reduces oversight.
Security and privacy. While cryptocurrencies like Bitcoin offer pseudonymity (Bitcoin transactions are tied to ‘wallets’ rather than to individuals), many potential applications of the blockchain require smart transactions and contracts to be indisputably linked to known identities and thus raise important questions about privacy and the security of the data stored and accessible on the shared ledger.
Conclusion and further work
Blockchain is as much a political and economic hypothesis as a technological one. Blockchain technology provides a new way to think about how we agree on things. For the first time, multiple untrusted parties can create and agree on a single source of truth, without the use of a middleman. The advance of blockchain technology claims and has the potential to revolutionize many areas of human activity, especially the financial and business worlds. Other applications of blockchain technology discussed previously are equally important. Some of the displayed applications are already implemented, and some can be very easily implemented soon. A major area of future work will focus on implementing blockchain technology for use in EHRs. It will consider how an external stakeholder can use or request a patient’s health records from the hospital or health authority without violating patient privacy. 
The technology can also be used to maintain birth registers for births, deaths, marriages, business registrations, but also to enable the right to vote in elections without the physical presence of the polling station and to prevent fraud during the voting process. With the application of decentralization enabled by Blockchain technology, stock market fraud would no longer be possible, preventing the emergence of issuing more shares than the presented number, and companies will not be able to hide the profit.
Large companies have a monopoly on electricity sales. But with the help of blockchain, everyone can be involved in the production of electricity through the possibility of micro-transactions. The surplus electricity produced by solar panels in an individual house can be sold to someone who needs it, and the transaction can be done through a crypto-wallet. The application of blockchain in smart contracts allows executing certain simple contracts when all the conditions are met. This innovation can have enormous implications for any kind of agreement that has the potential to digitize output. Without control and supervision, smart contracts can revolutionize the work done by lawyers. Crowdfunding is a very interesting concept that shows that people want to invest in new products and ideas and contribute to their development. Using smart contracts would make it impossible to sell the same things over and over again, which would give a new dimension to this type of financing.
Another application of blockchain technology is the platform for predicting market movements. When asking a particular question, many people answer it. It is known that 100 thousand average intelligent people will give a better answer to the question than one very intelligent person on the same topic. Such systems provide accuracy and reward if you have given an answer that turned out to be accurate. Such applications already exist - the Augur platform, on which in just a few dollars, a question can be asked, and there is no cost for agency intermediaries, and the answer is always correct and unchanging [39].
With the numerous blockchain technology applications, it should be noted that it requires a lot of resources and is currently not the most cost-effective option for achieving most of these technological advances. It is about spending huge amounts of computing power to implement and verify the information. Blockchain technology is trying to enter revolutionizing many of today's systems, enabling the development of many previously unimaginable technologies. An interesting offspring of this technology can be the redefinition of Internet 3.0 defined as a new type of decentralized infrastructure or network of networks.
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